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PREFACE

1. Scope

This publication provides joint doctrine for electronic warfare planning, preparation, execution,
and assessment in support of joint operations across the range of military operations.

2. Purpose

This publication has been prepared under the direction of the Chairman of the Joint Chiefs of
Staff (CJCS). It sets forth joint doctrine to govern the activities and performance of the Armed
Forces of the United States in operations and provides the doctrinal basis for interagency coordination
and for US military involvement in multinational operations. It provides military guidance for the
exercise of authority by combatant commanders and other joint force commanders (JFCs) and
prescribes joint doctrine for operations and training. It provides military guidance for use by the
Armed Forces in preparing their appropriate plans. It is not the intent of this publication to restrict
the authority of the JFC from organizing the force and executing the mission in a manner the JFC
deems most appropriate to ensure unity of effort in the accomplishment of the overall objective.

3. Application

a. Joint doctrine established in this publication applies to the commanders of combatant
commands, subunified commands, joint task forces, subordinate components of these commands,
and the Services.

b. The guidance in this publication is authoritative; as such, this doctrine will be followed
except when, in the judgment of the commander, exceptional circumstances dictate otherwise. If
conflicts arise between the contents of this publication and the contents of Service publications,
this publication will take precedence unless the CJCS, normally in coordination with the other
members of the Joint Chiefs of Staff, has provided more current and specific guidance. Commanders
of forces operating as part of a multinational (alliance or coalition) military command should follow
multinational doctrine and procedures ratified by the United States. For doctrine and procedures
not ratified by the United States, commanders should evaluate and follow the multinational
command’s doctrine and procedures, where applicable and consistent with US law, regulations,
and doctrine.

For the Chairman of the Joint Chiefs of Staff:

A /i,géa

WALTER L. SHARP
Lieutenant General, USA
Director, Joint Staff
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SUMMARY OF CHANGES
REVISION OF JOINT PUBLICATION 3-13.1 (FORMERLY 3-51)
DATED 7 APRIL 2000

Changes the publication title and number from Joint Publication (JP) 3-51,
Joint Doctrine for Electronic Warfare, to JP 3-13.1, Electronic Warfare

Discusses electronic warfare (EW) as one of the core capabilities of
information operations (10)

Adds a discussion of offensive and defensive electronic attack

Provides a discussion on the effects of EW, relating EW to the phases of a
joint campaign or operation

Discusses EW's relationship to the Global Information Grid
Adds countermeasures as a principal EW activity

Provides a discussion of joint EW responsibilities

Adds an expanded discussion of joint EW organization
Discusses EW support against a nontraditional threat

Adds coverage of unintended consequences and meteorological and
oceanographic consideration

Updates the discussion of planning to reflect the joint operation planning
process planning steps

Discusses the use of reachback resources
Adds coverage of joint EW organizational coordination

Includes a complete discussion of EW coordination with the core,
supporting, and related capabilities of IO

Updates the definitions of the terms "CEASE BUZZER," "chattermark,"
"electronic attack," "electronic intelligence," "electronic protection,"
"electronic warfare," "electronic warfare reprogramming," and
"electronic warfare support"

Adds definitions for the terms "electro-optical-infrared countermeasures,"
"radio frequency countermeasures,' and " spectrum management"
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EXECUTIVE SUMMARY

COMMANDER’SOVERVIEW

 Providesan Overview of Electronic Warfare

« Discusses Organizing for Joint Electronic Warfare

« Details Joint Electronic Warfare Planning

e Outlinesthe Process of Coordinating Joint Electronic Warfare

« Describes Multinational Aspects of Electronic Warfare

Electronic warfare (EW)
isone of thefive core
capabilities of
information operations.

EW iswaged to secure
and maintain the freedom
of action in the
€electromagnetic spectrum.

Overview

Military operations are executed in an information environment
increasingly complicated by the el ectromagnetic (EM) spectrum.
Thedectromagnetic gpectrum portion of theinformeation environment
is referred to as the electromagnetic environment (EME). The
recognized need for military forcesto have unimpeded accesstoand
useof theEME createsvulnerabilitiesand opportunitiesfor eectronic
warfare(EW) insupport of military operations.

EW indudesthreemgor subdivisons dectronicatack (EA), dectronic
protection (EP), and € ectronic warfare support (ES). EA involves
theuseof EM energy, directed energy, or antiradiation weaponsto
attack personnd, fadilities, or equipment with theintent of degrading,
neutrdizing, or destroying enemy combet capability andisconsdered
aformof fires. EPinvolvesactionstakento protect personnd, fadilities
and equipment from any effects of friendly or enemy use of the
eectromagnetic pectrumthat degrade, neutrdize, or destroy friendly
combet cgpability. ESisthesubdivisonof EW involving actionstasked
by, or under direct control of, an operationa commander to search
for, intercept, identify, andlocateor locdizesourcesof intentiond and
unintentiona radiated EM energy for thepurposeof immediatethrest
recognition, targeting, planning, and conduct of futureoperations.

Thepurposeof EW isto deny the opponent an advantageinthe EM
gpectrum and ensurefriendly unimpeded accesstothe EM spectrum
portion of theinformation environment. EW canbeappliedfromair,
seq, land, and space by manned and unmanned systems. EW is
employed to support military operationsinvolving variouslevel sof

Vii



Executive Summary

EW's relationship to
information operations
(10).

Principal EW activities.

I ntelligence and

electronic warfare
support.

detection, denid, deception, disruption, degradation, protection, and
dedtruction.

EW contributestothesuccessof informeation operaions(10) by using
offensve and defensive tactics and techniques in a variety of
combinationsto shepe, disrupt, and exploit adversarid useof theEM
gpectrumwhileprotecting friendly freedom of actioninthat gpectrum.
Expanding relianceonthe EM spectrum increasesboth the potential
andthechdlengesof EWinlO.

Theprincipal EW activitieshavebeen devel oped over timetoexploit
theopportunitiesand vulnerabilitiesthet areinherent inthe physicsof
EM energy. Activitiesusedin EWinclude: countermeasures, EM
compatibility; EM deception; EM hardening; EM interference; EM
intrusion; EM jamming; e ectronic masking; electronic probing;
electronicreconnaissance; dectronicintelligence; €ectronicssecurity;
EW reprogramming; emission control; spectrum management; and
wartimereservemodes.

The distinction between intelligence and ES is determined by
who tasks or controls the collection assets, what they are tasked
to provide, and for what purposethey aretasked. ESisachieved
by assetstasked or controlled by an operational commander. The
purpose of EStasking isimmediate threat recognition, targeting,
planning and conduct of future operations, and other tactical
actionssuch asthreat avoidance and homing. However, thesame
assets and resources that are tasked with ES can smultaneousy
collect intelligence that meets other collection requirements.

Organizing for Joint Electronic Warfare

How joint forcesare
organized to plan and
executeEWisa
prerogative of thejoint
force commander.

Theplanning and supervisonfunctionssupporting EW operationsare
dividedamongseverd directoratesof ajoint gaff. Long-rangeplanning
of EW normally occurs under the plans directorate, while more
immediateplanning and thesupervisonof executionof EW normdly
fdlswithinthepurview of theoperationsdirectorateof ajoint saff (F-
3). All aspectsof joint EW must be coordinated closdly withjoint
forcecomponentsand deconflicted with thecommunicationssystems
andintelligencedirectoratesof ajoint saff (J6and J-2). Normally,
thecommand EW officer (EWO) istheprincipa EW planner ona
joint gaff, ispart of the -3 Saff, and coordinateswith thecommand's
1OcAl.

Thejoint forcecommeander’s(JFC's) EW gaff (JCEWS) (headed by
the command EWO) devel opsthe EW portion of operation plans

viii
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Executive Summary

Joint frequency
management
organization.

Organization of
intelligence support to
EW.

(OPLANS), concept plans, and operation orders, monitors EW
operations and activities, and coordinates joint EW training and
exercises. Itasofocusesitseffortson potential contingency areas
withintheoperationd areaand deve opstheinformationandknowledge
necessary to support contingency planning. The JCEWSshouldbea
standing joint planning group with multi-directorate membership
consisting of core membership from the combatant command/
subordinateunified command heedquarters J-2, J-3, and J6. JCEWS
membership should beal ong-term assgnment and membersshould
bedes gnated spokespersonsfor their respectiveorganizations. When
EW is expected to play asignificant rolein the JFC'smission, a
component EW coordination cell (EWCC) may bedesgnated asthe
joint EWCC to handlethe EW aspectsof theoperation. Thejoint
EWCC may ether be part of the JFC's staff, assigned to the J-3
directorate, or may remain within the designated component
commander’sgructure.

Each geographic combatant commander is specifically tasked to
establish afrequency management structure that includes ajoint
frequency management organization and to establish procedures
to support planned and ongoing operations. Each supported
combatant commander establishes a command policy on how
the spectrum is to be used in their operational area, obtains
clearance (or gpproval) from host nations, if applicable, for use
of the spectrum, and ensures that assigned military forces are
authorized sufficient use of the spectrum to execute their
designated missions.

Atthenationd leve, organizationsand agenciessuch asthe Central
IntdligenceAgency, Nationd Security Agency, and Defenselntdligence
Agency are congtantly seeking to identify, catal og, and updatethe
electronic order of battleof identified or potentid adversaries. Atthe
Department of Defense(DOD) leve, the Defensejoint intelligence
operationscenter (DJOIC) isthelead DOD intelligenceorganization
respong blefor coordinating intelligence support to meet combatant
commeand requirements. At thecombatant commandlevd, intdligence
support to military operationsisfocused in the combatant command
JOC. Individud subordinatejoint force J-2 organizationd sructures
will besituation and mission dependent, asdetermined by the JFC. At
thediscretion of the JFC, ajoint intelligence support eement (J SE)
may beegtablished either during crisisor thepreparationfor operations
inorder to augment the subordinatejoint force J-2 dement. Under
the direction of thejoint force J-2, a JISE normally manages the
intelligencecallection, production, and disseminationof ajoint force,




Executive Summary

Joint EW is centrally
planned and directed, and
decentrally executed.

Planning considerations.

Planning Joint Electronic Warfare

Throughcareful planning, EW mugt befully integrated with other agpects
of joint operationsin order toachieveitsfull potentid for contributing
to an operation’sobjectives. Sincethe Servicesprovidemost US
EW assets available injoint operations, Service component EW
plannersmust beintegrated into thejoint planning process.

EM Spectrum Management. Since EW activity takesplacein
the EM spectrum, joint EW planners must closaly coordinate
their efforts with those members of the joint staff who are
concerned with managing military use of the EM spectrum.

EW Support of Suppression of Enemy Air Defenses (SEAD).
SEAD missions are of critical importance to the success of any
joint operation when control of theair iscontested by an adversary.
SEAD relieson avariety of EW platformsto conduct ESand EA
insupport, and EW planners should coordinate closely with joint
and component air plannersto ensure that EW support to SEAD
missionsisintegrated into the overall EW plan.

EW Support Against a Nontraditional Threat. The global
war onterrorism hasshown theenemy'sability to usecommercia
€l ectronic communications means in a number of nontraditional
ways ranging from ad hoc cueing networks to detonation means
for improvised explosive devices. EW support to counter these
effortsshould beintegratedintotheoveral EW plan.

EW Reprogramming. The purpose of EW reprogramming is
to maintain or enhancethe effectivenessof EW and target sensing
system equipment. EW reprogramming includes changesto self-
defense systems, offensivewegponssystems, ES, andintelligence
collectionsystems. EW reprogrammingistheresponsbility of each
Serviceor organization through itsrespective EW reprogramming
Support programs.

ElectronicMasking. Electronic maskingisthecontrolled radiation
of dectromagneticenergy onfriendly frequenciesinamanner toprotect
theemissonsof friendly communicationsanddectronicsystemsaganst
enemy dectronicwarfaresupport messures'sgnasintdligencewithout
sgnificantly degrading theoperationof friendly sysems.

I nteroper ability. Interoperability isessential inorder touse EW
effectively asandement of joint military power.

JP3-13.1
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Joint EW planning
process.

Joint EW organizational
coordination.

Unintended Consequences. EW plannersmust consider unintended
consequencesof EW operations. Friendly EA could potentialy deny
essentid servicestoaloca population, whichinturncould resultin
lossof lifeand/or politica ramifications

M eteor ology and Oceanogr aphy. EW planners must consider
the effects of atmospherics and space weather on available EW
systems, both friendly and enemy. The various types of
atmospheric conditions and phenomena can positively or
negatively affect EW systems.

Joint EW planning isconducted through the 1O cell beginning as
early as possible and is coordinated with other aspects of the
plan throughout the joint operation planning process. EW
guidance should be included in an OPLAN as a tab to the 10
guidance. This guidance should: (1) identify the desired EM
profile selected by the commander for the basic concept of
operations; (2) identify EW missions and tasks to Service or
functional component commanders to enable them to plan
resources required; and (3) evauate enemy threats to critica
friendly command and control communications, weapons control
systems, target acquisition systems, survelllance systems, and
computer networks and specify EP guidance necessary to ensure
effective operations.

Coordinating Joint ElectronicWarfare

Onceaplan hasbeen gpproved and an operationiscommenced, the
preponderanceof EW gaff effort shiftsto the coordination necessary
toensurethat EW actionsare carried out asplanned or modified to
respond to thedynamicsof theoperation.

At combatant commandsand subordinateunified commands, the J-3
O divisonisprimarily reqpongblefor the EW coordinationfunction.
TheEW section of thel O g&ff should engageinthefull rangeof EW
functionstoinclude peacetime contingency planning, theday to day
planning and monitoring of routinetheater EW activities, and crisis
action planningintherun-upto contingenciesin preparationsfor EW
aspart of emergent joint operations.
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Management of the
electromagnetic spectrum.

Coordination with | O.

Servicesshould begin component EW planning and activate their
EWCCsper combatant command or Serviceguiddines. Whenthe
scopeof the contingency becomesclearer, the command EWO may
request that the JFC standup ajoint EWCC.

Since EW is concerned with attack, protection, and monitoring
of the EM spectrum, EW gtaff personnel have a mgor role to
perform in the dynamic management of the spectrum during
operations. Following deployment and buildup, overlaying joint
force EM emissions on the existing operationa area EME will
create a different environment. Further, this environment will
congtantly change asforcesredeploy and ascommand and control,
surveillance, weapons systems, and other spectrum-use
applications realign.

Oneof theprimary functionsof thel O cdll istodeconflict and coordinete
thevariouscapabilitiesthat areassociated with 10. EW activities
support psychological operations(PSY OP) by, when appropriate,
degradingtheadversary’ sahility to see, report, and processinformetion
and by isolaingthetarget audiencefrominformation. PSY OPsupports
EW by broadcasting PSY OP productson adversary frequenciesand
by developing productsfor broadcast on other Service EW assets.
EW supportsoperationssecurity (OPSEC) by degrading adversary
electromagnetic intelligence, surveillance, and reconnaissance
operationsagainst protected unitsand activities. OPSEC supports
EW by concedling EW unitsand sysemsto deny informationonextent
of EW capabiilities. EW supportsmilitary deception (MILDEC) by
using EA/ES as deception measures; by degrading adversary
capabilitiesto see, report, and process competing observables; and
by causngenemy tomisnterpret informationreceived by hisdectronic
means. MILDEC supports EW by influencing an adversary to
underestimate friendly EA/ES capabilities. Computer network
operations(CNO) may befacilitated and/or enabled through EW.
Theincreasing preva enceof wird essinternet and tlephonenetworks
intheoperationd environment hascreated awiderangeof opportunities
and vulnerabilities when EW and CNO tactics, techniques and
procedures are used synergisticaly. EW supports information
assurance(1A) by using EPto protect equipment. |A supportsew
by ensuring EW assatsareavailable. EW supportsphysca destruction
by providing target acquisition through ES and by destroying or
upsetting susceptibleassetswith EA. Physicd destruction supports
EW by destroying adversary command and control targetsand by
destroyingadversary dectronicsystems. EW supportsphysica security
by using EPto safeguard communicationsused inprotecting fecilities.
Physica security supports EW by safeguarding equipment usedin

Xii
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Component coordination
procedures.

Detailed coordination is
essential between the EW
activitiesand the
inteligence

activities supporting an
operation.

EW. Counterintelligence supports EW by providing intelligence
information for usein electronic countermeasures. Findly, EW
deconflictswithpublicaffairs, combet camera, aivil-military operaions
and defensesupport to public diplomeacy.

Components requiring EW support from another component
should be encouraged to directly coordinate that support when
possible, informing joint EW planners of the results of such
coordination as appropriate. However, a the joint force leve,
EW plannersshould befamiliar with how thiscoordination occurs
across Service and functional component lines in order to be
prepared to assist and facilitate coordination when necessary or
when requested.

A mgjor portion of the intelligence effort, prior to and during an
operation, relies on collection activities that are targeted against
EM energy in various parts of the EM spectrum. ES dependson
the timely collection, processing, and reporting of various
intelligence and combat information to aert EW operators and
other military activities about important intelligence collected in
the EM spectrum. Itisvital that al prudent measures be taken to
ensure that EA activities and other friendly EW activities are
closely and continuoudly deconflicted with ES and intelligence
collection activities.

Multinational Aspectsof Electronic Warfare

Asin joint operations,
EW isan integral part of
multinational operations.

USplannersmust bepreparedtointegrate USand dlied or codition
EW cepabilitiesintoanoverdl EW plan, beableto providedlied or
codlition nationswithinformation concerning USEW cgpahilities, and
provide EW support toallied or codlition nations. The planning of
multinationd force(MNF) EW ismademoredifficult becauseof ill-
defined security issues, incompati blecrypto equipment, differencesin
the level of training of involved forces, and language barriers.
Geographic combatant commandersshould provideguidancetothe
MNF commander (MNFC) (if theMNFCisaUS Servicemember)
onthereeaseof classified materia todlied and/or coditionforces.
However, the MNFC must determinetheneed to know andrelease
information essantid toaccomplishingthemissonat theearliest Sages
of planning.
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Organization and
command and control.

The MNFC provides guidance for planning and conducting EW
operations to the MNF through the J-3, the 10 cell or, when
established, the combined EWCC. The MNFC should assign
responsibilities for the operations officer, who has primary
responsibility for the planning and integration of EW operations
with other combat disciplines, as well as the staff EW officer,
whose primary responsi bility should beto ensure that the MNFC
is provided the same EW support that a US JFC would expect.

Allied and/or coalition commanders should assign adequately
trained EW officerstotheMNF EW planning cell. Theseofficers
should have an in-depth knowledge of their own forces
operationd requirements and capabilities, and possess national
clearances equivaent with the level of classified US military
information they are digible to receive in accordance with US
nationa disclosure policy.

CONCLUSION

Thepurposeof EW isto deny the opponent an actua or perceived
advantage in the EM spectrum and ensure friendly unimpeded
access to the EM spectrum portion of the information
environment. The JFC shouldintegratethe capabilitiesand forces
from all components to achieve this goal. This publication
provides doctrine for EW planning, preparation, execution, and
assessment in support of joint and multinationa operationsacross
the range of military operations.

Xiv
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CHAPTER |
OVERVIEW OF ELECTRONIC WARFARE

“There is much more to electronic warfare than simply detecting enemy
transmissions.”

Martin Van Creveld
Technology and War, 1989

1. Introduction

Military operationsareexecuted in aninformation environment increesaingly complicated by the
dectromagneticgoectrum (EMS). TheEM Sportion of theinformationenvironmentisreferredtoasthe
dectromagneticenvironment (EME). Today, dectromagnetic (EM) devicesareincreasngly useddone
and in networks by both civilian and military organizations and individuals for intelligence,
communications, navigation, sensng, information stor age, and pr ocessing, aswell asavariety
of other purposes. Theincreasing portability and affordability of sophigticated EM equipment guarantees
that theEM Einwhichmilitary forcesoperatewill becomemor ecomplexinthefuture Therecognized
need for military forcesto have unimpeded accessto and use of the EME createsvulner abilitiesand
opportunitiesfor eectronicwarfare(EW)insupport of military operations. Injoint operations EW
isoneof thefiveinformation operations(IO) corecapabilities.

2. Electromagnetic Environment

Theterm*EM S’ referstotherangeof frequenciesof EM radiationfrom zerotoinfinity. The
spectrumisdivided into bandsranging from radio frequencies at thelow end to x-ray and gamma
frequenciesat thehighend. Figurel-1graphicdly depictstheEMS. TheEME referstotheresulting
product of the power and timedigtribution, invariousfrequency ranges, of theradiated or conducted
EM emissionleve sthat may beencountered by amilitary force, system, or platformwhen performing
itsassgned missoninitsintended operationd environment. Itisthesum of dectromagneticinterference
(EMI); EM pulse; hazardsof EM rediationto personnel, ordnance, and volatilematerid s, and naturd
phenomenaeffectsof lightning and precipitation Satic.

3. Military Oper ationsand the Electr omagnetic Environment

Theimpact of theEM E upon theoperationd cgpability of military forces, equipment, sysems and
platformsisreferred to aselectr omagnetic environmental effects(E3). E3 referstotheimpact of
the EM E upon the operational capability of military forces, equipment, systems, and platforms. It
encompassesdl EM disaiplines induding EM competibility (EMC) and EM interferences EM vulnerdhility,
EM pulse; electronic protection (EP), hazardsof EM radiationto personnd, ordnance, andvolatile
materids, and naturd phenomenaeffectsof lightning and precipitation Satic. Equipment and sysems
that operate on the principlesof € ectromagnetism are characterized by EM vulner ability. Once
subjected to E3, equipment and sysemsthet operatewithinor aspart of theEM S, may suffer degradation
(incapableaf performing thedesignated misson).
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THE ELECTROMAGNETIC SPECTRUM

The Radio Spectrum
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The top bar shows how the
electromagnetic spectrum is divided into
various regions, and indicates that portion
referred to as the Radio Spectrum. The
lower bar illustrates the division of
Federal. non-Federal, and shared bands
for a critical part of the Radio Spectrum.
Also shown are selected military uses that
would be impacted by reallocating
spectrum for competing uses.

Figure I-1. The Electromagnetic Spectrum

4. Roleof ElectronicWarfarein Military Oper ations

Theterm EW referstoany actioninvolvingtheuseof EM or directed ener gy (DE) tocontrol
theEM Sor toattack theenemy. EW includesthreemajor subdivisons. eectronic atack (EA),
EP, and dectronicwarfaresupport (ES). Figurel-2 depictsan overview of EW, therdationshipsof the

threesubdivisions, and there ationship of thesubdivisionsto principal EW activities.

a. ElectronicAttack.

(1) EAisthesubdivisonof EW involvingtheuseof EM energy, DE, or antiradiation
weaponstoatack personnd, fadlities or equipment withtheintent of degrading, neutraizing, or destroying
enemy combat capability andisconsdered aform of fires(see Joint Publication [ JP] 3-09, Joint Fire

Support). EA includes:

JP3-13.1
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OVERVIEW OF ELECTRONIC WARFARE

ELECTRONIC WARFARE

ELECTRONIC AFTACK

///x

ELECTRONIC PROTECTION

Use of electromagnetic energy, directed energy, or
antiradiation weapons to attack personnel, facilities,

or equipment with the intent of degrading,

neutralizing, or destroying enemy combat capability

and is considered a form of fires

ELECTRONICGWARFARE

Threat
Warning

Electromagnetic Jamming
(e.g., Counter-RCIED, standoff
jamming)

Electromagnetic Deception
Directed Energy

Antiradiation Missile

Expendables (e.g., Flares
and active decoys)

SUPEORI;

Collection Direction
Supporting Finding
EW

Spectrum EM Emission
Management Hardening Control

RCIED Radio Controlled Improvised Explosive Device
EW Electronic Warfare
EM Electromagnetic

Figure I-2. Overview of Electronic Warfare

(a) actionstakento prevent or reduce an enemy’ seffective use of thee ectromagnetic
gpectrum, such asjamming and € ectromagnetic deception,

(b) employment of wegponsthat useeither dectromagnetic or directed energy asther
primary destructivemechanism (lasers, radio frequency wegpons, particlebeams).

(c) EA indudeshath offendveand defensveativitiestoind udecountermeasures(CMs).

1. OffensveEA attivitiesaregeneraly conducted at theinitiativeof friendly forces.
Examplesindudejamminganadversary’sradar or commiandand contral (C2) systems, using antiradiation
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missilesto suppressan adversary’ sair defenses, using € ectronic deception techniquesto confusean
adversary’sintdligence, surveillance, and reconnaissance (I SR) systems, and using DE wegponsto
dissblean adversary’ sequipment or capability.

2. DefensveEA activitiesusethe EM Sto protect personnd, facilities, capabilities
andequipment. Examplesindudesd f-pratectionand forcepratectionmessuressuch asuseof expendables
(e.g., flares, and active decoys), jammers, towed decoys, DE infrared (IR) CM systems, and counter
radio controlledimprovised explosvedevice (RCIED) systems.

b. Electronic Protection. EPisthe subdivision of EW involving actionstaken to protect
per sonnd, facilities, and equipment from any effects of friendly or enemy use of the EM Sthat
degrade, neutralize, or destroy friendly combat capability. Examplesincludespectrum managemernt,
EM hardening, emisson control (EM CON), and useof wartimereservemodes(WARM).

(1) EPincludesactionstakentoensurefriendly useof theEM S, such asfrequency agilityina
radio, or variablepulserepetition frequency inaradar.

(2) EPshould not be confused with self-protection. Theuseof flarergectionlogiconanIR
missileto counter anadversary’suseof flaresisEP. Theflarergectiontechniqueensuresfriendly useof
the EM Stotrack theintended target despitethe adversary sdlf-protection/defensve EA actions(i.e,
theflare) to prevent or reducefriendly useof theEM S, Whiledefensve EA actionsand EPboth protect
personnel, facilities, capabilities, and equipment, EP protectsfrom the effectsof EA (friendly and/or
adversary), whiledefensve EA isprimarily used to protect againgt lethd atacksby denying adversary
useof theEM Sto guideand/or trigger wegpons.

c. ElectronicWarfareSupport (ES). ESreferstothat divisonof EW involving actionstasked
by, or under direct control of, an operationd commander to searchfor, intercept, identify, andlocateor
locdlizesourcesof intentiona and unintentiond radiated EM energy for the purposeof immediatethreat
recognition, targeting, planning and conduct of future operations. ES data.can be used to produce
sgndsinteligence, providetargetingfor eectronic or destructiveatack, and produce measurement and
ggnatureintdligence(MASINT).

5. Effectsof ElectronicWarfare

EW iswaged to secureand maintain thefreedom of actioninthe EM environment for friendly
forcesand to deny thesamefor theadversary. Thepurposeisto deny the opponent advantageinthe
EM Sand ensurefriendly unimpeded accessto the EM Sportion of theinformation environment. EW
canbeagppliedfromair, sea, land, and space by manned and unmanned systems. Whilecontrol of the
EM Sthroughtheapplication of EW isadvantageous, when EW isnot properly integrated and coordineted,
itmay adversdy affect friendly forces. EW isemployed to support military operationsinvolving various
levelsof control, detection, denid , deception, disruption, degradeation, protection, and destruction. EW
canfurther affect theoperationd environment by influencing theadversary leedersand popul ation.

a EW isvitd throughout the shape, deter, seizeinitiative, dominate, stabilize, and enablecivil
authority phasesof an operation or campaign. During the shapeand deter phases, ESassetscontribute

-4 JP 3-13.1



Overview of Electronic Warfare

totheoverdl understanding of thebattlefiel d. A judiciouscommander may employ EW toimplement
favorableintelligence preparation of the operational environment without prematurely crossing the
thresholdto conflict. Thepotentid to employ nondestructiveand nonletha capabilitiesmake EW assets
vitd tothepreparation of theoperationd environment. Using EW, joint forcesmay set theconditionsfor
combat whenimminent, and prosecutetheattack once combat isunderway. Theability toachievean
objectivethrough nondestructivemeansmay dlow amorergpid trandtionfromsaizing theinitiativeand
thedominate phaseto support operationsin the stabilization phase. From stabilization to enabling civil
authority, EW canfoster restorative operationsby offering optionssuch asforce protection through ES
tomonitor subversvedements, EA to counter RCIEDs or broadcagting sdected psychal ogicd operations
(PSYOP) or civil defensemessagestoasss civil authorities.

b. EW applicationsin support of homeland defense are critical to deter, detect, prevent, and
defeat externd threatssuch as ballisticmissles, arcraft (manned and unmanned), maritimevessds, land
threets, hogtilegpace systems, and cyber threats. Inmany cases, ESistheonly method of detectionand
EA candissuadeor even defeat enemy attacksonthehomeland.

c. Indeterrence, asin other misson aress, theroleof EW goesbeyond smply being availableto
support potential combat operations. EW, asacore | O capability, supports shaping adversaries
perceptions, morae, and unit conesion. EW gpplicationsapplied toward deterrence can sever linesof
communications logistics, C2, and ather key fundtionswhilesmultaneoudy protecting friendly capebilities
Thephysica presence of EW assets(e.g., airborne ES platforms) aswell asenabling freedom of
navigation activitiescanreinforcethedeterrent message.

d. Contral. Control of theEM Sisachieved by effective management/coordination of friendly
systemswhilecountering adversary sysems. EA limitsadversary useof theEM S, EPsecuresusecof the
EM Sfor friendly forces; and ES enablesthe commander’saccurate estimate of thesituationinthe
operationa area. All threemust becarefully integratedto beeffective. Additionaly, commanders
should ensuremaximumintegration among EW, communications, ISR, and other |O capabilities.

e. Detection. Detectionistheactiveand passivemonitoring of theoperationa environment for
radiofrequency, dectro-optic, laser, IRand ultraviolet EM threets. Itistheessentid first sepin EW for
effectiveexploitation, targeting, defensve planning, and force protection. Friendly forcesmust havethe
cgpability to detect and characterizeinterferenceashogtilejamming or unintentiona EMI.

f. Denial. Denid iscontrolling theinformation an adversary recelvesviathe EM Sand preventing
theacquisition of accurateinformation about friendly forces. Degradation can bedoneby traditiona
jamming techniques, expendable CM s, destructivemeasures, or network gpplicationsonalimitedbass
uptocompletedenid of usage.

0. Deception. Deceptionisconfusing or mideading an adversary by using somecombination of
human produced, mechanical, or electronic means. Through useof theEM S, EW manipulatesthe
adversary’ sdecisonloop, makingit difficult to establish an accurate perception of objectiveredity.

h. Disruption and Degr adation. Disruptionand degradationtechniquesinterferewiththeenemy’s
useof theEMS(e.g., counter-C2) tolimit their combat capabilities. Thisisachievedwithdectronic
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Jamming, eectronic deception, and dectronicintruson. Theseenhanceattackson hostileforcesand act
asforcemulltipliersby increasing adversary uncertainty, whilereducing uncertainty for friendly forces.
Advanced EA techniques offer the opportunity to nondestructively disrupt or degrade adversary
infrastructure.

i. Protection. Protectionistheuseof physica properties, operationa tactics, techniques, and
procedures, aswell asplanning and empl oyment processesto ensureour useof theEMS. Thisindudes
ensuring that joint offensive EW activitiesdo not e ectronically destroy or degradeour intelligence
sensorsand/or communicationssystems. Protectionisachieved by component hardening, EMCON,
frequency management/deconfliction, and employing other meansto counterattack and defeet adversary
atemptsto control theEMS. Frequency management/deconfliction includesthe capability to detect,
characterize, geolocate, and mitigate EM | that affectsoperations. Additiondly, structureslikeajoint
forcecommander’s(JFC's) dectronicwarfare staff (JCEWS) or e ectronic warfare coordination cell
(EWCC) enhance EPthrough deconfliction of EW efforts

J. Degtruction. Whenusedinthe EW context, destructionisthediminaion of targeted adversary’s
gystems. Sensorsand C2 nodesarelucrativetargetsbecausether destruction strongly influencesthe
enemy’ sperceptionsand ability to coordinateactions. EW, through ES, supportsdestructionby providing
target location and/or information. Adversary sysemsthat usethe EM Scan bedestroyed by avariety
of weaponsand techniques, ranging from conventiona munitionsand directed energy weaponsto
network atacks. Whiledestruction of adversary eguipment isan effectivemeansto deny theadversary
useof theEMS, theduration of denia will depend ontheadversary’ sability to recongtitute.

k. EW and theL evelsof War. EW playsaroleat thetactica, operationd and strategiclevels
of war. Jamming anearly warning radar, for example, haseffectsondl of thelevelsof war. Tecticdly,
it affectscueing of engagement systems. Operationaly, it affectsthe adversary’sability tomassand
synchronizeforces. Srategicdly, it preventssenior leadership from maintaining acoherent pictureof the
nationa security environment. Thevadueof EW isfully manifested only when commandersconsder and
employ cgpabilitiesacrosstheoperationa environment.

|. Effectsof EW in Space Control. Spacecontrol isenabled by EW or thoseeffortsto ensure
freedomof actioninspace. EA may beusedtodeny anenemy freedom of actioningpaceby preventing
the C2 of spaceassetsor by preventing or negating the ability to use space systemsand servicesfor
purposeshogtileto USnationa security interess. ESmay beused to maintain avarenessof thelocation
and gatusof friendly and adversary spaceassats. Findly, EPadsinthe protection of spacecgpabilities
of nationd interest fromadversary interference.

m. EW Ddlivery.

(1) EW effectscan begenerated fromavariety of platformsincluding, but not limited to:
(@ Aircraft (manned and unmanned fixed wing and rotary)

(b) Ground (fixed gites, vehicles, andtroops)
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(¢) Ships(surfaceand subsurface)

(d) Space

(2) Inmany cases, techniquesand equipment that work in onearenawill providesimilar
successindigparate environments. The sametechniquesand equipment for isolating the battlespace
may beapplicableregardlessof whether thetargetisonland, at sea, airborne, or inspace.

6. Electronic Warfare sRelationship totheGlobal Information Grid

a Oneprimary condderation of EW activitiesshould bether effect ontheGloba Information
Grid(GIG) (including tactical communi cationssystems) and the possibility of spectrum fratricideon
friendly communications The Gl G'sincreasngly wird essand spaced-based communication nodesare
susceptibletointerferencefrom EW. Therefore, the JCEWSor EWCC must coordinateclosay with
the combatant command’ stheater network operations control center (TNCC) and designated joint
frequency management office (JFM O). The TNCC will coordinatewith the Joint Task Force Global
Network Operations (JTF-GNO) to deconflict theanticipated effectsof EW operationsonthe GIG

b. Network operations(NETOPS) and computer network defense (CND) are 24/7 operations.
A securenetwork isanecessary prerequiSteto successful operations. JTF-GNO hasthe United States
Strategic Command (USSTRATCOM) missonto operateand defendthe GIG

¢. Networ k Enabled Oper ations. Themodern communicationssystemalowstheinterconnection
(networking) of geographically separated forces, which permitsnetwork enabled operations. Network
enabled operationsare military operationsthat exploit state-of-the-art information and networking
technology tointegratewidely digpersed human decis on makers, Stuationd and targeting sensors, and
forcesand wegponsinto ahighly adaptive, comprehengvesystem. Network enabled operationsexploits
the combat power derived from therobust networking of well informed, geographicaly dispersed
forces. A networked force canincrease combat power, achieving greater speed of command decisons
andincreasingthelethdity, survivability, and repongvenessof theforce. The JFCisresponsiblefor
ensuring radiofrequency (RF) deconfliction occursviathe EWCC and frequency management offices
inorder tominimizeEMI.

7. ElectronicWarfar € sRelationship to I nfor mation Oper ations

a |Oistheintegrated employment of the core capabilitiesof EVW, computer network operations
(CNO), PSY OP, military deception (MILDEC), and operationssecurity (OPSEC), in concert with
Specified supporting and rel ated capatilities, toinfluence, disrupt, corrupt, or usurp adversarid human
and automated decision making while protecting our own. Thesupporting capabilitiesof 10 include
information assurance (IA), physica security, physica attack, counterintelligence (Cl), and combat
canera(COMCAM). Reaed capabilitiesof IO includepublicaffairs(PA), civil military operations
(CMO), and defense support to public diplomacy (DSPD).
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b. EW contributesto thesuccessof 10 by usng offensveand defensivetacticsand techniquesin
avariety of combinationsto shape, disrupt, and exploit adversaria useof theEM Swhileprotecting
friendly freedom of actioninthat gpectrum. Expanding rdianceonthe EM Sfor awiderangeof purposes
increasesboth the potentia and the challengesof EW inl1O. Theincreasing prevaenceof wireless
telephoneand computer usageextendsboth theutility and threat of EW, offering opportunitiesto exploit
anadversary’ selectronic vulnerabilitiesand arequirement toidentify and protect our ownfromsmilar
exploitation.

c. All EW activitiesconducted injoint operations should be planned and managed by personnedl
dedicated to EW and EM spectrum management. Typicaly thesepersonnd belongtoaJCEWSand
joint EWCCs. Thesegtaffsmust participatein and coordinatewiththe JFC's10 cdll, whichwill dign
objectiveprioritiesand synchronize EW employment with other |O rel ated capabilitiesand operations.

For moreinformation onjoint |O doctrine, refer to JP 3-13, Information Operations. For more
information on joint tactics, techniques, and proceduresfor conducting suppression of enemy air
defenses (SEAD), refer to JP 3-01, Countering Air and Missle Threats.

8. Directed Energy asaPart of ElectronicWarfare

DE isanumbrd laterm covering technol ogiesthat produceabeam of concentrated EM energy or
atomic or subatomic particles. A DE weaponisasystem using DE primarily asadirect meansto
damageor destroy adver sary equipment, facilities, and per sonndl. DE warfareismilitary
actioninvolving theuseof DE wegpons, devices, and countermeasurestoether causedir ect damage
or destruction of adversary equipment, facilities, and personnd, or to determine, exploit, reduce, or
prevent hogtile use of the EM Sthrough damage, destruction, and disruption. It dsoincludesactions
taken to protect friendly equipment, facilities, and per sonnel and retain friendly use of the
EMS. Possiblegpplicationsincudelasers, radiofrequency wegpons, and particlebeam wegpons. DE
goplicationseadly fitintotraditiond EW roles. For example, alaser desgnedtoblind or disrupt opticd
sensorsis inEWterms, EA. A laser warning receiver designed to detect and andlyzealaser sgnd is,
inEWterms, ES. A visor or goggledesgned tofilter out theharmful wavelengthof laser light is, inEW
terms, EP. Thethresat of an adversary’ suseof destructive DE wegponsisaso growing. Intelligence
assetsmust betasked to collect informeti on about thisthreet, andjoint planning must ind udethe concerted
deve opment of operationd proceduresand coursesof action (COAS) tomitigatetheeffectsof adversary's
useof thesewegponsagaing friendly forces. Intelligence or other dataconcerning an adversary’s
ddiberate useof ablinding laser weapon should be preserved asevidence of apossibleviolation of
internationd law.

9. Principal ElectronicWarfareActivities

Theprincipal EW activitieshave been developed over timeto exploit theoppor tunitiesand
vulner abilitiesthat areinherent in thephyscsof EM ener gy. Although new equipment and new
tacticscontinueto bedeve oped, the physcsof EM energy remainscongtant. Thisphysicd congtantis
thereason badc activitiesof EW haveremaned effective despite changesin hardwareandtactics. The
principd activitiesusedin EW indudethefollowing.
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a Countermeasur &(s)—CM isthat form of military sciencethat, by theemployment of devices
and/or techniques, hasasitsobjectivetheimparment of theoperationd effectivenessof enemy activity.
CMscanbeactiveor passve. They canbedeployed preemptively or reactively.

(1) Electro-Optical-Infrared (EO-IR) Counter measures. Any device or technique
employing EO-IR materidsor technology that isintended toimpair or counter the effectiveness of
enemy activity, particularly with repect to precision guided wegponsand sensor sysems. EO-IRisthe
part of the EM spectrum between the high end of thelR and thelow end of ultraviolet. EO-IRCMs
may uselaser and broadband jammers, smokes/aerosols, S gnature suppressants, decoys, pyrotechnics/
pyrophorics, high-energy lasers, or directed IR energy CMs.

(2) RadioFrequency Countermeasures. Any deviceor techniqueemploying RF materids,
radar absorbent materiass, or technol ogy that isintended toimpair or counter the effectivenessof or
counter enemy activity, particularly with repect to precis on guided wegponsand sensor sysems.

b. Electromagnetic Compatibility. EM Cistheability of systems, equipment, and devicesthat
utilizethe EM Sto operateinther intended operationd environmentswithout suffering unacceptable
degradation or causngunintentional degradation becauseof EM radiation or response. EMC
involvesthegpplication of Sound EM Smanagement: system, equipment, and devicedesign configuration
that ensuresinterference-free operation; and clear conceptsand doctrinesthat maximize operationd
effectiveness

c. Electromagnetic Deception. EM deceptionistheddiberateradiation, reradiation, dteration,
suppression, absorption, denia, enhancement, or reflection of EM energy inamanner intended to
convey mideadinginfor mation toan enemy or toenemy EM-dependent wegpons, thereby degrading
or neutralizing theenemy’scombat capability. Amongthetypesof EM deception arethefollowing.

(1) ManipulativeEM Deception. Thistypeof deceptioninvolvesactionsto eliminate
reveding, or convey mideading, EM tdltaeindicatorsthat may beused by hogtileforces

(2) SmulaiveEM Deception. Thistypeof deceptioninvolvesactionstoamulatefriendly,
notiond, or actud capabilitiestomidead hodtileforces

(3) ImitativeEM Deception. Thistype of deceptionintroducesEM energy into enemy
gysemsthat imitatesenemy emissons.

d. ElectromagneticHar dening. EM hardening consstsof actionstakento protect personnel,
facilities, and equipment by filtering, attenuating, grounding, bonding, and shielding against
undesirableeffectsof EM energy.

e. Electromagneticlnterference. EMI isany EM disturbancethat inter rupts, obstructs, or
otherwisedegradesor limitstheeffectiveper formanceof eectronicsor eectrica equipment. It
canbeinducedintentiondly, asinsomeformsof EW, or unintentiondly, asaresult of spuriousemissons
and responses, and intermodul ation products.
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f. Electromagneticlntruson. EM intrusonistheintentiona insertion of EM energy into
transmission pathsin any manner, with the objective of decaiving oper ator sor causing confusion.

0. ElectromagneticJamming. EM jammingistheddiberateradiation, reradiation, or reflection
of EM energy for the purpose of preventing or reducing an enemy’seffectiveuseof theEM S,
withtheintent of degrading or neutralizing theenemy’scombat capability.

h. Electromagnetic Pulse. EM pulseisa strong eectronic pulse, that may couple with
electricd or dectronic sysemsto produce damaging current and voltage surges.

i. Electronic Masking. Electronic masking isthecontrolled radiation of EM energy on
friendly frequenciesso asto protect theemissonsof friendly communicationsand d ectronic systems
agang enemy ESmeasuresor sgndsintdligence(SIGINT), without Sgnificantly degrading theoperation
of friendly sysems.

J. ElectronicProbing. Electronic probingistheintentional radiation intothedevicesor
sysemsof potential enemiesfor the purposeof learning thefunctionsand operationd capabilitiesof
thedevicesor systems.

k. Electronic Reconnaissance. Electronic reconnaissance is the detection, location,
identification, and evaluation of foreign EM radiations.

|. ElectronicIntédligence. Electronicinteligence(ELINT) isthetechnical and geolocationa
intelligencederived from for eign noncommunicationsEM radiationsemanating from other than
nuclear detonationsor radioactive sources.

m. ElectronicsSecurity. Electronicssecurity istheprotectionresulting fromal measuresdesigned
todeny unauthorized per sonsinfor mation of valuethat might bederived fromtheir interception
and sudy of noncommunicationsEM radiations, e.g., radar.

n. ElectronicWarfareReprogramming. EW reprogrammingistheddiberatealter ation or
modification of EW or tar get senang sysems(T SSs) inresponseto vdidated changesin equipment,
tactics, or the EME. These changesmay betheresult of deliberate actionson the part of friendly,
adversary, or third partiesor may be brought about by EMI or other inadvertent phenomena. The
purposeof EW reprogrammingisto maintain or enhancetheeffectivenessof EW and TSSequipment.
EW reprogrammingind udeschangesto Hf-defensesysems offensvewegponssysdems andintdligence
collectionsysems.

0. Emission Control. EM CON isthe sdlective and controlled use of EM, acoustic, or other
emittersto optimize C2 capabilitieswhileminimizing, for operationssecurity:

(1) Detection by enemy sensors,
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(2) Mutud interferenceamong friendly systems, and
(3) Inhibitorstoexecutingamilitary deception plan.

p. Spectrum M anagement. Spectrummeanagementinvolvesplanning, coordinating, andmanaging
useof theEM Sthrough oper ational, engineering, and administr ative pr ocedur es. Theobjective
of spectrum management isto enablee ectronic systemsto performtheir functionsintheintended
environment without caus ng or suffering unacceptabl einterference.

g. WartimeReserveM odes. WARM arecharacteristicsand operating procedures of sensors,
communications, navigationads, threat recognition, wegpons, and countermeasuressystemsthat will
contributetomilitary effectivenessif unknown toor misunder ssood by opposing commanders
beforethey areused, but could beexploited or neutrdized if knowninadvance. WARM areddiberady
heldinreservefor wartimeor emergency useand seldom, if ever, gpplied or intercepted prior tosuch
use

10. Intdligenceand ElectronicWarfare Support

Blectronicformsof intdligencegathering (S GINT, MASINT, and other forms) compriseasgnificant
portion of theday-to-day activitiesof theintelligencecommunity. Thedigtinction betweeninteligence
and ESisdetermined by who tasksor controlstheintelligence assets, what they aretasked to provide,
andfor what purposethey aretasked. ESthat isnot part of theintelligence processisoftenreferredto
ascombat information (i.e., Airborne Warning and Control System passivedetection system). ESis
achieved by assetstasked or controlled by an operational commander. Theseassetsaretaskedto
searchfor, inter cept, identify, and locateor localize sourcesof intentiona or unintentiona radiated
EM energy. Thepurposeof EStaskingisimmediatethreat recognition, planning and conduct of
futureoper ations, and other tactical actionssuch asthreet avoidance, targeting, and homing. ESis
intended to respond to an immediate oper ational requirement. However, the same assetsand
resourcesthat aretasked with ES can smultaneoudy collect intelligencethat meetsother collection
requirements. That isnot to say that datacollected for intelligence cannot meetimmediate operationd
requirements. Intelligencecollected for ES purposesisnormally aso processed by theappropriate
partsof theintelligence community for further exploitation after the operational commander’sES
requirementsaremet.

11. ServicePer spectivesof ElectronicWarfare

Panning and execution of joint EW isaffected by thedifferent viewpointson EW held by the
Military Services. Althoughforma EW definitionsare standardized inthe Department of Defense
(DOD), different operationa environmentsand tactical objectiveslead to variationsin perspective
amongtheSarvices.

Appendix F, “ Service Perspectivesof ElectronicWarfare,” givesabrief overview of the differences
in EW per spective among the four Services.
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CHAPTER I
ORGANIZING FOR JOINT ELECTRONIC WARFARE

“Generally, management of the many is the same as management of the few. It
is a matter of organization.”

Sun Tzu

1. Introduction

How joint forcesareorganizedto plan and execute EW isapr er ogativeof theJFC. Theszeof
thecommander’ sstaff, themission or missonswhich thejoint forceistasked to accomplish, andthe
timeallocated to accomplish themission or missonsarejust some of thefactorswhich affect the
organizationof thedaff. Thischapter discussesnomind or ganizationsand gaff functionstoplanand
execute EW injoint operations. It aso summarizesEM S management functionsand thejoint level
organization of intelligence support to EW. A brief introductiontohow each of thefour Servicesis
organized to plan and execute EW isprovidedin order to givean understanding of how joint staff
EW functionsinteract with Servicecomponents.

2. Joint ElectronicWarfareResponshbility

Aswith other combat, combat support, and combat service support functions, EW planning and
operationsaredivided among multipledirectoratesof ajoint staff based onlong, mid, and near term
functiondity. L ong-rangeplanning of EW normaly occursunder theplansdirectorateof ajoint Saff
(J5), whilemoreimmediateplanning and thesuper vison of execution of EW normally fdlswithin
thepurview of theoperationsdirectorateof ajoint saff (J-3). All agpectsof joint EW normdly must be
coordinated closaly withjoint force components and deconflicted with the communi cations system
directorateof thejoint gaff (J-6) and theintdligencedirectorateof ajoint saff (J-2). Thejoint restricted
frequency list (JRFL) isprepared and promul gated by the J-6 with gpprova by the J-3. EA, ES, and
EPfunctionssignificantly affect, and conversaly are affected by activitieswithinthe -2, 33 and J
6. Examplesinclude ES support to collection, management, and dissemination aswell asall
sourceandysisof intelligenceinformation (J-2), overdl EW operationstoinclude OPSEC planning
and integration withinthel O division (J-3), aswell asday-to-day operationsof theinformation
GIG, JRFL planning and integration, and EP cons derations (J-6).

a J-3. Authority for planning and supervisingjoint EW isnormdly delegated by the JFC tothe
J-3. When soauthorized, the J-3will have primary staff respongbility for planning, coor dinating,
integrating, and ensuring execution of joint force EW oper ations. The J-3 may del egate staff
respongbility for EW asgppropriatefor thesze of the staff and scopeof J-3responsbilities.

b. ThelO officeristhe principal 10 advisor to the J-3 and actsasthe J-3, IO divisionlead
planner for theintegration, coordination and execution of 1O when conducting campaigns across
therangeof military operations. ThelO officer identifiesand prioritizes| O requirementson behal f
of the JFC and ensuresfull spectrum 1O isintegrated into appropriate security cooperation plans.
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JP 3-13, Information Operations, providesdetail sabout the organi zation and proceduresof thelO
cel.

¢. Command Electronic Warfare Officer (EWO). Normally, thecommand EWOQO isthe
principal EW planner onajoint staff. Thescopeand natureof thecommand EWO'srespongibilities
aredependent ontheszeof thestaft, theoperationd areaof the JFC that thestaff supports, and thetype
of mission or operation that the staff must plan. The command EWO is part of the J-3 staff and
coordinateswiththecommand'slOcell.

3. Jaint ElectronicWarfareOrganization

a Joint ForceCommander’sEW Saff. TheJCEWSisheaded by thecommand EWO, who
isdesignated asthe JCEWS Chief. The JCEWS deve opsoperation plans(OPLANS) and concept
plans(CONPLANS), plansand monitorsroutine EW operationsand activities, and coordinatesjoint
EW traningandexerdises. Itdsofocusesitseffortsonpotentid contingency aresswithintheoperationd
areaand devel opstheinformation and knowledge necessary to support contingency planning (e.g.,
JRFL deveopment). TheJCEWSmantainshabitud reationshipswithkey individuas(eg., component
liaison officers) and enabling organizations such as Service and multinational EWCCs, the
USSTRATCOM Joint I nformation OperationsWarfare Commeand (JOWC), E-Spaceportd, andthe
Joint Spectrum Center (JSC). Thesereationshipsare established during joint training and exercise
eventsand aremaintained viaanetwork of collaboration throughout the planning process.

(1) Organization of the JCEWS. The JCEWSshould beagtandingjoint planning groupwith
multi-directorate membership. The JCEWSdoesnot requireadditiond billets, but rather, networks
existing command billetsto focuson joint EW planning and execution. At aminimum the JCEWS
should consst of core membership from the combatant command/subordinate unified command
headquarters J2, J-3, and J-6. The J6 deconflictsal EW activity thet affectsthe GIG with JTF-GNO
through thetheater NETOPS centersand theater NETOPS control centers(TNCCs). TheJCEWS
should dso network with representativesfrom joint force components (Serviceand/or functiond) and
other supporting organi zationsor agencies. JCEWS membership should beal ong-term assgnment
and membersshoul d bedes gnated spokespersonsfor their respectiveorganizations. Nomind JCEWS
membershipmay indude

(@ JCEWSchief (command EWO)

(b) Standing joint force headquarters EW planner (may be dud-hatted asthe deputy
command EWOwhenassgned)

(¢) IFMO/J-6 representative
(d) F2SGINT collection manager
(&) J2cryptologic support group (CSG) representative

(f) Specid technicd operaions(STO) planner
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(2) Nomind JCEW S networked representation may include:
(& EW plannersfrom Servicefunctional components(e.g., joint forceair component
commander (JFACC), joint force specia operations component commander (JFSOCC), and
commander, Navy forces, digtributed common ground system).

(b) EW as=t liaison officers (LNOs) (e.g., EA-6B, EC-130H, US Marine Corps
radio battalion, RC-135, distributed common ground system)

b. Joint ElectronicWar fareCoor dination Cel. Thedecisontoformajoint EWCC depends
ontheanticipated roleof EW intheoperation. When EW isexpectedto play asgnificant roleinthe
JFC’ smission, acomponent EWCC may bedesignated asthejoint EWCC to handlethe EW aspects
of theoperaion. Thejoint EWCC may ether be part of the JFC sstaff, assgned tothe J-3directorate,
or may remain within the designated component commander’sstructure. Thejoint EWCCwill plan
operationd level EW for the JFC.

(1) Nomind membersof thejoint EWCC may include:
(& EWCCchief
(b) Deputy EWCC chief
(c) EW operationschief
(d) EW planschief
(&) EW duty officer(s)
() EW planner(s)
(9) Operdionsandydt(s)
(h) SIGINT and/or ELINT andyst(s)
(i) STOplanner
(j) Spectrummanager
(k) EW asset LNOs
() IFCIFMO representetive

(2) Nomind joint EWCC networked representation shouldinclude:
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(@ JFCIFMO
(b) J-6representative
(¢) IFCI2SIGINT collection manager
(d) JFC J2 CSG representative
(e) Service/functiond componentsLNOs
(f) Other government agency representatives
(9) Caodition partner representatives
c. JCEWSandjoint EWCC responsihilities:

(1) Specificfunctionsandresponghbilitiesof aJCEWS.
(&) Befamiliar with EW support to current theater OPL ANsand CONPLANS
(b) Prepare EW portion of estimatesand tabstojoint force OPLANs
(¢) Formulateand recommend EW targetsto support the JFC OPLAN
(d) Implement EW policies

(2) Functionsand responsibilitiescommonto JCEWSand joint EWCC (WhenaJCEWS

andjoint EWCC exig a thesamelevd, theowning commander must deci decommeand and coordinetion

rel ationshipsbetween thetwo organizations).

(8 Provide EW planning and coordination expertisetothe JFC. Developadaily EW
battle-rhythm that supportsEW planning and operationsrequirements

(b) Preparethe EW portion of estimatesand tabsfor operation orders(OPORDs) and
identify authoritiesnecessary toimplement the OPORD

(c) Identify requirementsfor intelligence support tojoint EW operations, including
assisancetotheJ-2in planning thecollection and dissemination of ESinformation

(d) Defineand devel opintelligencerequirementsto support EW operations

(e) Coordinatewith | SR assetsand nationd agendesinassessng hostile EW capabllities
andlimitations
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(f) Coordinatewith | SR and nationd resourcestowe ghinteligencegan/lossof EA or
thephydcd destruction of targets, andif necessary, coordinatetheresol ution of theseconflicts. Resolution
of inteligencegan/lossconflictsresdeswiththe JFC.

(9) Plan, coordinate, and assessdefensve EA requirements

(h) Maintain current assessment of the EW resourcesavailableto the JFC (toinclude
number, type, and statusof EW assets) and andyze what resources are necessary to accomplishthe
JFC'sobjective

(1) Assst JFC by recommending thelevel of EW support required of the component
commanders

(j) PrioritizeEW targetsbased on the JFC'sobjectives, EW plan and availableassets

(k) Represent EW withinthel O cdl toformulateand recommendtothejoint targeting
coordination board EW targetsto support the JFC'splan

() Predict efectsof friendly and enemy EW activity onjoint and multinational operations
using goplicablemoddingandsmulaiontools

(m) Pan, coordinate, and assess EP (e.g., EW deconfliction, EMCON, EW
reprogramming)

(n) Assist FMOin conjunctionwith JFC J-2, J-3, J-6, other government agencies,
joint specid operationscenter, components, and dliesin resolving spectrum conflictsthat JFM O or
JCEWSareunabletoresolve

(0) Carry out responghilitiesof thejamming control authority (JCA)

(p) Coordinate and monitor joint coordination EW reprogramming (JCEWR) by
identifying where EW reprogramming decisionsand reprogramming actionsaffect joint forcetactica
operationsand disseminating thester-wide EW plansasrequired

(9) Recommendand promulgate EW specid indructionsand rulesof engagement (ROE)

(r) Plan, coordinate, integrate, and deconflict EW in current and future operationstaking
incong deration nontraditiona capabilities(e.g., 10, space, specid operations, and STO) withinthe
operationd area

(9) Compileand coordinate EW support requestsfromdl componentsaccordingtothe
prioritiesset by the JFC

(t) Coordinatethrough the chain of commandto resolveany component/multinationa
EW requeststhat cannot be solved at the JCEWSor joint EWCC leve
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(u) Monitor and adapt execution of EW plansin current operationsand exercises

(v) Archive EW planning and execution dataand document EW lessonslearnedin
accordancewiththejoint lessonslearned program

(3) Joint EWCC Support Requirements. When activated, the EWCC should belocatedin
or haveaccesstoagpecia compartmented informationfadility to permit thorough accomplishment of its
coordinatingfunctions. Optimd joint EWCC gaffingwill dictatetheincusion of STO deared personnd
inorder to coordinate and deconflict STOissues. Thejoint EWCC will dso haverequirementsfor
adminigrative, inteligence, logigtics, legd and communi cationssupport.

(& Adminigrative. Administrative support will include, but not belimitedto, clerical
assstance, dassfied materid control, publicationsmanagement, update, maintenanceand display of
operationd SIGINT data, andtheprovisonof generd adminidrativematerids.

(b) Intdligence. Thejoint EWCCwill requiredl-sourceintdligenceinformetiontomaintain
full knowledgeof anoppogngforee sintentionsand cgpabilities. Intelligencesupport will indudespecific
and detailed combet information, intelligence, and ESinformationfor example: opposngforcedectronic
sysems schameof maneuver; communicationssystemn capabilitiesand depl oyment; e ectroni c-dependent
wegpon systemscgpabilitiesand deployment; aswell asEW activities, and SIGINT collection plansof
friendly units. TheJ-2will coordinatewiththeater EW unitsto ensuremissonreportsarerecavedina
timely manner and disseminated to the staff and other agenciesasrequired.

(o) Logistics. Logistic support for thejoint EWCC includes, but isnot limited to:
Soragecontainersfor dassfied materid; desks, maps, informetiondisplay fadlities; messngand billeting
of assgned personndl.

(d) Communications. The Joint EWCC should advise J-6 of thestaff’scommunication
requirements. Theserequirementsdepend directly ontheleve of EW activitiesinvolvedinjoint task
force (JTF) operations. Provisonsmust bemadefor secure, reliable, and timely communi cations
support. Thejoint EWCC should be able to communicate with both component EW authorities/
agendesand gppropriateexternd authoritiesconcerning coordinationof EW activities. Thejoint EWCC
must dso beableto communicatewith codition partnerswithin releasability restraints.

(e) Legd. Support for thejoint EWCCincludeslega support toreview and obtainthe
necessary authoritiesandto review the planfor compliance with ROE and applicable domesticand
internationd law, includinglaw of armed conflict (LOAC).

4. Joint Frequency Management Or ganization

Each geographic combatant commander (CCDR) isspecificdly tasked by joint EMSusepolicy
(Charman of the Joint Chiefsof Staff Instruction[ CICSI] 3320.01B, Electromagnetic SpectrumUse
inJoint Military Operations) to establish afrequency management structurethat includesaJFM O
and to establish procedur esto support planned and ongoing operations. The supported CCDR

I1-6 JP 3-13.1



Organizing for Joint Electronic Warfare

authorizesand control suseof thepectrum resourcesby themilitary forcesunder hisor her command.
Each supported CCDR establishesacommand policy on how the spectrumisusedinther areaof
reponghility (AOR), obtainscdearance(or goprova) fromhogt nationsfor useof thespectrum (through
exigting coordination procedures), and ensuresthat assgned military forcesareauthorized sufficient use
of the spectrum to execute their designated missions. To accomplish thesetasks, each supported
CCDR establishesaJFMO, typically under the cognizance of the J-6, to support joint planning,
coor dination, and control of thespectrum for assigned forces. Atthe JTFlevel ajoint spectrum
management el ement (JSM E) may beestablished. The combatant command JFMO or the ISME
withinaJTF may beassgned fromthe J-6 s&ff, from acomponent’ sstaff, or from an externd command
such asthe JSC (seeAppendix C, “ Joint Spectrum Center Support to Joint ElectronicWarfare’). In
any event, the combatant command JFM O or the JSM E within aJTF must be staffed with trained
spectrum manager's, preferably with experienceinjoint spectrum useand knowledge of the gpectrum
requirementsof the combatant command component forces. Figurelll-1 diagramsthe spectrum
management processfollowed by the combatant command JFM O or ISME withinaJTF. Thebasic
process the combatant command JFMO or the JISME within a JTF usesto carry out its primary
respong bilitiesisdiscussed further in Chapter 111, “ Planning Joint ElectronicWarfare,” and Chepter IV,
“Coordinating Joint Electronic Warfare.” Chairman of the Joint Chiefsof Staff Manua (CIJCSM)
3320.01B, Joint Operationsinthe Electromagnetic Battlespace, providesadditional information
about the JFM O and itsfunctionsand processes.

5. Organization of I ntelligence Support to ElectronicWarfare

Theinteligencecommunity isorganizedintofour levelsto provideintdligencesupport tojoint
military operations(seeFgurell-1). Eachof theselevd sisd osdy and continuoudy invol vedin providing
support for EW.

a National-L eve I ntdligenceOr ganizations. Atthenationd leve, organizationsand agencies
uchastheCentrd IntdligenceAgency (CIA), Nationa Security Agency (NSA), and Defenselntdligence
Agency (DIA) are constantly seeking to identify, catalog, and update the electronic order of
battle(EOB) of identified or potentid adversaries. Other intelligenceagencies, such astheNationa
Geospatia-IntelligenceAgency (NGA), support the maintenance of the EOB. National-level
organizationssuch asthe Nationd Air & SpaceIntelligence Center (NASIC), theNationd Ground
Intelligence Center (NGIC), andtheNationd MaritimeIntelligence Center, not only defineEW target
parametersand associated system performance, but dso andyzeand provideintdligenceonadversary
EW doctrineandtactics. Nationd-leve collection effortsa so providemuch of theintelligencethat is
gathered about adversary dectronicinfragtructures. TheDIA defense collection coordination center
(DCCC)isthefocd point for tasking nationd assetsto collectintdligenceinresponseto EW inteligence
requirements. EW intelligencerequirementsthat cannot bemet by lower-leve intdligenceassetsare
forwarded to DCCC or other national-level organizationsaccording to established proceduresfor
prioritization and tasking to nationd assets.

JP 2-01, Joint and National Intelligence Support to Military Operations, provides more detailed
discussion on the organization of national level intelligence support.
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ORGANIZATION OF INTELLIGENCE
SUPPORT TO ELECTRONIC WARFARE

NATIONAL-LEVEL INTELLIGENCE ORGANIZATIONS

At the national level, organizations and agencies such as the Central
Intelligence Agency, National Security Agency, and Defense Intelligence
Agency are constantly seeking to identify, catalog, and update the electronic
order of battle of identified or potential adversaries; analyzing and providing
products on adversary electronic warfare (EW) doctrine and tactics; and
providing much of the intelligence that is gathered about adversary electronic
infrastructure.

DOD-LEVEL ORGANIZATIONS

The DJIOC is the lead intelligence organization for coordinating intelligence
support to meet combatant command requirements. JIOCs will fully integrate
all appropriate intelligence capabilities, e.g., planning, collection, exploitation,
analysis, disclosure, disseminating, and intelligence support to information
operations.

COMBATANT COMMAND

At the combatant command level, the JIOC responds to theater-level EW
intelligence requirements and forwards requests that require national-level
assets to the National Military Joint Intelligence Center or other national-level
organizations according to established procedures.

SUBORDINATE JOINT FORCE

Within the context of a geographic combatant command, individual
subordinate joint force J-2 organizational structures will be situation- and
mission-dependent. The J-2 normally assigns one or more members of the
staff to act as a liaison between the J-2 section and the information operations
(I0) cell where EW planners are normally assigned. This is to coordinate
collection requirements and analytical support for compartmented and non-
compartmented |O.

Figure II-1. Organization of Intelligence Support to Electronic Warfare

b. Defense Joint I ntelligence OperationsCenter (DJIOC). TheDJOC isthelead DOD
intelligenceorgani zationfor coordinatingintelligencesupport to meet combatant commeand reguirements.

¢. Combatant Command. At the combatant command level, intelligence support to military
operationsisfocusedinthejoint intelligence oper ationscenter (JIOC). TheJIOC respondsto
thester-level EW related intelligencerequirementsand forwardsrequeststhat require nationa-level
assetstothe DCCC or other nationa-level organization according to established procedures. EW
plannersat the combatant command leve work withthecommand J-2 9&ff tosatisfy EW intelligence
r equirementsaccording to command specific procedures established by each CCDR.
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JP 2-0, Intelligence Support, providesadditional discuss on of howtheater-leve intelligence support
isaccomplished.

d. SubordinateJoint Force TheJ-2istheprimary point of contact for providingintelligence
support tojoint EW. Within the context of ageographic combatant command, individua subordinate
joint force J-2 organizationa structureswill besituation and miss on dependent, asdetermined by the
JFC. TheJ2 normdly assignsoneor moremembersof his’her staff to act asaliaison betweenthe J-
2 section of the staff and thel O cedll (or other 10 staff structure) where EW plannersare normally
assigned. At thediscretion of the JFC, aJTFjoint intelligence support eement (JI SE) may be
established during crigsor the preparation stagefor operationsto augment thesubordinatejoint force -
2 element. Under the direction of thejoint force J-2, aJISE normally managestheintelligence
collection, production, and dissemination of ajoint force. Thepurposeof thisliasonisto coordinate
collectionrequirementsand andyticd support for compartmented and non-compartmented 10. Because
of thed oseinterrd ationship between EW (particularly ES) and activitiessuchas SIGINT, EW planners
may find it necessary towork withawidevariety of personne intheintelligence section of thestaff.

JP 2-01, Joint and Nationd I ntelligence Support to Military Operations, discusseshowtheintelligence
community is organized to support joint military operations.

6. ServiceOrganizationfor ElectronicWarfare

EachMilitary Servicehasadifferent goproach to organizingitsforcesin order to plan and execute
EW. Sincethe Servicesprovidemost USEW assets, abas ¢ understanding of each Service SEW
organization greetly facilitatesthe planning and coordination of EW at thejoint leve.

a Army. Army EW assetsareorganized to ensurethat EW operationsaredeve oped and integrated
aspart of thecommander’soverall concept of operations. At each echelon of Army organization
responsblefor an EW mission, theassstant chief of gaff (ACOS), infor mation oper ations staff
officer (G-7),in coordinationwiththeACOS, Army or MarineCor pscomponent intelligence
staff officer (G-2),ACOS, component oper ationsstaff officer (G-3),and ACOS, component
communications systems staff officer, isresponsible for planning and coor dinating EW
operationsintothel O plan. TheEW O isresponsibleto the G-7 and coordinatesdirectly with the
component fire support coordinator, G-2 (targeting and analysisand control € ement), for planning,
synchronizing, coordinating, and deconflicting EW actions.

b. MarineCorps. MarineEW asstsareintegral totheMarineair-ground task force
(MAGTF). TheMAGTF operationsofficer or oneof thestaff officershasresponshbility for planning
and coordinating MAGTF EW operationsand activities. Ground-based EW isprovided by theradio
battaion (RADBN), and arborneEW isprovided by Marinetactical EW squadrons(VMAQS). The
RADBN isorganized and equipped to conduct tactical SIGINT, ground based ES, ground based EA,
and communi cations security (COM SEC) monitoring and analysisin support of theMAGTF. To
accomplishthismisson, theRADBN providestheM AGTFwithtask organized detachments VMAQs
conduct EW, tactical eectronic reconnaissance, and ELINT operationsin support of theMAGTF
Withtheemployment of theRADBNsand VMAQs, theMarine Corpspossessesauniquecgpability
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toprovideEW support and SIGINT totheM AGTF commander and any subor dinatedements
whiledso providing inva uablesupport and information tothe JFC. TheMAGTF commander will
normaly plan, synchronize, coordinate, and deconflict EW operaionsthroughan EWCC. TheEWCC
will havearesdent EWOwhoisresponsblefor ensuringthat dl EW plansareindudedinthel O annex.
TheMAGTF IO officer inchargeof thel O cdll assumesoverdl responghility for theplanning and
coordination of EW operations.

For more information about EA-6B employment, see Field Manual (FM) 90-39, Marine Corps
Reference Publication (MCRP) 3-22A, Navy Warfare Publication (NWP) 3-01.4, and Air Force
Tactics, Techniques, and Procedures (Instruction) (AFTTP [1]) 3-2.4, Multi-Service Tactics,
Techniques, and Proceduresfor EA-6B Employment inthe Joint Environment.

c. Navy. Beow thejoint forcemaritime component commeander or Navy component commander,
Navy forcesare normally organized according to thecompositewar farecommander doctrine.
Within thisdoctrine, the |O warfare commander (IWC) isresponsiblefor theintegration of the
variouscorecapabilitiesof 10, including EW, into nava andjoint operations. ANEWOisnormally
assgnedtotheWC sstaff to carry out pecific staff coordination and integration functionsassociated
with EW'sroleinthel O effort. EW isplanned and conducted by the EWO under thedirection of the
IWC. ThelWC overseestheexecution of the coherent EW and 10 plan and control of associated
systems. EW execution requirescontinua monitoring by EW staff personnd andisdelegatedtothe
EW control ship. Embarked airborne EA assets, such asthe EA-6B Prowler, areunder the operationd
control of thestrikewarfare commander, whoisalso thecarrier battle group air wing commander
(CVWC) or themoretraditiond “ carrier ar group” (CAG). Whenexecuting strikeoperations, ar wing
EA assetswill remain under theoperationd control of the CAG andwill comeunder thetactical control
of thearbornemiss on commander. When participatinginjoint or codition operations, the JFACCwill
coordinatewith CAG operationsfor scheduling air wing assetsintheair tasking order (ATO). When
airborneassetsare assigned ashore aspart of an expeditionary force, they will beunder thetactical
control of the JFACC. It should also be noted that Navy airborne ESisprimarily provided by shore-
based aircraft such asthe EP-3EAries||. Thesearcraft will beassgnedtothetactica control of either
thebattlegroup IWC or the JFACC as scheduled by the ATO.

d. Air Force. WithintheAir Forcecomponent, dedi cated EVW support assstsareunder operationd
control of thecommander, Air For ceforces(COM AFFOR). Withinthe COMAFFOR heedquarters,
theresponsbility for EW lieswithinthe operationsdirectorate (A-3) and plansdirectorate (A-5).
Functional planning, directing, and control of Air Force EW assets, however, arenormally
conducted by the JFACC throughthejoint air operationscenter’sEWCC. The EWCC coordinates
withthelO speciaty teamor the O cell tointegrate EW within other 10 functionsand to devel op/
monitor EW plansand operationsin support of the JFC. TheEWCC congstsof anEW plansdement
and an EW operationselement. Inresponseto theATO, wing and unit level staffsand individual
arcrewsdevel opthedetailed tacticd planning for specific EW missons. Duetothehighdemandfor
support fromAir Forcededi cated tactica systems, thesesystemsarenormally organized asseparate
EW wingsand squadrons, whoseemployment the JFACC carefully rationsthrough the ATO process.
Air ForceEA and ESsystems, however, arenormaly assgnedto or integrated intoAir Forcewingsor
sguadrons. Wing commandersare supported by staff defensive systemsofficers, or EWOs. These
officerswork withthewing operationsintd ligenceg&f toandyzeand eval uatethethregt intheoperationd
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area. Thedefensive systemsofficer, EWO, and el ectronic combat officer aso plan available EW
equipment employment and overseeradar warning recel ver and EW systemsreprogramming. Appendix
F* Service Perspectives Of ElectronicWarfare,” providesmoredetalled discusson onhow thesarvices

view EW.
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CHAPTER IlI
PLANNING JOINT ELECTRONIC WARFARE

“War plans cover every aspect of a war, and weave them all into a single operation
that must have a single, ultimate objective in which all particular aims are
reconciled.”

Major General Carl von Clausewitz
On War, viii, 1832, tr. Howard and Paret

1. Introduction

a EWisacomplex agpect of modern military operationsthat must befully integr ated with other
agpectsaf joint operationsinorder toachieveitsfull potentia for contributing to an operation’ sobjectives.
Suchintegration requirescar eful planning. EW plannersmust coordinatether planned activities
with other aspectsof military oper ationswhich usethe EMSaswell asthird party usersof the
spectrumthat EW doesnot wishtodisrupt. Coordination of military useof thespectrumislargely a
matter of coordinating with other staff functions (primearily the J-2 and J-6) and components(toinclude
dliesand codition partners) which rely onthe EM Sto accomplish their misson. Coordinationof EW
activities, inthecontext of third party useof theEMS, islargely amatter of EM Smanagement and
adherenceto established frequency usageregimensand protocols.

b. Like other aspectsof joint operations, joint EW iscentrally planned and directed and
decentrally executed. SincetheMilitary Servicesprovidemost USEW assetsavailableinjoint
operations, Servicecomponent EW planner smust beintegrated intothejoint planning process.
TheJFC may ddegatecontrol of EVW operationsto acomponent commeander or lower echdon. However,
such delegation doesnot diminaetherequirement for joint and/or multinationa coordination of EW
operaions. Thischapter providesguidanceonthejoint EW planning process, discussessomeof the
condderationsfor planning EW insupport of military operations, providesguidanceon preparation of
the EW tab to appendix 3 (Information Operations) to annex C (Operations) of the OPLAN and/or
OPORD, and briefly discusses someof the automated decision aidsthat may be used to assst with
planningjoint EW.

2. ElectronicWarfarePlanning Consider ations

a EMSManagement. SinceEW activity takesplaceintheEMS, joint EW planner smust
closdy coor dinatether effortswiththasemembersof thejoint saff who areconcerned with managing
military use of theEMS. Figurelll-1 showsthe stepsinvolved in JFM O spectrum management
responshilities. Fgurelll-2 showsaflow diagram of frequency management planning. For operations
withinaCCDR’'sAOR, the subordinate JFCsfollow thisguidanceasamplified by the CCDR. The
commander, JTF coordinates and negotiatesmodifi cationsnecessary for agpecific JTF Stuationwith
the CCDR'sgaff. Joint EW plannersshould establishand maintainad oseworking rdaionshipwiththe
frequency management personnd. A critica management tool to ensure effectiveuseof theEMS
during military operationsisthe JRFL. The JRFL isalist that operationa, intelligence, and support
elementsusetoidentify theleve of protection desired for variousnetworksand frequenciesand will be
limited totheminimum number of frequenciesnecessary for friendly forcestoaccomplish JTF objectives.
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JOINT FREQUENCY MANAGEMENT OFFICE
SPECTRUM MANAGEMENT PROCESS

1. Develops the spectrum-use plan using system data contained in the
Joint Operation Planning and Execution System (JOPES). This is
particularly vital in support of command and control hand-overs that
are highly dependent on radio systems.

2. In conjunction with the J-2, J-3, and J-6, prepares a joint restricted
frequency list (JRFL) for approval by the J-3 (through the information
operations [IO] cell or equivalent).

3. Periodically updates and distributes the JRFL, as necessitated by
changes in the task organization, geography, and joint
communications-electronics operation instructions and by transition
through operational phases.

4. Provides administrative and technical support for military
spectrum use.

5. Exercises frequency allotment and assignment authority. This may
be delegated to facilitate decentralization and to provide components
with the maximum latitude and flexibility in support of combat
operations.

6. Establishes and maintains the common database necessary for
planning, coordinating, and controlling spectrum use. This database
should contain spectrum-use information on all emitters and receivers
(critical, friendly, military and civilian, available enemy, and neutral) as
appropriate for the area of responsibility involved.

7. Analyzes and evaluates potential spectrum-use conflicts.

8. As a member of the 10 cell (or equivalent), assists and coordinates
the resolution of spectrum-use conflicts.

9. In accordance with J-5 guidance, coordinates military spectrum
use with the spectrum authorities of the United Nations or host
nations involved.

10. Serves as the focal point for inclusion of spectrum-use
considerations in the Joint Operation Planning and Execution System.

11. Receives, reports on, analyzes, and attempts to resolve incidents
of unacceptable electromagnetic interference; refers incidents that
cannot be resolved to the next higher spectrum management
authority.

12. Functions as a member of the 10 cell by performing steps 2, 3, 4,
7, 8, and 11.

Figure llI-1. Joint Frequency Management Office Spectrum Management Process

TheJRFL ispublished, distributed and maintained by the J-6, typically through the JFM O/JSME,
based uponinputsfromthe J-2, 33 and J-6, with J-3 being therel ease authority for the coordinated
listing. Uponreease, the JRFL will beused to precludelisted frequenciesfrom being interfered with
during EW missons. The JSC cansupport the JRFL deve opment processby providing trainingonthe
preparation of the JRFL during exercisesand onsite augmentation to assi st the JFM O with JRFL
preparationduringtheinitia phasesof anoperation. EW plannersshould coordinatewith thecombeatant
command JFM O or JTFISM E todetermineif JSC ass sanceisrequired early intheplanning process.
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See Appendix B, “ Electronic Warfare Frequency Deconfliction Procedures,” for frequency
deconfliction procedures and information on generating the JRFL. For exercises conducted in
theUSor Canada, EW plannersmust consult CJCSVI 3212.02, Performing ElectronicAttack inthe
United Statesand Canadafor Tests, Training and Exercises, for planning and guidance procedures.
CJCSM 3320.01B, Joint Operationsin the Electromagnetic Battlespace, provides more detailed
guidance in EMS management. For more information on the JSC, see Appendix C, “ Joint
Foectrum Center Support to Joint Electronic Warfare.”

b. EW Support of SEAD. SEAD isaspecifictypeof missonintendedto neutr alize, destroy,
or tempor arily degr adesurface-based adversary air defenseswith destructiveand/or disruptivemeans.
Joint SEAD isabroad termthat includesall SEAD activitiesprovided by onecomponent of thejoint
forcein support of another. SEAD missionsare of critical importance to the success of any joint
operation when control of theair is contested by an adversary. SEAD relieson avariety of EW
platformsto conduct ESand EA initssupport, and EW plannersshould coordinate closely withjoint
and component air plannersto ensurethat EW support to SEAD missionsisintegrated intothe
overall EW plan.

For moreinformation about SEAD, see JP 3-01, CounteringAir and Missile Thrests.

c. EW Support Againg aNontraditional Threat. Theglobd war onterrorism hasshownthe
enemy’sahility tousecommerad dectroniccommunicationsmeansinanumber of nontraditiond ways
ranging from ad hoc cueing networksto detonation meansfor improvised explosivedevices. EW
support to counter theseeffortsshould beintegrated into theoverdl EW plan.

d. EW Reprogramming. Thepurposeof EW reprogrammingistomaintain or enhancethe
effectivenessof EW and T SSequipment. EW reprogramming includeschangesto sdf-defense
systems, offensveweaponssystems ES and intelligencecollection sysems. Thereprogramming
of EW and TSSequipment istherespongbility of each Serviceor organization throughitsrespective
EW reprogramming support programs. Theswiftidentification and resolution of reprogramming efforts
could become amatter of life and death in arapidly evolving hostile EM environment. Service
reprogramming efforts must include coordination with JFCsto ensure that those reprogramming
requirementsareidentified, processed, and implemented inatimely manner by al affected friendly
forces.

See Appendix D, “ Electronic Warfare Reprogramming,” for more information about
reprogramming.

e. ElectronicMasking

(1) Electronicmaskingisthecontrolled radiation of EM energy on friendly frequencies
inamanner to protect theemissionsof friendly communicationsand dectronicsysemsagaing adversary
ESand S GINT without Sgnificantly degrading theoperation of friendly systems. Electronicmaskingis
usedtodisguise, digort, or manipulatefriendly dectromagneticradiation datato conced military
operationsinformation and/or present fal seperceptionsto adversary commanders. Electronicmasking
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isanimportant component toavariety of military functions(suchas, MILDEC, OPSEC, and
sgndssecurity) that areconducted, wholly or inpart, withintheEM S,

(2) Effectivedectronicmaskingof joint military operationsinvolvestheproactivemanagement
of dl friendly radiated d ectronic S gnaturesof equipment being usedinor supportingtheoperation. The
degreeof maskingrequir ed inthe management of these signaturesisafunction of twovariables:

(8) theassessed adversary ESand SIGINT collection capability (or accesstothird
party collection); and

(b) thedegreetowhichthedectronic agnatureof joint forcesmust bemaskedinorder
toaccomplishtheassgned misson.

(3) IFCshavetwo primary responsbilitieswith respect to d ectronic masking:

(& providing adequated ectronic masking guidanceto component commeandsthrough
OPLANsand OPORDs; and

(b) planningandimplementing gppropriated ectronic masking measureswithinthejoint
forceheadquarters.

(4) Toaccomplishtheseresponghilities, thefollowing stepsshould betaken early inthe
planning process:

(8) Assesstheadversary ESand SIGINT capabilitiesagaingt friendly forces,

(b) Determinewhether themiss onassgnedtojoint forcesmay required ectronicmasking
and, if so, towhat degree;

(0 Request staff augmentation if necessary to acquire expertise in planning and
implementing e ectronic masking tactics, techniques, and procedures, and

(d) Alert component commandsat theearliest opportunity of theneed to bepreparedto
implement e ectronic masking measures. Thiswill afford thesecommandswiththenecessary leadtime
toaugment their own forceswith the necessary resourcesand expertise.

f. Interoperability. Interoperability isessentia inorder touse EW effectively asan e ement of
joint military power. Themgor requirementsof interoperability are:

(1) toettablish gandar dsand practicepr ocedur esthat dlow for integrated planning and
execution of EW operations(includingjoint EW); and

(2) toexchangeEW information in atimely and r outinefashion. Thisexchangemay
be conductedinether nonred timeor innear red timeviacommon, secure, jam-res tant radiosand
datalinks. Theahility toexchangenear real timedata (such astar getinginfor mation) toenhance
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gtuational awar enessand combat coor dination betweenvariousforced ementsisacritica combeat
requirement. Thisexchangeof datardaestoES, EA, and EP, including friendly and adversary force
data. Routineexchangeof dataamongjoint force components, thejoint forceand supporting commands
and organizationsand, when possible, with dliesand codlition partnersgreetly fadlitatesal typesof EW
planning.

0. Rulesof Engagement. EW activitiesfrequently involveauniqueset of complexissues There
areDOD directivesandingructions, laws, rules, and federd laws, LOAC, and theater ROE that may
afect EW attivities. Theselaws rules, and guiddinesareespedidly criticd during peacetimeoperaions
wheninternational and domesticlaws, treaty provisons, and politica agreementsmay affect mission
planningand execution. Commandersmust seek legd review duringal leve sof planning and execution
of EW activities, toinclude planning of thetheater ROE. Thiscan best beaccomplished by havinga
legd advisor asamember of thel O cell.

h. Unintended Consequences. EW planner smust consder unintended consequencesof
EW operations. Friendly EA could potentially deny essential servicestoalocal population
whichinturncouldresultinlossof lifeand/or palitical ramifications. The JFMO or ISME has
anautomated tool that can andyzethepotentia for interference of EW operationsonfriendly EMS
dependent systemsand should coordinate military spectrum use with spectrum authorities of host
nation when conducting multinationd operationsor exercises. TheJ-6pectrummanager canprovide
thisanaysisto the JCEWS/joint EWCC to better determinetheimpact of EW operationsand better
definethe consegquence management vd ueof EW missions,

i. Meteorological and Oceanographic (METOC) Consider ations. EW plannersmust
consider the effects of atmospherics and space weather on available EW systems, both friendly
andenemy. Thevarioustypesof atmospheric conditionsand phenomenacan pogitively or negatively
affect EW systems. For example, atmosphericinversionscan propagateradio transmissons, high
humidity andrainy climatesaredetrimentd to IR systems, andionospheric scintillation can adversdy
affect global positioning systems (GPS). Some atmosphericseffectsarewell known and are
categorized by season andlocation. Plannersshould consult with the combatant command METOC
officer to determinethetype of METOC support availablefor their operation.

3. Joint Electronic War fare Planning Process

Inorder to befully integrated into other aspectsof aplanned operation, joint EW planningis
conducted throughthel O cdl beginning asearly aspossbleandiscoordinated with other aspectsof the
planthroughout thejoint operation planning process. Figurelll-3 showstheintegration of EW intothe
joint planning process. Onceaplanned operation hascommenced, EW plannersmust monitor execution
of theplan and be prepared to assst with coor dination of the plan aswell asmake modificationsto
theplan asthedynamicsof theoperationevolve. Joint EW plannersshould takethefollowing actions
during the planning processtointegrate EW intothejoint plan.

a Determinethetype, expected length, geographiclocation, andleve of hodtility expected during
theoperationto beplanned.
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ELECTRONIC WARFARE CELL ACTIONS AND O
AS PART OF JOINT PLANNING

PLANNING
PROCESS
STEPS

Planning
Initiation

Mission
Analysis

COA
Development

COA Analysis
and
Wargaming

COA
Comparison

COA
Approval

Plan or Order
Development

Planning Joint Electronic Warfare

EW CELL PLANNING ACTION

Monitor situation.

Review guidance and estimates.

Convene EW cell.

Ensure EW representation within 10 cell.

Gauge initial scope of the EW role.

Identify organizational coordination requirements.

Initiate identification of information required for mission analysis and COA
development.

Validate, initiate, and revise PIRs/RFls.

Recommend EW strategies and conflict resolution.

Identify specified, implied, and essential EW tasks.

Identify assumptions, constraints, and restraints relevant to EW.

Identify EW planning support requirements (including augmentation) and issue
requests for support.

Initiate development of MOEs and MOPs.

Analyze EW capabilities available and identify authority for deployment and
employment.

Identify relevant physical, informational and cognitive properties of the information
environment.

Refine proposed PIRs/RFls.

Provide EW perspective in the development of restated mission for commander's
approval.

Tailor augmentation requests to missions and tasks.

Select EW supporting and related capabilities to accomplish EW tasks for each COA.

Revise EW portion of COA to develop staff estimate.
Provide results of risk analysis for each COA.

Analyze each COA from an EW functional perspective.
Identify key EW decision points.

Recommend EW task organization adjustments.
Provide EW data for synchronization matrix.

Identify EW portions of branches and sequels.
Identify possible high-value targets related to EW.
Recommend EW CCIRs.

Compare each COA based on mission and EW tasks.
Compare each COA in relation to EW requirements versus available EW resources.
Prioritize COAs from an EW perspective.

No significant EW staff actions during COA approval.

Refine EW tasks from the approved COA.

Identify EW capability shortfalls and recommended solutions.

Update continually, all supporting organizations regarding details of the EW portion
of plan details (access permitting).

Advise supported combatant commander on EW issues and concerns during
supporting plan review and approval.

Participate in TPFDD refinement to ensure the EW force flow supports the CONOPS.

EW CELL
PLANNING
OUTCOME

Request taskings to
collect required
information.

List of EW tasks.
List of assumptions,
constraints, and
restraints.
Planning guidance
for EW.

EW augmentation
request.

EW portion of the
commander's
restated mission
statement.

List of objectives to
effects to EW tasks
to EW capabilities
for each COA.

EW data for overall
synchronization
matrix.

EW portion of
branches and sequels.
List of high-value
targets related to EW.

Prioritized COAs from
an EW perspective with
Pros and Cons for
each COA.

Updated EW estimates
based on selected
COA. Draft EW
appendices and tabs,
supporting plans. EW
requirements to
TPFDD development.
Synchronized and
integrated EW portion
of operation plan.

Measure of Effectiveness

Measure of Performance

Priority Intelligence Requirement
Request for Information

Time-Phased Force and Deployment Data

Commander's Critical Information Requirement
Course of Action

Concept of Operations

Electronic Warfare

Information Operations

Figure IlI-3. Electronic Warfare Cell Actions and Outcomes as Part of Joint Planning

b. Review the scaleof anticipated operations and the number and type of friendly forces(to
includedlied and codition partners) expected to participate.
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c. Review current ROE and existing authoritiesfor EW activitiesand recommend any necessary
modificationsin accordancewith current saff procedures. Coordinatewiththestaff judgeadvocateto
ensurethat requirementsof ROE, legal authorities, and LOAC aremet.

d. Review thecontribution EW can maketo hel p operateand defend the GIG withthe NETOPS
community. Thiswill bedonethroughthe J-6 representative assgned to the JCEWS or EWCC Steff.

e. Review the contributionwhich EW can maketothel O effort with other “ capability level”
planners(suchasPSY OP, MILDEC, computer network attack and CND planners) and determine
what leve of EW platform support they expect to need during the operation.

f. Reviewwithintdligenceplannersthetypeof ESplatforms, cgpabilities and productsavailable
tosupport theoperation. Inteligencegain/lossandyssof EW actionsshould sart early and befrequently
reviewed throughout the planning and execution phases of an operation.

g. Conaultwith Serviceand functiona componentsaswel asmultinationd EW planners wherever
themost current expertisein the capabilitiesand employment of EW platformsresides, inorder to
understand thefull range of capabilitiesthat EW can contributeto1O.

h. Determinethe number and type of EW platformsthat could reasonably be expected to be
tasked to support thejoint operation being planned. Consult automated force statusreports(such as
those provided through the Satus of Readinessand Training System for USforces) for thisinformation.
Sarviceand functiond componentsand multinationd plannersshould beconsulted to augment automeated
information.

i. Review with component air plannerstherequirement for EW support tothe SEAD effort.
J. Recommendtothel O officer (or other designated member of the J-3 or J-5 st&ff) thetypeand

number of EW assetsto berequested from component or supporting commandsfor the operation
being planned.

k. Estimatetheszeand expertiseof the EW staff required to plan and coordinate execution of the
EW portion of theplan. Consult Serviceand functional component and multinationa EW plannersto
refinetheseestimates

|. Recommend g&ff augmentationinaccordancewith Saff proceduresfrom component, supporting,
and multinationa forcesasnecessary to assemblethe necessary staff to conduct EW planning.

m. Coordinatewith the combatant command JFMO or JISME to determineif JSC assistance
isrequired early inthe planning process.

n. During crigsaction planning, eva uateeach courseof action (COA) conddered withrespect to
EW resourcesrequired and the EW opportunitiesand vul nerabilitiesinherent inthe COA.
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4. ElectronicWarfarePlanning Guidance

Panning guidancefor EW isincdluded asthe EW tab toappendix 3 (I nfor mation Oper ations)
toannex C (Operations) of the OPL AN.

Appendix A, “ Electronic Warfare Guidance,” shows the format of Joint Operation Planning
and Execution System (JOPES) EW guidance asa tab to the |O guidance. CJCSVI 3122.03B,
Joint Operation Planning and Execution System Vol 11: (Planning Formeats) isthe source documents
that should be consulted for detailed information about OPLAN devel opment.

a PlanningFactors. Devel opment of the EW portion of the OPLAN requirescons deration of
anumber of diversefactorsabout the proposed operations. Someof theseplanningfactor sinclude
thefallowing.

(1) Requirementsfor friendly communicationsnets EM navigationsysems andradar. Thee
requirementsshoul d be cons dered with respect to the anticipated operations, tecticd threat expected,
and EM interference congderations. Onceidentified, theserequirementsshould beenteredintothe
JRFL under gppropriatecategories(e.g., TABOO).

(2) Identification of COM SEC and e ectronic security measuresnecessary to deny OPSEC
indicatorsto enemy passve-EM sensors.

(3) Determinationof what prior coordinetionand precautionswill benecessary when conducting
EA inorder to ensurecontinued effective ES. Development of the JRFL isacritica preliminary septo
ensuring deconfliction of EA and ESactivities. Coordination and identification of specific resources
requiredfor interferencedeconfliction.

(4) Identification of commander’scritica information requirements (CCIRs) that support
commandersand EW operations. These CCIRsmugt beincludedintheintelligenceannex (normaly
annex B) of theOPLAN tofacilitategeneration of ES.

(5) Coordinationandestablishment of procedurestoensuretimely fulfillment, induding tactical
red-timedissmination.

(6) Review of ROE and gpplicablelaw to determinewhat authoritiesare needed or what
redrictions(if any) apply to EW operations.

b. EW plansshould:

(1) Identify thedesired EM pr ofilesd ected by the commander for the basi c concept of
operationsand provideEM CON guidanceto commanderssothat thedesired EM profileisredized;

(2) Identify EW missionsand tasksto Serviceor functional component commandersto
enablethem to plan resourcesrequired and associ ated pre-coordination necessary to deploy and
employ thoseresourcesinforeign countries.
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(3) Evaluateadver sary thr eatstowegponssysems, criticd C2 communications, wegpons
control systems;, target acquisition systems, survelllance systems, and computer networks. Specify EP
guidancenecessary to ensureeffective operationsduring combet.

5. ElectronicWarfarePlanningAids

Thereareanumber of automated planningtoolsavailableto hepjoint EW plannerscarry out
their respongbilities. Thesetoolscan bedividedinto threebroad categories, databases, planning
processaids, and spatial and propagation moddingtools.

a Databases. Automated databases can assst EW plannersby providing easy accesstoa
widevariety of platfor m-specific technical data used in assessing the EW threat and planning
appropriatefriendly responsestothat threet. However, plannersshould keep sever al congder ations
inmindwhenrdying onautomated deta.

(1) Therearealargenumber of databasesavailableto military planners. Someof these
databasesaremaintained by the Services, othersby variousintelligence community agenciesor other
DOD organizations, and othersby dlied organizations. Still other databasesmay be maintained by
academic or private (profit or nonprofit) organizations. Ingenerd, friendly dataismaintained by
Service, government contractor, and allied organizations. “Threat” data is compiled by
intelligenceor ganizations. Compilation of accuratetechnical datainto oneplaceisalucrativetarget
for hogtileintelligence collection. For thisreason, accessto friendly for cedata may behighly
restricted and harder for plannersto obtain than threet data, which can beaccessed through normal
intdligencechannds

(2) Theleve of detail, specificfieds, and frequency of updatemay vary widely across
different databasesdeding withthesamedata. Theway that dataisorganizedintofid dsin adatabase
andtheleve of detail (such asnumber of decimal placescertaintechnica dataiscarried out) are
functionsof what thedataisused for and the cost associated with compiling and maintaining each
database.

(3) Thesourcesof databeing used for planning should beatopic of coordinationamong EW
planners. The use of the E-Space portal asthe common database sourceisrecommended. If
necessary, joint plannersshould provide gui dance about what sourcesof automated data should be
used for pecificEW planning pur poses. Plannersshould request that organizationsthat maintain
important sourcesof EW dataupdatethe r databases (or specific partsof them) morefrequently than
norma when planning specific operations. Plannersshoul d becautioned about usng unofficia sources
of deta, particularly thoseavailablethroughthel nternet that may besulject tomenipul ation by organizations
hostileto US policies and objectives. However, open sour ceintelligenceremainsaviable and
important sourceof va uableinformation.

b. Planning ProcessAids. There are several automated aids available that assist in the
planning processand othersunder devd opment. Theseindudeadsthat automatethe JOPESplanning
process or OPL AN development, automated frequency management tools, and othersthat
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assst with theintegration of different elementsand activitiesof 10. The type of automated
software used inthe JOPES planning processor OPLAN devel opment will probably bedirected by
someother sectionof thegtaff. Useof automated toolstointegratedifferent dementsof IOwill normally
bedetermined by thel O officer. EW plannersshould ensurethat any EW planning input devel oped
separady from such systemsarecreatedinaformeat that iscompatible (e ectronicdly transferable) to
designated planning tools. EW planning input from subordinate and supporting commandsshould
specify thedesred format.

c. Spatial and Propagation M odeling Tools. Geogr aphic I nformation Systemsenable
analysisand display of geogr aphically r efer enced infor mation. Thesespatial modelingtools
can, for example, enhancetar getingand facilitatetrendsanalyss. Thevariablesthat affect the
propagation of EM energy are known and subject to mathematical predictability. The use of
propagation modeingtoolsthat graphically display transmisson pathsof suchenergy havebecome
widespreadin EW planning. However, theaccuracy, Speed, andflexibility of thesetool sgreetly depend
ontheaccuracy of thedataprovided to thetool and the sophi stication of the softwareand hardware
used tomanipulatethedata. Relianceontheoutput of suchtoolscan ultimatdy beamatter of lifeand
deethin combet if thetoolsare used to plan thelocation of EW assetsor avoid hostileemitters. These
toolsareessentialy modelsfor EM propagation. Theaccuracy and sophistication of the software
and hardware being used may not be determined from the graphicsdisplay done. EW planners
should have an under standing of how such modeling systems ar e computing the graphics
beingdisplayed. Suchanunderstanding, combined with operationd experience, isthebassonwhich
plannersmust rdy tojudgethestrengthsand wesknessesof different modeling toolsand determinewhat
isandisnot an appropriate useof such systems.

Appendix E, * Electronic Warfare Modeling,” givesadditional guidance of EWmodelsand their
use.

d. Reachback Resour ces. If EW plannersdon’t havethe automated planning toolsrequired
ongite, reachback supportisavailable. For joint EW planners, reachback supportisavailablefromthe
E-SpaceAndyssCenter a Fort Meade, Maryland, the JOWC in SanAntonio, Texasandthe JSCin
Anngpalis, Maryland. Further information onthe JSCislocatedinAppendix C. E-Spaceprovides
aninitid cagpability for one-slop ELINT support tothetactica EW user, cgpebility toquery EM informetion
across multipledatabases, and collaboration through datasharing, forumsand accessto EW experts.
E-Spacehasaquery, andysisand collaboration tool that supportscombat operations, contingency and
crigsaction planning, indicationsand warning, and exerciseactivities. Component plannerscanutilize
reachback support availablethrough the ServicesasdiscussedinAppendix F, * Service Perspectivesof
ElectronicWarfare”
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CHAPTER IV
COORDINATING JOINT ELECTRONIC WARFARE

“In the case of electronic warfare, as in any other kind of warfare, no weapon and
no method is sufficient on its own.”

Martin van Creveld
Technology and War, 1989

1. Introduction

A certainamount of coordinationispart of the planning process. However, onceaplan hasbeen
gpproved and an operationiscommenced, the preponderanceof EW et effort shiftstothecoordination
necessary to ensurethat EW actionsarecarried out asplanned or modified torespondto thedynamics
of theoperation. Areasof concernthat normally requirecontinua monitoring onthe part of EW staff
personnel include EW asset allocation, EM Smanagement, and emer ging oper ational issues
that requiremodificationto plansor procedures. Normadly, thismonitoring is performed by per sonnd
on watch in thejoint operations center (JOC). Such watch personnel, stationed at an 1O (or
separate EW) watch gtation, normdly aretasked toalert other EW or staff per sonnd to carry out
Specific coordinating actionsin responseto emerging requirements. Thischapter discussestheactions
and concernsonwhich EW gaff personnel should focusto accomplish such coordination.

2. Joint Coor dination and Control
a Joint EW Organizational Coor dination

At combatant commands and subordinate unified commands, the 3310 divisionisprimarily
respong blefor the EW coordination function. The EW section of thel O saff should engageinthefull
rangeof EW functionstoind udepeacetimecontingency planning, theday to day planningand monitoring
of routinetheater EW activities, and crigsaction planningintherun-up to contingenciesin preparations
for EW aspart of emergent joint operations. The EW section operatesunder thedirection of J-310
divigonand coordinatescl osdy with other gppropriate taff sectionsand other larger JPGsasrequired.
Inthevery early slagesof contingencies, the JCEWS should assessSaffing requirementsfor planning
and execution and should coordinate EW planning and COA deve opment with the JFC' scomponents.
Services should begin component EW planning and activatetheir EWCCsper CCDR or Service
guidelines. Whenthescopeof the contingency becomesdl earer, thecommand EWO may request thet
the JFC standup ajoint EWCC. Thedesignatedjoint EWCC would request additiond augmentation
from other joint forcecomponentsto formarepresentative and respons ve EW planning and execution
organization. Toavoid confusionwith joint EWCC, component EWCCsarenormally called EW
dements

b. Management of the Electr omagnetic Spectrum

(1) The JFMO assessment of the operational area EM E — conducted during the
planning phase— constitutes abest guess based on information available at thetime. Following
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deployment and buildup, overlayingjoint force EM emissonsontheexiding operationd areaEME will
cregteadifferent environment. Further, thisenvironment will constantly changeasforcesredeploy and
asC2, surveillance, weagpons systems, and other spectrum-use applicationsredign. SinceEW is
concernedwithattack (EA), EP, monitoringand exploitation of theEM S, EW gtaff personnd have
amgor roleto performinthedynamic management of the spectrum during operations. Figurel V-1
showstheexecution of frequency usedeconfliction during an operation. A comprehensiveand well-
thought-out JRFL and EM CON plan arenormally thetwo toolsthat per mit flexibility of EW
actionsduring anoperaionwithout compromising friendly useof theEMS. Someof thecoor dination
actionsreated to EM Sthat EW gtaff personnel should consider include:

(& monitoring compliancewiththe JRFL and EMCON planby friendly EW assets,

EXECUTING THE SPECTRUM MANAGEMENT PLAN

SPECTRUM MANAGEMENT PLAN

EXECUTE
ORDER
JOINT SPECTRUM

DEGRADATION REPORTS INTERFERENCE RESOLUTION
(JSIR)>

ASSESS
SITUATION CHANGES FREQUENCY

PLAN PROBLEMS REPORTED >

COMM STATUS REPOR EFFECTIVENESS

UPDATE
ASSIGNMENTS ASSIGNMENT UPDATE>

UPDATE JOINT

RESTRICTED ] JRFL UPDATE
FREQUENCY — >
LIST (JRFL)

RESOLVE —_ENGINEERING REQUEST),
INTERFERENCE |-MONITORING OF RESULTS,,
_COMPLIANCE DIRECTION,,

INFORMATION OPERATIONS CELL/
ELECTRONIC WARFARE STAFF & J-2

J-2 Intelligence directorate of a joint staff
JSIR  Joint spectrum interference resolution
JRFL Joint restricted frequency list

Figure IV-1. Executing the Spectrum Management Plan

(b) recommending changesto operationsinthe EM Sbased on emerging frequency
deconflictionrequirements;
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(¢) egtablishing employment guidanceand recommending supplemental ROEfor EA
employment, and ensuring that the EA planisin compliancewith the standing rulesof engagement,
Secretary of Defensegpproved ROE and any exigting theater specific ROE;

(d) establishing achattermark planto ensure communicationsnet availability inthe
presenceof jamming, intrusion, or interference; and

(e) ettablishingand designatingaJCA to conduct on station coordination, employment,
targeting, and deconfliction of EA and ESassets

Appendix B, “ Electronic Warfare Frequency Deconfliction Procedures,” providesadditional detail
about EW frequency deconfliction.

(2) Jamming Control Authority. The JCA servesasthe senior jamming authority inthe
operationd areaand deve opsguidancefor jamming on behdf of the JFC. JCA responshilitiesinclude:

(@ Participatingindeve opment of the JRFL.

(b) Ensuringcompliancewiththeapproved JRFL.
(©) Vdidatingand gpproving/denying “ ceasebuzzer” requests.
(d) Mantaining Stuationa awarenessof dl jamming capablesysemsintheAOR.

(e) Acting asthe JFC sexecutive agent for decisonson EW intelligence gain/loss
recommendations.

(H  Coordinatingwithjoint forcecomponentsonjamming requirements
(9) Investigating andimplementing correctivemeasuresto unauthorizedjamming events

(h) Contributingtothedevel opment of jamming narrativesin EW associated directives
guidance

c. Coordination Between the Subdivisonsof EW. There are anumber of coor dinating
actionsthat must occur among therespectivedivisonsof EW (EA, ER, and ES) during an operation.
Theseactionsindude:

(1) monitoring theemployment and effectiveintegration of ESassetsand thetimely flow of
ESinformationrelevant to EA and EPto unitsresponsiblefor thosemiss onsand coordinating corrective
measuresasrequired; and

V-3



Chapter 1V

(2) monitoringinput tothereprogramming processsubmitted by componentsand coordingting
urgent reprogramming actionson thebas sof recommendationsfrom Servicereprogramming centers.

d. Coordination with theCor e, Supportingand Reated Capabilitiesof | O. EW can stand
aoneor enable, support, and enhancethe other capabiilitiesthat arepart of, support, or arerdated to
10. EW isviableacrossthefull rangeof military operations. EW isrepletewith opportunitiesto support
O missonsindependent of “traditiond” EW roles. Integrationof EW (andthecother capatiilitiesassodiated
with10) isnecessary if plannersaretoredize potentiad synergiesbetween these capabilitiesand the
effectsthey can generatetoincreasejoint forceeffectiveness.

(1) Oneof theprimary functionsof thel O cell istodeconflict and coor dinatethevarious
capabilitiesthat areassociated with |O. Most of these capabilitiesdepend on, use, or exploit the
EM spectrumfor at least someof their functions. The deconflictionand coordination of EW inan
operationisacontinuousprocessfor thel O cdl and the JCEWSEWCC.

(2) BesidesEW, thel O corecapahilitiesinclude PSY OP, OPSEC, MILDEC, and CNO.
Together thesefive capahiilities, used in conjunction with supporting and related cgpabilities, operate
within theinformation environment to providethe JFC an operationa advantage by achieving and
maintaininginformationsuperiority. Information superiority istheoperationd advantagederived fromthe
ability to collect, process, and disseminate an uninterrupted flow of informationwhileexploiting or
denying an adversary’sability todothesame. JP3-13, Information Operations providesadditiona
detall.

(@ ElectronicWarfareand PSY OP. PSY OPactivitiesoften usethe EM Sto broadcast
their messageto target audiences using platforms suchas COMMANDO SOLO. EW activities
support PSY OPby, when appropriate, degrading the adversary’sability to see, report, and process
information and by isol ating thetarget audiencefrominformation. EW plannersmust beawareof the
potentid tointerferewith PSY OPeffortsto convey informationtoadversariesor foreigntarget audiences
PSY OP supportsEW by broadcasting PSY OP productson adversary frequenciesand by developing
productsfor broadcast on other Service’' SEW assets. |f necessary and approved, EW can prevent
reception of PSY OPbroadcagts. PSY OP platformsand unitsdepend oninformeation gathered through
EStowarnthem of potential threatsand providefeedback about reaction to PSY OPbroadcasts
andother activities. PSY OPunitsrdy oneffective EPeffortsto prevent adversary EA activitiesor other
inadvertent EMI from disrupting their efforts. Coordinationof PSY OPand EW planned frequency use
when devel opingthe JRFL isthefirst sepin deconflicting thesetwo cgpabilities. Duringtheexecution
phaseof anoperation, PSY OPand EW gaff personne should deconflict thelr operationsand frequency
useonaregular bass.

JP 3-53, Doctrinefor Joint Psychol ogical Operations, providesadditional detail.

(b) ElectronicWarfareand OPSEC. EA supports OPSEC by degrading adversary
electromagnetic | SR operationsagainst protected unitsand activities. EScan support theOPSEC
effort by providinginformation about adversary cgpabilitiesandintent to collect inteligenceabout essential
elementsof friendly information (EEFI s) throughthe EMS. EScan dsobeusedto evauatethe
effectivenessof friendly force EM CON measuresand recommend modificationsor improvements. An
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effectiveand disciplined EM CON plan and other appr opriate EP measur esareimportant agoects
of good OPSEC. OPSEC supports EW by concealing EW unitsand systemsto deny information
ontheextent of EW capabilities. During operations, OPSEC plannersand EW staff personnd should
frequently review EEFIsinlight of thedynamicsof theoperation. Adjustmentsshould berecommended
to EScollection efforts, EMCON posture, and other EP measures asnecessary to maintain effective
OPSEC.

JP 3-13.3, Operations Security, providesadditional details.

(c) ElectronicWarfareand Military Deception. EW supportsMILDEC by using
EA/ESasdeception measures, by degrading adversary capaiilitiesto see, report, and processcompeting
observables, and by providing theenemy withinformation received by e ectronic meansthat isproneto
misnterpretation. Knowledgeof MILDEC plansand actionsisnormdly very restricted. Designated
EW planners must work through the J-3 1O staff for deconfliction and EW support to MILDEC
operations. MILDEC frequently reliesonthe EM Sto convey thedeceptionto adversary intdlligenceor
tactica sensors. Forcesassgned to the deception effort are often eectronicaly “ enhanced” to project
alarger or different forcestructureto adversary sensors. Friendly EA assetsmay beanintegra part of
thedeception effort by selectively jamming, interfering, or maskingtheEM profileof themainoperationd
effort. Atthesametime, coordinationwithinthe JTF staff must occur so that EA activitiesdo not
interferewith frequenciesbeing used to convey the EM aspectsof the deceptionto adversary sensors.
Disciplined EMCON and other appropriate EPefforts, by both deception assetsand thoseof themain
effort, areessentia to preventing theadversary from distinguishing deception activitiesfromthemain
effort. ESassetscan provideimmediatewarning to deceptionforcesabout adversary forcesreactingto
their presenceor actions. ESassetsarea so animportant meansto determinethat theadversary is
capableof recelving the EM aspectsof adeception. Sincedeceptionforcesareoften positioned * off
axis’ fromthemain effort, ES platformspositioned with the deception effort may assist inlocation of
adversary forcesby assstingwith“triangulation” indirectionfinding activities. Designated EW saff
personnel should havethe security clearancesand accessnecessary towork with MILDEC planners
during the planning and execution phases of an operationthat involvesdeception. MILDEC supports
EW by influencing an adversary to underestimatefriendly EA/EP/ES cgpabilities. EW plannersshould
ensure that EM frequencies necessary to support deception plans are accounted for in spectrum
management databasesand on the JRFL without disclosing that specific frequenciesarerelated to
deception. During theexecution of anoperation, EW gaff personne should monitor EW supporttothe
deception effort and coordinateany changesor conflictsinatimely manner.

JP 3-13.4, Military Deception, providesadditional details.

(d) Electronic Warfare and Computer Network Operations. CNO may be
facilitated and/or enabled through EW. Theincreasing prevaenceof wirdessinternet and telephone
networksintheoperationd environment hascreated awiderange of opportunitiesand vulnerabilities
when EW and CNOtactics, techniquesand proceduresareused synergidticaly. Whilephysicd access
toaparticular computer network may belimited, € ectronic accessmay provethekey to successful
computer system penetrations.
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(e) ElectronicWarfareand I nfor mation Assurance. EW supports|A by usng EP
to protect equipment. 1A isconcerned withmeesuresthat protect and defendinformationandinformation
sysemsand themgjority of themeasuresinvolvetheuseof theEMS. Consequently, EW isinextricably
boundtolA. 1A supports EW by ensuring EW assetsare available. EPtactics, techniques, and
proceduresassg inassuringtheavalahility, integrity, authentication, confidentidity, and nonrepudiation
of measureswhich | A seeksto protect and defend. EA tactics, techniques, and proceduresassstsin
compromisingthosesamequditieswhich adversary 1A seeksto protect and defend. EMC resolution
and pectrum management proceduresassist 1A inovercoming the problem of eectronicfratricide.

(f) ElectronicWarfareand Physcal Attack. EW supportsphysica destruction by
providing target acquisition through ES and by destroying or degrading susceptible assetswith
EA. Physical destruction supports EW by destroying adversary C2 targets and by destroying
adversary dectronicsystems. “Precisondrike’ isanincreasngly important agpect of physica destruction
actionsinjoint operations. EW isanimportant part of precison strike. Frequency management and
deconfliction must account for frequencies used by varioustypesof precision strikeweapons. ES
astsareanimportant part of effortsto dynamicaly mapthe EME of theoperationd areafor targeting
and threst avoidance planning. Standoff munitionsand antiradiation ordnancearemgor assetsinany
operationand may, for example, beused to selectively destroy adversary emittersin support of military
deception, SEAD, OPSEC, and PSY OPefforts. Theemployment of antiradiationweaponsmust be
carefully planned and deconflicted to prevent the engagement of unintended targets. Destructive DE
weapons are being researched and developed and will likely cometo be an important part of the
physica destructionactionsof joint operations. EA assatsperformvita screening functions(including
theuseof sandoff wegpons) for friendly air srikesand other combeat unitsonthegroundandat sea. EA
asoplaysanimportant rolein defeating hostileair strikesand countering precision strikewegpons.
Disciplined EMCON and other EP measuresared so animportant part of protecting friendly air strikes
andfront linetactical unitsontheground and at sea. EMCON and other EP measuresa so protect
friendly forceshandling or operating around live ordnance during combat operationsby preventing
inadvertent detonationsdueto hazards of € ectromagneticradiationto ordnance. ESassetsprovide
timely warning of adversary reectiontofriendly air strikesand other physical destruction actionsthat
takefriendly forcesinto hostileterritory or contact with adversary combet forces. ESaso performsan
important combat assessment roleby providing feedback about theresultsof friendly physica destruction
actionsthat can beobtained through SIGINT or changesintheEME. EScanasobeusedtoevduate
theeffectivenessof friendly force EM CON measuresand recommend modificationsor improvements.
All of thesefactorsrequirethat joint EW staff personnd actively work withair planners, firesupport
personnd, and other staff personnd involved in coordinating the physical destruction actionsduring
combeat operations.

JP 3-09, Joint Fire Support, providesfurther details.

(9) ElectronicWarfareand Physical Security. EW supportsphysical security by
using EPto safeguard communicationsused in protecting facilities. Physical security supportsEW
by saf eguarding equipment used in EW. Inanerawhenimprovised explosivedeviceswithradio
controlled e ectronic detonators have become ubiquitous, EW and physical security havebecome
closdly intertwined. Operationsin Iragqhave provided many innovative usesof EW capabilitiesto
preempt and disrupt threatsthat may be using part of the EM Sto attack codlition ground forces.
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(h) ElectronicWarfareand Counterintdligence. Therearemany € ectronic aspects
toCl. Cl supportsEW by providingintelligenceinformationfor usein e ectronic countermeasures.
However ClI personnd arenormaly sdlf sufficient incarrying out thee ectronic tactics, techniques, and
proceduresassociated withther duties. ES platformson occasion might becalled onto help monitor
someaspect of Cl operationsin overseaslocations. Frequenciesused for Cl operationsinforeign
locations should be coordinated through the JRFL.. Close coordination through the 3310 and J-2
Cl gaff divisonsmust establish battle rhythm and/or tactics, techniques, and proceduresto monitor
and deconflict JRFL and other EW activitiesthat either support or potentially jeopardize human
intelligenceactivities.

(i) Electronic Warfare and Combat Camera. EW involves some of the most
technol ogicaly sophisticated and innovative apects of joint operations. Affording COMCAM the
opportunity to capture photographsand film of EW unitsin action can helpto convey todomesticand
foreign audiencesthetechnol ogica sophiticationand power of USforces.

() ElectronicWarfareand PublicAffairs. Therdationshipof EWto PAisprimarily
oneof deconfliction. Newsmediapersonnd intheAOR useavariety of eectronic recording and
transmitting devicesto carry out their assgnments. Itisimportant that their equipment and operating
frequenciesareaccounted for inthe JRFL to enable deconfliction andidentify potential fratricidal
interference between newsmediaequipment and friendly forcemilitary equipment.

(k) ElectronicWarfareand Civil-Military Operations. Insupport operationssuch
ashumanitarian operationsEW aircraft may beused to broadcadt civil defenseinformationsmilar tothe
way they havebeen usad successfully to broadcast PSY OPmessages. Indl operationsCM Ofrequencies
haveto beincluded onthe JRFL to ensuredeconflictionwith EW activities. Asopportunitiesfor EW
expand into peacetime contingency roles, it becomes moreimperativethat planners consider
diplomatic clearancerequirementsof host nationsasearly aspossible.

(1) ElectronicWarfareand Defense Support to Public Diplomacy. EW support
and deconflictionwith DSPD paraldsEW support and deconflictionwith PSY OP.

e Legal SupporttoElectronicWarfare. Legd review isrequiredtoensureEW operdionsare
incompliancewith existing internationa law, host-nation agreementsand arrangements, USpalicy,
DOD publications, federa laws, LOACs, thester specificand ROE.

See JP 1-04, Legal Support to Military Operations, for further details.

f. Exploitation of Captured Equipment and Personnd. Exploitation of adversary equipment
canverify adversary ectronicequipment cgpabilities toindude WARM. Thisinformationcanleadto
thetesting or verification of friendly EW equipment or begin the processof EW reprogramming to
counter new adversary capahiilities. Exploitation of captured adversary personnd canleadtodiscoveries
of adversary capabilities, tactics, and proceduresagaingt friendly EW capabiilities. Informeation gleaned
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through theinterrogation of captured personnd may hep EW plannersevaluatetheeffectivenessof
friendly EW actions. Thisinformation canasoadinafter-action report reconstruction of EW.
Thejoint captured materiel exploitation center and joint interrogation and debriefing center conduct
theater exploitation of captured materid andinterrogation of captured personnd respectively. TheEW
daff should establish EW expl oitation and interrogation requirementsthrough the J-2 representative of
thelO cdl (or viaother established procedures) to take advantage of the opportunitiesthat may be
redlized through theexpl oitation of captured equipment and theinterrogation of captured personnel.

For additional information see Appendix G JP 2-01, Joint and National Intelligence Support
to Military Operations.

3. Component Coor dination Procedures

Componentsrequiring EW support from another component should beencouragedto dir ectly
coor dinatethat support whenpossible, informingjoint EW plannersof theresultsof suchcoordination
asgpproprigte. However, atthejoint forcelevd , EW plannersshoul d befamiliar withhow thiscoordingtion
occursacross Serviceand functiond component linesin order to bepr epar ed toasss and facilitate
coor dination when necessary or whenrequested. Anoverview of component EW coordingtionfactors
and proceduresare provided inthissection. When the JFC has chasen to conduct operationsthrough
functiond components, thefunctiona component commanderswill determinehow their components
areorganized and what proceduresareused. EW planners should coordinate with the functional
componentsto determine how they are organized and what proceduresare being used by functiona
component forces

a Army Coordination Procedures. TheArmy Servicecomponent command G-310divison
or G-7, plans, coordinates, and integrates EW requirementsin support of the JFC'sobjectives. At
corpslevd, coordinaionwith boththe G-7, thefire support coordination center or firesupport el ement
(FSE), andthecommunicationssysemsstaff officer isrequired. Theserequirementsaretrandatedinto
EW support requestsand, where possible, are coordinated directly with the gpopropriate staff d ements
having EW gtaff respong bility within other component headquarters. Conversaly, other components
requiring Army EW support initidly coordinatethose support requirementswiththe EW officer a the
Army forcesheadquartersor tactica operationscenter. Thiscoordinationisnormaly doneinpersonor
through operationda channd sin planning joint EW operations. However, the Globa Command and
Control System (GCCS) or Globa Command and Control System-Army (GCCS-A) may beusedto
coor dinate immediate requestsfor Army EW support. In this case, other components will
communicatetheir EW support requestsviathe GCCSor GCCS-A tothe FSE and EW officer orto
theEW sectionat corpsor divisonleve. Air Forceand Army coordinationwill normaly flow through
thebattlefield coor dination detachment at theAir Forcesair and space operations center. EW
daffsat higher echdonsmonitor the EW requestsand resolve conflictswhen necessary. Also, theG-7:

(1) Providesan assessment of EW cgpabiilitiesto other component operation centers,
(2) Coordinatespreplanned EW operationswith other Service components; and

(3) Updatespreplanned EW operationsin coordinationwith other componentsasrequired.
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b. MarineCorpsCoor dination Procedures TheMAGTFheadquartersEWCC, if esablished,
ortheMAGTFEWO, if thereisno EWCC, isrespons blefor coor dination of thej oint aspectsof
MAGTF EW requirements. Requirementsfor other component EW support areestablished by the
operaionsdaff, in coordinationwith theaviation combat € ement, theground combat dement, andthe
combat servicesupport eement of theMAGTF. Theserequirementsaretrand ated by theEWCC or
EWO into tasksand coordinated with the other component EW staffs. In addition, the EWCC or
EWC:

() Providesanassessment of MarineCorpsforces EW capabilitiesto other component
operation centersto beusedin planning MAGTF EW support toair, ground, and nava operations,

(@  Coordinatespreplanned EW operationswith gppropriaiecomponent operaion centers,

(3  UpdatesEW operationsbased on coordination with other component EW agencies,
ad

(4  Coordinaeswiththeintdligencegtdf officer toensurethat anintdligenceganandloss
andysisisconducted for potentid EW targets.

c. Navy Coordination Procedures. The Navy component commander is normally the
numbered fleet commander for atheater. ThelO cell (typically theN39 code) isresponsiblefor
all Navy EW effortsand provides coordination and tasking to task forcesassigned. ThelWC at
thecarrier strikegroup or expeditionary strike group providesfor execution at thetactical level.
When navd task forcesare operating asacomponent of ajoint force, thelWC:

() Providesanassessment of Navy EW capabilitiesto the other component operation
centers and

(2  Coordinatespreplanned EW operationswith appropriate component EW agencies.

NOTE: Airborne EA and ES assets, such asthe EA-6B Prowler, when employedin astrike support
rolewill betheresponghility of the strikewarfarecommander. Thestrikewarfarecommander isthe
CVWC or themoretraditiond CAG TheCAGisrespongblefor coordinatingintegrationof air wing
asstsintotheATOwiththe JFACC.

d. Air ForceCoordination Procedures. Air Forcerequirementsfor other component EW
support areestablished by the COM AFFOR'’ sA-3 (or equivaent operationsdirectorate) or A-5 (or
equivalent plansdirectorate), in coordination with thedirector for intelligence. TheA-3or A-5 staff
trand aesrequirementsfor other component EW support into tasksand coordinatesthosetaskswith
the component EW agency. Inaddition, theA-3 or A-5 staff officer:

(1) Providesanassessment of Air Force cgpabilitiesto other component operation centers,
ad
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(2) UpdatesEW operations based on coordination with the other component agencies.

e. Special Oper ationsFor cesCoor dination Procedur es. The JFSOCC will establishaJOC
tosrveasthetask integration and planning center for joint forcespecid operaions(SO). Requirements
from SO unitsfor EW support will betransmitted to thejoint force special operations component
command JOC for coordination with thejoint force pecid operationscomponent command O cell.

See JP 3-05, Doctrinefor Joint Specia Operations, for further details.

f. United SatesCoast Guard (USCG) Coordination Procedures. TheUSCG operatesas
anindependent agency inthe Department of Homeland Security. Uponthededaration of war or when
the President directs, the USCG will transfer to the Department of the Navy. Joint operationsmay
include USCG assetsthat may possessEW capabilities. Coordinationwith USCG assetsshould be
through assigned USCG liaison personnd or operationd proceduresspecifiedinthe OPLAN or OPORD.

4. ElectronicWarfareand I ntelligence Coor dination

Detalled coordingtionisessentid betweenthe EW activitiesandtheintd ligenceactivitiessupporting
anoperation. A mgor portion of theintelligence effort, prior to and during an operation, relieson
collection activitiesthat aretargeted against various partsof theEMS. ES dependsonthetimely
collection, processing, and repor ting of variousintelligenceand combat infor mation toaert
EW operatorsand other military activitiesabout important intelligencecollectedintheEMS. Itisvitd
that al prudent measures are taken to ensure EM S activities are closely and continuoudy
deconflicted with ESandintelligencecollection activities. TheJ-2 must ensurethat EW collection
prioritiesand ES sensors are integrated into acompleteintelligence collection plan. Thisplan
ensuresthat use of scarceintelligenceand ES collection assetsismaximized in order to support al
aspectsof the JFC objectives.

JP 2-01, Joint and Nationd Intelligence Support to Military Operations, and itsclassified supplement
provide additional details.
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CHAPTER V
MULTINATIONAL ASPECTSOFELECTRONICWARFARE

“The United States must. . . strengthen alliances to defeat global terrorism and
work to prevent attacks against us and our friends.”

The National Security Strategy of the United States of America 2006

1. Introduction

OperaionsIRAQI FREEDOM, ENDURING FREEDOM, andALLIED FORCE demondrated
therequirement for USforcesto beabletointegrate operationswith dlied and codition nations. US
plannersmust be prepared tointegrate USand alied or codition EW capabilitiesinto anoveradl EW
plan, beadletoprovidedlied or codlition nationswithinformation concerning USEW capabilities, and
provide EW support todlied or codition nations. Asinjoint operations, EW isan integral part of
multinational operations. InUS-led operations, thedoctrinewithinthispublication should beused as
thebassfor dl EW activitieswithinthemultinationd force(MNF). However, theplanningof MNFEW
ismademoredifficult becauseof ill-defined security issues, different cryptoequipment, differences
inthelevd of trainingof involvedforces, andlanguagebarriers. Theseproblemsarewd | understood
throughout North Atlantic Treaty Organization (NATO) commandsand arenormally resolved by
adherencetostandard NAT O agreements. Therefore, it makessensefor USforces, asparticipants
iINNATO, to adopt these procedureswhen working with NATO or other MNFssuch asmay bedrawn
frommembersof theAmerican, British, Canadian, AudrdianArmiesStandardization Program (ABCA)
andtheAir and SpaceInteroperability Council (ASI C) made up of themembersof ABCA plusNew
Zedand. NATO andtheABCA have devel oped documentsto deal with MNF EW mission support.
However, withtheexception of Audrdia, Britain, and Canada(who areontheofficid disributionlist of
thispublication), dlied and codition EW officersmay not understand theterminol ogy or procedures
being used. A fundamental task for the EWO of a US-led MNF is to recognize and resolve
terminology and procedur al issuesat theoutset. Thiscan beachieved by comparing multinationa
doctrinetothispublication. Current NATO EW doctrineisconsistent with USEW doctrine.
Geographic combatant commandersshould provide guidanceto the MNF commander (MNFC) (if
theMNFCisaUS Servicemember) withintheir joint OPLANsonthereeaseof classfied materid to
alied and/or codlitionforces. However, the MNFC must determinethe need to know and release
information essentia to accomplishingthemisson at theearliest gagesof planning. Todothis USEW
plannersmust beintimately aware of both sidesof theissue— national security aswell asmisson
accomplishment —in order to advisethe MNFC. Intelligence components must ensurethey plan
sufficiently ahead for necessary approvals. See DIA Regulation 60-28, International Military
Intelligence Relationship.

2. Multinational ForceElectronicWarfareOr ganization and Command and Control

a MNFC. TheMNFC providesguidancefor planningand conducting EW oper ationsto
the M NF through the J-3, the 10 cdll or, when established, the Combined EWCC. It should be
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recognizedthat thel O cdl (or EWCC) assumesresponghilitiesset forthin Chapter 11, “Organizing for
Joint Electronic Warfare”

b. Multinational Saff. TheMNFC should assgnresponghilitiesfor management of EW resources
inmultinationa operationsamong thetaff for thefollowing.

(1) OperationsOfficer. Themultinationd aff J-3hasprimary reponshbility for theplanning
andintegration of EW operationswith other combat disciplines.

(2) Saff EW Officer. Thegtaff EWO'sprimary respongbility should beto ensurethat the
MNFC is provided the same EW support that aUS JFC would expect. In addition to the duties
outlinedin Chapter |1, “Organizingfor Joint Electronic Warfare,” the EW officer should beresponsble
forthefdlowing:

(& Ensurethat al component commandersof theMNF provideadequatdy trained
EW officer sto bemembersof theMNFC EW gaff. Thechainof command should beestablished by
theJ-3. Therationdefor augmenteegtatusisthat thedlied and/or codition officersmust befull members
of themultinational EW planning cell and respons bleto the chain of command. They must not be
subjectedtothepossihility of plitloydtiestoalower command withintheforce, ascould bethecaseif
they adopted thetraditiond liasonrole.

(b) Determinetheneedfor placing USEW liaison officerswith dlied and/or codition
commandsto ensurethat theMNFC' sEW plansand proceduresarecorrectly inter preted.

(c) Integrateallied and/or coalition EW officer augmenteesat the planning stage,
delegating tothem dutiesand responsibilitiessimilar tothosegiventoequivdent USofficers.

(d) Coordinatethenecessary EW communicationsconnectivity for assgnedforces.
Particular emphasi sshould begivento eguipment, encryption devicesand keying materid, and procedurd
compdibility whenintegrating dlied and/or coditionforces.

(e Integratedlied and/or codition C2 requirementsinto themultinationd and JRFL.

(f) Attheearliest possiblestage, providedlied and/or coditionforceswith current US
EW doctrineand planningguiddines.

(3) Allied and/or Coalition EW Officers. Allied and/or codition commandersshould
assgnadequately traned EW officerstotheMNF EW planning cell. Theseofficersshould:

(& Have an in-depth knowledge of their own forces operationa/SIGINT/EW
requirementsand cgpabilities organizeSIGINT and EW capabilities, nationd support fadilities, and C2
Sructure; and

(b) Possessnationd clearancesequivaent withthelevel of classfied USmilitary
information they are eligibleto receivein accordance with US national disclosurepolicy. These
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requirements may mean theindividual s concerned will beasenior O-3 or O-4 pay gradeleve or
equivaent. Asaresult, they may be augmentees drawn from national sources other than the unit
involvedintheMNF,

3. Multinational ElectronicWarfareCoor dination Cdl with Allied Forces

Although NATO'sEW, policy contained in Military Committee (M C) 64, NATO Electronic
Warfare Palicy, islargely based on USEW policy, the per spectiveand proceduresof an MNF
EWCC will benewtomost. MC 515, Concept for the NATO S GINT and EW oper ations center
(SEWOC), providesthe operationd requirement and theoperationa proceduresfor aninteroperable
SEWOC to support thefull rangeof possible NATO and NATO-led operationsinacombined and
jointenvironment. 1t dso providesastandard of operationsbetween agencies-services-organizations
and nodesaswell asthebadic principles, reationships, establishmentsand specific detallsrequired to
manage SIGINT and EW in support of NATO operationsand to exercisethe capability in peacetime.
M C 486 Concept for NATO Electronic Warfare Core Saff (NEWCS) describesthefunctionsof the
NEWCS. Theprimary functionsof the NEWCSwould beto provideacore staff to augment JFC
EWCCs saveastheprimary EWCC dement for theNATO responseforceand providean operationd
planning capability for NATO operationsand exercises. JFC EWCCsand primary EWCC dement for
the NATO responseforceareto be augmented by those nations contributing to the operation with
assetsusng EW. TheNEWCSmug aso provide EW training for NATO forcesand Alliancemembers
and provideEW support for and anadyssof NATO andAllianceMember EW systemsand cgpabilities.
At best, participantsmay haveworkedjoint issuesand served in adjacent forceswho have exchanged
EW liasonofficars However, precedent exigts, maritimeforceshavefor many yearsworked multingtiond
issueswithlittledifficulty. Allied Tectical Publication (ATP) 8A, Doctrinefor AmphibiousOperations,
now containsasupplement on EW. Thisind udesproceduresnecessary toexchange S GINT information.
Inaddition, Allied Joint Publication (AJP)-01(A), Allied Joint OperationsDoctrine, includesachapter
on EW andthe EWCC. NATO membersinvariably basetheir nationa EW doctrineonthat agreed
withinNATO MC 64. However, thereisaneed to ensurethat the most recent, releasable, USEW
publicationsare provided to supporting alied and/or coditionforces. NATO hasdso established a
NATO Emitter Databaseto exchangeinformeation about member countries and nonmember countries
electronicemissonsandfadilitatethe coordinetion of EW.

4. Multinational Electronic Warfarewith Australian Armies Sandar dization Program
and Air and Spacel nteroper ability Council Member Nations

Srongtiesaremaintained with thesetraditiond dliedforces. Thisisparticularly truewithinthefidd
of EWand SIGINT. Muchinformationisexchanged at thenational level andthispublication has
been rel eased to these nations. Anexampleof the closetiesisthe Quadripartite Working Group on
EW, whichistheABCA EW forum. AlthoughAusdtrdiaisnot aparty to NATO agreements, they are
awareof thecurrent satusof NATO'SEW palicy containedin M C 64. Quadripartite Standardization
Agreement (QSTAG) 593, Doctrine on Mutual Support Between EWUnits, reflectscurrent NATO
policy and meetsAustralia sneeds. Thisdocument contains standard operating procedurefor an
EWCC. ASICworking parties(WPs) 45 (Air Operations) and 70 (Miss onAvionics) both dedl with
EW issues. WP45 looks at the operational employment of the MNF s EW assets, while WP 70
invedtigatesthepossibility of sandardizing EW sysems.
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5. Multinational Electronic War fareCoor dination Cell with Other Alliesor Coalition
Partners

Theprinciplesexpressed aboveareequaly gpplicableto other dliesand/or coditions. TheMNFC
shouldindude EW officersfrom supporting alied and/or coditionforceswithinthe EWCC. Shouldthis
not bepractica for security reasonsor avail ability, theMNFC shoul d, based onthemission, beprepared
to provide EW support and the appropriateliaison officersto thedlied and/or codition units.

6. Electronic WarfareM utual Support

a. Exchangeof SIGINT infor mation in support of EW operations should be conductedin
accordancewith standard NATO, ABCA, and ASIC procedures, asappropriate. Theinformation
datadements, identifieda TABs1and 2and Annex C, d o arecontainedin gppropriatedlied publications
— notably, NATO'ssupplement to ATP-8(A), EWin Amphibious Operations, ATP-51, EWinthe
Land Battle, MC 101/10, NATO SgnalsInteligence Policy and Directive, and ABCA'sQSTAG
593, Doctrine on Mutual Support Between EW Units. Careshould betakennot toviolate SIGINT
security ruleswhen exercisng EW mutua -support procedures.,

b. Exchangeof Electronic Order of Battle. Inpeacetime, thistype of exchangeisnormaly
achieved under bilateral agreement. NATO hasin place procedures within the mgjor NATO
commanders precautionary systemthat can beput into effect duringtimeof tenson. They incdludethe
requirement to exchangeinfor mation on WARM . Theproceduresalso determineat what stage
dliedforceschangetotheuseof WARM; however, inlow-leve conflict, they areunlikely to beactivated.
Therefore, the EWCC, throughthe EW intelligence support organizetion and thethester joint analysi's
center or theater JJOC, should ensuremai ntenance of an up-to-date EOB. Allied and/or codlition staff
officersshould beincludedinturn, and should ensurethat their national commeandsprovideappropriate
updatesto theater joint andysisindiscussonsontheater EOB. They, inturn, should ensurethat their
national commandsprovidegppropriate updatesto thegter joint automated communication-e ectronics
operatingingructionssystem (JACS) and JOCs. MC 521, Concept for Resourcesand Methodsto
Qupport an Operational NATO EWCC/SEWOC, describesaNATO EOB and whoisresponsible
for itsdevel opment and upkeep.

¢. Reprogramming. Reprogramming of EW equipmentisanational responsbility. However,
the EWCC officer should beaware of reprogramming effortsbeing conducted withinthe MNF. The
EWCC officer should keeptheMNFC aware of limitationsthat could resultinfratricideand, when
necessary, seek the MNFC' sassistancein attaining asolution. Todothis, nationa and allied and/or
codition commandsshould providethe EWCC officer withinformeation onthefollowing onrequest.

(1) Capabilitiesandlimitationsof MNF dlied and/or codition EW equipment.
(2) EW reprogramming support availablewithin MNF dlied and/or codition units.

(3) Bilaterd agreementsonreprogramming support for dlied and/or codition unitsemploying
USEW equipment, toincludeany agreement onflagging support.
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(4) Bilaterd agreementson exchangeof EW reprogramming informationwiththosenations
not employing USEW equipment.

(5) Reportsfromfriendly unitsexperiencing reprogrammingdifficulties toindudeinformation
oneffortsbeing madetorectify theproblem.

(6) Immediatereportsonincidentsthat could haveresultedinfratricide.

(7) Operationd changerequestssant to USforeign military sdesreprogramming organizations,
that identify deficienciesinthedlied and/or codlition country’sEW equipment and their request for
reprogramming support. Inturn, the EWCC officer should ensurethat dlied and/or coditionunitsinthe
MNF recelvethe most recent dataheld withinthetheater tacticad EOB databaseand, asappropriate,
theassociated parametricinformation. Thisshoulddlow dlied and/or coditionunitswithintheMNFto
judgetherdiability of their current reprogramming dataand, if necessary, identify problemsto
theMNF EWCC and nationd support agencies. Without thislevel of EW mutua support, fratricide
may ocCur.

d. USEW PlanningAids. Sgnificantimprovementshavebeen madewithinthe United Satesin
the automation of EW planning aids. These improvements allow US EW plannersto extract
information, amost at will, from theater and national databasesand depict it in graphicformat
for planning and briefing purposes. Supportingalied and/or coditionforcesareunlikely to havean
equd levd of automation. Workingwiththedlied and/or codlition officers the EWCC should determine
what EW informationwould assst the MNF at thepplanning and unitlevel andensuretha they getit. To
dothis, the EWCC should understand security issuesthet precludetherd ease of someof thedataand
itssource, but do not necessarily precludetherd easeof EW misson planningtools.

7. Releasability of ElectronicWar farel nformation toAlliesand Multinational Forces

Theintegration of alied and/or multinationa EW officersinto US-led MNF activitiesisoften
perceived by US4t officersastoo difficult duetothecomplexity of nationd disclosurepolicy. A dear,
eadly understood policy onthedisclosureof EW informeation requested by dlied and multinational
partnersmust bedeve oped by thecommander’slO cell officer. Likewise, in peacetimeexercises, the
chief 10 officer should work closaly withthe NATO EW corestaff and NATO EWCCstodevelopa
clear, easly understood policy onthemutud disclosureof EW information.
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APPENDIX A
ELECTRONIC WARFARE GUIDANCE

Theguidanceinthisappendix rlaestothedeve opment of Tab B (ElectronicWarfare) of Appendix
3 (Information Operations) toAnnex C (Operations) of theformat foundin CJICSM 3122.03B, Joint
Operation Planning and Execution System Vol [1: Planning Formats, for OPLANS, operation
plansin concept format, OPORDs, and campaign plans.
1. Situation

a. Enemy Forces

(1) What arethecgpahilities limitations, and vulnerabilitiesof enemy communications, non-
emitting, and EW systems?

(2) What istheenemy capability tointerferewith accomplishment of the EW misson?

(3) What arethecapabilities, limitations, and vul nerabilitiesof enemy communications, non-
emitting, and EW systemsresulting fromthird party support?

b. Friendly Forces

(1) What friendly EW facilities, resources, and organizationsmay affect EW planning by
subordinatecommanders?

(2) Whoarethefriendly foreignforceswithwhich subordinate commandersmay operate?

(3) Wha arethecgpahilities, limitations, and vulnerabilitiesof friendly communications, non-
communications, and EW systems?

c. Civilian and/or Neutral Facilities

(1) Whatdvilianand/or neutrd facilities, resources, and organizationsmay affect EW planning
by subordinates?

(2) What potential unintended and/or collateral consequencescould be expected?

d. Assumptions. What are the assumptions concerning friendly or enemy capabilitiesand
COA sthat sgnificantly influencethe planning of EW operations?

2. Mission

What isthejoint force'smission (who, what, when, where, why)?
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3. Execution
a. Concept of Operations
(1) Whatistheroleof EW inthecommander’ ssirategy ?
(2) What isthe scopeof EW operations?

(3) What methods and resources will be employed? Include organic and nonorganic

cgpabilities.
(4) How will EW support theother core, related, or supporting capabilitiesof |0?
(5) What legd requirementsexist that may affect EW operations?

b. Tasks. What aretheindividual EW tasksand responsibilitiesfor each component or
subdivision of theforce?Includeall instructionsuniqueto that component or subdivision.

c. Coordinating I nstructions
(1) What ingructions, if any, areagpplicableto two or more componentsor subdivisons?

(2) Wha aretherequirements, if any, for the coordination of EW actionsbetween subordinete
dements?

(3) What isthe guidance ontheemployment of each activity, Soecia measure, or procedure
that isto beused but isnot covered e sewhereinthistab?

(4) Whatistheemissonscontrol guidance? Placedetalled or lengthy guidanceinan exhibit
tothistab.

(5) What coordinationwiththe J-6isrequiredto accomplishthe JRFL?
4. Administration and L ogistics

a. Administration

(1) What, if any, administrative guidanceisrequired?

(2) What, if any, reportsarerequired? Include example(s).

b. Logistics. What, if any, arethe special instructionsonlogistic support for EW
operations?
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5. Command and Control
a. Feedback

(1) What isthe concept of operationsfor monitoring the effectivenessof EW operations
duringexecution?

(2) What arethespecificintelligencerequirementsfor feedback?
b. After-Action Reports. What aretherequirementsfor after-action reporting?

c. Signal. What, if any, arethe special or unusual EW-related communicationsrequirements?
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APPENDIX B
ELECTRONIC WARFARE FREQUENCY DECONFLICTION PROCEDURES

1. General

Friendly, adversary, and third party operationsthat use or affect the EM S (communications,
noncommunications, jamming) havethepotentid tointerferewithjoint forcecommunicationsand other
electronic systems. To counter this, the US military has established spectrum management and EW
frequency deconfliction procedures. Spectrummanagement iscompaosed of anentirerangeof technica
and nontechnical processes designed to quantify, plan, coordinate, and control the EM Sto satisfy
spectrum userequirementswhileminimizing unacceptableinterference. EW frequency deconfliction
can be considered asubset of spectrum management and is defined as a systematic management
procedureto coordinatetheuseof the EM Sfor operations, communications, andintelligencefunctions.
Thisappendix providesguidancefor devel opingjoint EW frequency deconfliction procedures. To
fadilitatethedeve opment process, proceduresand Specific &t respongibilitiesarediscussadin paragraph
5below. Totheextent possible, these procedures should befollowed duringjoint, multinationa, and
sngle-Serviceoperationsand exercises.

2. ElectronicWarfareDeconfliction Procedures
Thegepsinvolvedinthe EW frequency deconfliction processareasfollows.

a. DefiningtheOper ationsConcept and Critical Functions. TheJ-3 definesthe concept of
operationstoincludeeach discrete phase of the operation. For each phase, the J-3 definesthecritical
mission functionsthat require uninterrupted communi cations connectivity or noncommunications
operations. For example, communicationswithlong-rangereconnai ssanced ementsor dosealr support
asatscouldbecrudd topreparing for trangtionfrom defenseto offense. Noncommuni cationsequipment
such asidentification, friend or foe systems and fire-control radarsa so need protection. The J-3
providesthisguidancetothejoint forcestaff and subordinate commandersfor planning.

b. DevelopingthelnteligenceAssessment. Based on the J-3 concept of operations, the J
2 determinesintelligence support requirementsand i dentifiesadversary e ectronic systemtargetsfor
each phaseof theoperation (including thecritical adversary functions) and associated dectronicsystem
nodesthat need to beguarded. For example, duringthefriendly attack, adversary communicationand
noncommuni cationsassoci ated with C2 of counterattack forcescould becrucid tofriendly forcesin
determining thetiming and location of the counterattack. Therefore, those critical nodesshould be
protectedfromEA. Aninteligencegain/lossmust identify the vaue of the databeing exploited to
enablethe JFC to make adecision to strike an adversary C2 despiteitsvaueto intelligence.

c. Managing the Electromagnetic Spectrum. JTF-GNO has overall responsibility of
managing € ectromagnetic spectruminterferenceresol ution to satellite communi cations (SATCOM)
systems, satelliteanomaly resol utions, and globa SATCOM systemsfor the operation and defense
of the GIG. Thisisdonethrough the Global NETOPS Center. The J-6 isresponsiblefor the
adminidrativeand technica management of theEM Sinitsoperationa area. Thisindudesmantaining,

B-1



Appendix B

inconjunctionwiththe J-2, thenecessary databasethat containsinformationonall friendly, available
adversary, and sdlected neutrd or civil spectrumemittersor recaivers. Withthead of thedatabase, the
J6assgnsfrequendes, andyzesand eva uatespotentid conflicts, resolvesinternd conflicts, recommends
dternatives, and participatesin goectrum-useconflict resol ution. Theassgnment of frequenciesisbased
ontheJ-3 concept of operations frequency avallahility, unit geographicdigperson, radiowavepropagaion,
equipment technica parameters, and criticdity of unit functions. Whenassigning frequencies, the J-6
should adviseusers(usng their frequency database) of possbleinterferencefrommobilesysemsinthe
operationa area. Operating on assigned frequenciescould spdl | the difference between successand
falureof anoperation.

d. Definingand Prioritizing CandidateNodesand Nets. Thejoint forcestaff and subordinate
commandersshould definefunctionsand identify specific nodes, and equipment that arecritica to
friendly and adversary operations. Candidate nodesand netsaresubmitted for EA protectiontothe
JCEWSEWCC (Thesubmissonshouldfallow thesandard JRFL formet ligedinAnnex A, “ Sandardized
JRFL Forma.”). Intimesof tensonandwar, certain adversary force dataderived from compartmented
SIGINT informeation should be provided by the J-2 and may beexchanged at the gppropriateleve of
dassfication. Red-world EW datad ementsshoul d not beexchangedinexerd sesexcept when pedificaly
authorized.

e. GeneratingtheJRFL. The JRFL isatime- and geographic-oriented listing of TABOO,
PROTECTED, and GUARDED functions, nets, and frequencies. TheJRFL should belimitedtothe
minimum number of frequenciesnecessary for friendly forcesto accomplishobjectives. TheJ-6should
compilethe JRFL based onthecoordinatedinputsfromtheoperations, intelligence, and communications
gaffswithinthecommand and affected subordinatecommands. The J-6 should ensurethat thefrequency
assgnmentsof unit netsdesgnatedfor indusonasPROTECTED or TABOO onthe JRFL aresubmitted
tothe J-3for fina gpprovd prior to dissemination. Therestrictionsimposed by the JRFL may only be
removed a thedirection of the J-3if the J-3 determinesthat thebenefit of jamming arestricted frequency
surpassestheimmediatecriticdity of exploited or requiredinformationtofriendly forces. Operations
andinteligencefunctionsmust beconsulted beforethisdecison. However, thesdf-protection of friendly
forceshaspriority over dl controls. GUARDED, PROTECTED, and TABOO frequenciesaredefined
asfollows

(1) GUARDED. GUARDED frequenciesareadversary frequenciesthat arecurrently
being exploited for combat information and intelligence. A GUARDED frequency istime-oriented
inthat thelist changes asthe adversary assumesdifferent combat postures. Thesefrequencies
may bejammed after the commander hasweighed the potential operationa gain against thelossof
thetechnica information.

(2 PROTECTED. PROTECTED frequenciesarethosefriendly frequenciesusedfor a
particular operation, identified, and protected to prevent them from being inadvertently jammed by
friendly forceswhileactive EW operationsaredirected againg hogtileforces. Thesefrequenciesareof
suchcritica importancethat jamming shoul d beredtricted unl essalsol utely necessary or until coordingtion
withtheusngunitismade. They aregenerdly time-oriented, may changewiththetacticd Stuaion, and
should beupdated periodicaly.

B-2 JP 3-13.1



Electronic Warfare Frequency Deconfliction Procedures

(3) TABOO. TABOO frequenciesarefriendly frequenciesof suchimportancethat they
must never beddiberately jammed or interfered with by friendly forces. Normally theseinclude
internationd distress, sefety, and controller frequencies. Thesearegenerdly long-gtanding frequencies.
However, they may betime-orientedinthat, asthecombat or exercisestuation changes, theredtrictions
may beremovedtodlow sdf protection by friendly forces. Specificdly, during crissor hodlilities, short
duration jamming may beauthorized on TABOO frequenciesfor self protectionto providecoverage
from unknown threets, threets operating outs detheir known frequency ranges, or for other reasons.

f. DisseminatingtheJRFL . TheJRFL ismaintained and disseminated by the J-6.

0. UpdatingtheJRFL. TheJRFL isreviewed by al joint force staff sectionsand subordinate
commands. TheJ-2might need additions, deetions, or qudified frequenciesbased onpossbleSGINT
and EStargets. TheJ-3and JCEWSEWCC monitor the JRFL with repect to changesintheoperations,
timing, dates and TABOO frequencies. TheJ-6 ensuresthat PROTECTED frequenciesarecongruent
withassigned frequencies. TheJ-6 dsoamendsthe JRFL based oninput from J-2and J-3. Supporting
EW unitscheck the JRFL becausethisligtistheprimary sourceof “nojam” frequencies.

3. Joint Spectrum I nter ference Resolution Program

Thisprogram, coordinated and managed by the JSC, addressesthoseinterferenceincidentsthat
cannot beresolved at the unified, subordinateunified, JTF, and component levels. Thejoint spectrum
interferenceresolution (JSIR) program a so satiSfiesthe requirementsof the Joint Staff and thetated
needsof the CCDRsfor ajoint-leve agency to coordinateresolutionof EMI incidents. Theinterference
reporting procedures and format areoutlinedin CICSM 3320.02A, Joint Spectrum Interference
Resolution Procedures.

a JSChasa24-hour capability for recelving interferencereports.

(1) Messageaddress. Defensenformation SystemsAgency (DISA) JSC-J3(UC) for
unclassified reportsand DISA JSC-J-3 (SC) for classified reports

(2) Telephone: Defense Switched Network (DSN) (312) 281-9857, DSN CONUSArea
Code(312), or Commercia (410) 293-9857

(3) Sengtivecompartmentedinformationtrafficisserviced directly through securefacamile
(FAX) and Intdink inthe JSC sendtive compartmentedinformationfacility.

b. Upon receipt of a JSIR report or EMI support request, the JISC JSIR team performs an
andydsusing JSC modd sand databasesto determinethe sourceand workswith theappropriatefied
activity andfrequency manager toresolveinterferenceproblems. Resourcesfor geolocationand direction-
finding support, aswel| asaccessto databasesnot res dent &t JSC, should becoordinated with gppropriste
agendesasnecessaty. TheJSC JSIRteam deploystothelocationof thevictim organization, if necessary,
inorder toresolveinterference problems. The organization requesting JSIR servicesisprovided a
report of theresultsof the JSIR analysisand appropriateinformation isincorporated into the JSIR
database. Thisdatabase supportstrend anayssand futureinterferenceandyss.
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c. Spacesysteminterferencereporting and resolutionissimilar to theterrestrial reporting and
resol ution process except that theinterferencereport issent directly tothe USSTRATCOM Joint
Space Operations Center (JSPOC) from the space system manager affected. Thespacesystemis
congdered to include both the space-based and earth segments. The JISPOC forwardstheincident
report tothegppropriatelead agency for investigation and resolution. Thelead agenciesareasfollows:
Globd Satdlite Communications(SATCOM) Support Center —SATCOM interference, GPS Support
Center —GPSinterference, and Cheyenne Mountain Operations Center —all other interference (to
indude Tracking, Tdemetry and Control and Space SurvelllanceNetwork). Eachlead agency coordinetes
withthe JISCfor andytica support.

4. Responsibilities

Theresponghilitiesof therespectivesaff sectionsand commandsin EW frequency deconfliction
arenoted below.

a J-3Responshbilities
(1) Determineand definecriticd friendly functions(TABOO and PROTECTED) tobe
protected fromjamming and  ectronic deception based on thejoint force concept of operationsandin
coordinaionwith components.
(2) Approvetheinitia JRFL and subsequent changes.

(3) Provideguidancein OPLANsastowhen jamming takes precedenceover intelligence
collectionandviceversa

(4) Resolveproblemswiththeuseof jamming and € ectronic deceptionintactical operations
whenconflictsarise

(5) Continualy weightheoperationd advantagesof employing EW againgt theadvantagesof
intdligencecollection.

(6) Deveop and promul gate pecific employment guidance and request supplementa ROE
for jamming and el ectronic deception in support of joint combat operations. Coordinate ROE andthe
gpprova processwiththecommand staff judgeadvocate.

b. J-2 Responsbilities
(1) Incoordinationwiththenationad SIGINT authority, NSA, determineand define
critical adversary functionsand frequencies(GUARDED) andintelligence system processing and
dissemination frequencies(PROTECTED) to beprotected from friendly EA, and providethemtothe
J-3(throughthe JCEWSEWCC,) for gpproval.

(2) Assigtinprioritizing the JRFL before 33 approvd.
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(3) Deveop and maintain map of nonmilitary entitiesoperationson or near theareabeing
jammed. Evduateprobablecollaterd effect onnonmilitary users.

(4) Nominatechangestothe JRFL.

(5) Assg ISCinresolving reported disruptionresulting from EMI.

c. J-6 Responsibilities

(1) Attempt toresolved reported non-EA related interference.

(2) Managed frequency assgnmentsassociated with thejoint force.

(3) Conduct EW deconflictionanalysis, usng SPECTRUM X XI, asrequired to support
EW objectivesand assst inminimizing adverseimpact of friendly EA oncritical networksby providing
dternativefrequency assgnments. Compile, consolidate, coordinate, and disseminatethe JRFL and
providethe JCEWSEWCC withthefrequency assgnmentsfor those PROTECTED or TABOO unit
netstha aredesignated for inclusoninthe JRFL.

(4) Nominatechangesto the JRFL based on thechanging of assgned operationd frequencies
amongfriendly forceunits

(5) Assstinminimizing adverseimpact of friendly EA on critical networksby providing
dternativecommunications

d. JCEWS/EWCC Responsibilities

(1) Attempt toresolveall reported EA related interference.
(2) Coordinateand provideinput tothe JRFL.
(3) Recommendajoint forceEW target list throughthel O cell.

(4) Identify andresolve, if possible, conflictsthat might occur between planned EA operations
andthe JRFL.

(5) Coordinatewith J-6 and J2 onreportedinterferenceto determineif friendly EA actions
couldberespongible.

e. Joint force subordinate commands and componentsshould, whereagpplicable, establishaunit
gaff e ement to perform thefrequency deconfliction process. Thisstaff € ement should bepatterned
after the JCEWS/EWCC and should bethefoca point for frequency deconflictionfor thesubordinate
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commeand and component forcesit represents. Theresponghilitiesof thisfrequency deconfliction Saff
dement areasfollows.

(1) Submitstothe -6, candidatenodesand nets(bothfriendly and adversary) with associated
frequencies(if known), for inclusoninthe JRFL usingtheformat inAnnex A, “ Standardized Joint
Redtricted Frequency List Format.” Unitsshould specifically desgnateonly thosefunctionscriticd to
current operationsfor inclusoninthe JRFL.. Overprotection of nonessentia assetscomplicatesthe EA
support processand Sgnificantly lengthensthetimerequired to eva uatemiss onimpact resulting from
gpectrum protection. Normally, candidate nodesand netsshould besubmitted ether throughintelligence
channelsand consolidated by J-2 or through operations channel sand consolidated by J-3.

(2) Identifiesconflictsbetween JRFL and friendly EA operationsand requestschanges, as
necessary, toresolvetheconflicts.

(3) Reportsunresolved spectrum disruptionincidentsasthey occur in accordancewiththis
publicationand current interferencereportingindructions.

(4) Keegpsthe JCEWS/EWCC apprised of issuesthat potentidly impact EW planningand
operdiond activities.

f. JSC Respongbilities. The JSC managesthe DOD JSIR program asdescribed in paragraph
3above.

5. Frequency Deconfliction Analysis

Personnd andyzing frequency conflictsmust cong der frequency, location geometry, andtime.

a Frequency. Thepotentid for interference existswhenever emittersoperateat or closetothe
samefrequency range. Interference can aso occur through frequency harmonicsthroughouttheEMS
withjammingoperations TheJRFL limitsthefrequendesthat requireimmediatereview by the JCEWS
EWCC. Wherepossible, automated decis on aids shoul d be used to conduct thiscomparison.

b. Location Geometry. Becauseof thefluid natureof the battlefield (mohility), thel ocationsof
friendly emitterscongtantly change. Thelocationsof friendly emittersshould beandyzed by J-6inorder
topredict possibleinterference. Theresultsof theandysesdepend highly ontheaccuracy of dataand
theandytical techniqueused.

c. Time. Timeandys sattemptsto protect critical network equipment fromfriendly interference
duringfriendly jammingmissons. Thissubjectivejudgmentisonethat should bemadeby theJ-3or JTF
commander, who must wel ghthetrade-off between critica jamming operationsand protection of vital
C2resources.
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6. Automated Spectrum M anagement Tools

a Commandsared so encouraged to useautomated spectrum management tool sthat will assstin
devel oping and managing acongantly changing JRFL.. To support atimeand geographicaly oriented
JRFL, automated sysemsmust passessan engineering modul ethat cong derssuch factorsasbroadcast
power, reception sengitivity, terrain, locations, distances, and time. Thecapability for direct computer
dataexchange between echd onsfor JRFL nominationsand gpprovd isrecommended.

b. SPECTRUM XXI. SPECTRUM XXl isthe DOD standard automated spectrum management
tool thet supportsoperationd planning, aswell asnear red -timemanagement of radiofreguency spectrum,
with emphas son assgning competiblefrequend esand performing Soectrumenginearingtasks. During
peacetime, SPECTRUM X X1 isused by ajoint staff at itspermanent headquartersto facilitatethe
complex task of managing the spectrum during the planning and execution phasesof exercises, aswell
asperforming routinespectrum management functions. Inthecombat environment, SPECTRUM XX
isused by joint staffsto assi st with joint spectrum management. 1tiscapableof implementing any
variationsbetween peacetimeand wartimeoperations, such asoperationd areg, frequency assgnments,
terraindata, equipment characterigtics, andtactical congrants.
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ANNEX A TOAPPENDIX B
STANDARDIZED JOINT RESTRICTED FREQUENCY LIST FORMAT

Thefollowing JRFL format isan attempt to givethe planner astandardized listing of information for
developingaJRFL. Thisformat isused by thejoint automated communications-el ectronicsop-
erationsinstruction (CEQI) system (JACS). JACSisthejoint standard for CEOI and JRFL

1. CLASSIFICATION: One character (U=Unclassified, C=Corflidertial, S=Secret).
2. DECLASSIFICATION  [The declassification date for the frequencies to be protected.
s UNIT Sixteen characters (net name as identified in the CEQI). Disregard for
' ' GUARDED nominations.
" FREQUENCY: Tv_venty—four c_haragers (K=kilohertz, M=megahertz, G=gigahertz,
T=terahertz), identifies a frequency or band (e.g., M13.250-15.700).
5 STATUS: Four characters (T=TABOO /P=PROTECTED /G=GUARDED, and a
' ’ Slash followed by priority A-Z and 1-9 (e.g., T/AL).
6. PERIOD: Two characters (represents CEQOI time period 01-10), if known.
7 START DATE: Egﬂ char_acters (MM/DD/YY) indicate start date when protection is
required, if known.
5 END DATE: Eight charax_:ters _(M M/DD/YY) indicate end date when protection is no
longer required, if known.
o START HOUR: Four characters 24 hour format (HHMM) indicate start time when

protection is required, if known.

Four characters 24 hour format (HHMM) indicate end time when

0. END HOUR protection is no longer required, if known.

TRANSMITTER Fifteen characters (latitude (dd[N or S] mmss)/longitude (ddd[E or W]
COORDINATES: mmss) provide the location to the transmitter or system, if known

Fifteen characters (latitude [dd(N or S)mmss] and longitude [ddd(E or

RECEIVER . . :
12. COORDINATES: W)rmss]) provides the location of the receiver or system to be protected,
if known.
3 AGENCY SERIAL Ten characters (the agency serial number is a unique identifier for each
' NUMBER: frequency assignment), if known.
4 POWER: Nine characters (W=watts, K=kilowatts, M=megawatts, G=gigawatts) and
' ' a maximum of five decimal places, (e.g., W10.01234), if known.
Eleven characters (the emission designator contains the necessary
15. EMISSION: bandwidth and the emission classification symbols [e.g., 3SKOOJ3E]), if
known.
EQUIPMENT ) .
16. NOMENCLATURE: Eighteen characters (e.g., AN/GRC-103), if known.
17. COMMENTS: Forty characters (provided for user remarks), optional entry.

Ten characters (a short title provided by the user to help identify the entry

18, [CEOI NAME couid use the actual title identified on the CEOI), optional entry.
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production for thewarfighter. ThisJRFL format isunclassified but, when actualy accomplished,
should show the proper classification of each paragraph.
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APPENDIX C
JOINT SPECTRUM CENTER SUPPORT TO JOINT ELECTRONIC WARFARE

1. General

TheDOD JSC wasactivated on 28 September 1994. The JSC hasassumed dl themissionsand
respongbilitiesprevioudy performed by the El ectromagnetic Compatibility AnalyssCenter, aswell as
additiond functions. TheJSCisafiddactivity of theDISA.

2. Mission

Themission of the JSCisto ensurethe DOD’seffective use of the EM Sin support of national
security and military objectives. TheJSC servesastheDOD center of excdlencefor EM Smanagement
meattersin support of thecombatant commands, Military Departments, and DOD agenciesinplanning,
acquigtion, training, and operations. Since EW isaprincipa useof thespectrumwithinthel O effort,
JSC support extendsto the EW aspectsof joint military operations.

3. TheJSC Support toEW

a TheJSC maintainsdatabasesand providesdataabout friendly force C2 system|ocationd and
technica characterigticsfor usein planning e ectronic protection measures. Databasesmaintained by
the JSC provide EW plannerswithinformation covering communications, radar, navigationads broadced,
identification, and EW systemsoperated by the DOD, other United States Government departments
and agencdies, and privatebusinessesor organizations. Informationfromthesedatabasesisavailableon
aquick reaction bassinavariety of formatsand mediato support EW plannersand spectrum manegers.

b. The JSC assgts spectrum managers, the JCEWSEWCC, the 10 cedll, and EWOs in the
devel opment and management of the JRAL.. TheJSC maintainsaworldwideDOD spectrumassgnment
databasethat isaccess blethrough SPECTRUM X X1, agpectrum management tool that hasthecgpability
to create, edit, and managethe JRFL.. The JSC dso hascombatant command support teamsthat can
bedeployed to ass s combatant commands, subordinate unified commands, JTFS, or their components
whenrequested. Theseteamsaretrainedto prepare JRFLsor providetraining and assstancein JRFL
preparation. Theteamscan aso serve ason-site advisorsand ass stantsin spectrum management
meaitersand EW deconfliction asrequired.

¢. TheJSCassgtsintheresolution of operationd interferenceand jammingincidentsthroughthe
auspicesof theJSIR program. Theobjectiveof theJSIR programisto resolve problemsat thelowest
possibleleve inthechain of command. The JSC maintainsarapid deployment team that isableto
quickly locateandidentify interferencesources. Thisteam recommendstechnica and operationd fixes
toresolveidentified interferencesources. TheJSC dso maintainsahistorical database of interference
andjammingincdent reportsand solutionstoass g intrend andys sand correction of recurring problems
Combatant commands, subordinate unified commands, JTFS, or their componentsshoul d contact the
JSCinorder to request ass stancein resol ving suspected spectrum interference problems.

C-1



Appendix C

d. TheJSC providesdataabout foreign communicationsfrequency and location data. Databases
containing thisdataare devel oped primarily from open sources.

e. The JSC dso providesunclassified communicationsareastudies about the communications
infrastructure of over 150 countries. Theseareastudiesare developed entirely from open source
materid. Information providedinthesestudiesindudes physcd and culturd characteristics(geography,
climate, and population); overview of tedl ecommunicationssystems, and EM frequenciesregistered for
usewithinthegeographic boundariesof each country. Datainthesestudiesincludescivilian, military,
and radio and television broadcast frequencies. Frequency dataisprovided in automated formto
facilitatedirect input into automated spectrum management toolslikethewiddy-used SPECTRUM
XXI.

4. MailingAddress:

JSC/J33
2004 Turbot Landing
Anngpolis, MD 21402-5064

5. Defense Message System (DM S) Address:
DISA JSC-J3(UC) or (SC)

6. TelephoneNumbers:

DSN: (312) 281-9815 (UNCLASSIFIED)
COMMERCIAL: (410) 293-9815

FAX: DSN (312) 281-3763 (UNCLASSIFIED)
FAX: DSN (312) 281-5309 (CLASSIFIED)
Duty Officer: DSN (312) 281-9857,
Commercial (410) 293-9857
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APPENDIX D
ELECTRONIC WARFARE REPROGRAMMING

1. ElectronicWarfareReprogramming

a. Purpose. Thepurposeof EW reprogramming isto maintain or enhancetheeffectivenessof
EW and TSSequipment maintained by field and fleet units. EW reprogrammingincludeschangesto
Hf-defensesysems, offengvewegponssystems andintdligencecallectionsystems. Thereprogramming
of EW and TSSequipmentistherespongbility of each Sarvicethroughitsrespective EW reprogramming
support programs.

b. Typesof Changes. Severd typesof changescongitute EW reprogramming. Thesefal into
threemgjor categories. tactics, software, and hardware changes.

(1) Tactics. Atacticschangeincludeschangesin procedures, equipment settings, or EW
systemsmission-planning data. Thesechangesareusudly created at the Servicelevel by tactics
devel opersandimplemented at theunit level using organic equipment and personnel.

(2) Software. Softwarechangesincludeactua changesto the programming of computer-
based EW and TSSequipment. Thistypeof changerequiresthe support of asoftwaresupport activity
todter programmed |ook-up tables, threet libraries, or Sgnal-sorting routines. Thesechangesarenot
normally created organicaly, athough newer sysemsmay bereprogrammed rapidly at theunit leve
usngeectronictransmissonmeans.

(3) Hardware. Hardware changesand/or |long-term system devel opment isnecessary
whentacticsor software changes cannot correct equipment deficiencies. Thesechangesusualy occur
when thecomplex nature of achangeleadsto asystem modification.

¢. EW ReprogrammingActions. Duringcrigsplanning or actud hodtilities, EW reprogramming
provides operational commanderswith atimely capability to correct EW and/or TSS equipment
deficiencies, tail or equipment to meet uniquethester or mission requirements, or to respond to changes
inadversary threat systems.

(1) Threat Changes. ServiceEW reprogramming support programsare primerily designed
torespondto adversary threat changesaffecting the combat effectivenessof EW and TSSequipmernt.
A threat changemay beany changeintheoperation or EM sgnatureof an adversary threet system.

(2) GeographicTailoring. Geographictailoringisthereprogramming of EW and TSS
equipment for operationsinaspecificareaor region of theworld. Geographictalloringusudly reduces
the number of threatsin system memory, resulting in decreased processing timeand areductionin
sysemdigplay ambiguities

(3) Misson Tailoring. Missontailoringisthereprogramming of EW and TSS equipment
for themissionof thehost platform. Missontailoring may bedesirabletoimprovesystemresponseto
thepriority threst(s) tothehost platform.
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d. General Reprogramming Process. Thereprogramming processfor EW and TSSequipment
can bedividedinto four phases. Althoughthelast three phasesof the reprogramming processare
unique by Service, each Servicefollowsthe general processdescribed below andin FM 3-51.1,
Marine CorpsReference Publication (MCRP) 3-40.5B, Navy Tactics, Techniques, and Procedures
(NTTP) 3-13.1.15,AFTTP(l) 3-2.7, Multi-Service Tactics, Techniques, and Proceduresfor the
Reprogramming of Electronic Warfare and Target Sensing Systems.

(1) DetermineThreat. Thefirst phaseof reprogramming isto develop and maintainan
accuratedescription of theequipment’ soperationd environment, specificaly enemy threat sysemsand
tactics. Since EW and TSS equipment isprogrammed to identify and regpond to particular threat or
target gnaturedata, intelligencerequirementsmust beidentified to ensurethat an accurate description
of theEM environmentismantaineda dl times. Mantaining an accuratedescription of theenvironment
requiresfusonof knownEM datawiththecollection, andyss and vdidation of enemy “threet” Sgnature
changes. Thisfirg phaseof thereprogramming processcan bedividedintothefollowing three steps.

(@ Collect Data. Threat Sgnaturedatacollection (e.g., collection of threat system
parametricinformation) istheresponsbility of the combatant and component command collection
managers. Sgnaturedatamay becollected asamatter of routineintelligencecollection againgt targeted
systems, whileother datacollection may occur astheresult of urgent intelligence productionrequests.
Regard essof themeansaf callection, Sgnaturedatai sdissaminated to gopropriateintdligence production
centersand Serviceequipment support and flagging activitiesfor andyds.

(b) Identify Changes. At Servicesupport andflagging activities, collected signature
dataisandyzed for EW and T SSequipment compatibility. Incompatibledatais*flagged” for further
andydsand sysemimpact assessment. Attheintdligenceproduction centers, collected dataisprocessed
and andyzed toidentify threet Sgnaturechangesinthe EM environment. |dentified changesarefurther
andyzedtoensurecollector bias(i.e, collector contamination or manipulation of Sgnaturedataattributed
tothecollector or itsreporting architecture) was addressed during theanal ys sprocess.

(c) ValidateChanges. Themost important tep of thisinitia phaseof reprogramming
istovdidaethreat Sgnaturechanges. Therefore, onceanidentified sgnaturechangeiscorrdatedtoa
threat system and andyzed to ensurethereported parametersare correct and not acollector anomaly,
itisfurther andyzedto“vdidate’ it asan actud system cgpabiility changeor isidentified asaprobable
mdfunction. Informationonthreat sysemenginearingandtactica employmentisariticd tothisvaidation
process. Technical analysisand validation of threat changesisnormally provided by oneof three
Savicestientificandtechnicd intelligence production centersor by theDIA. Duringtimesof crigs the
combatant command must ensurethisphaseof thereprogramming processprovidesfor theexpeditious
identification, technicd andlyd's, and dissemination of threet change vali dation messagesto component
commandsand Servicereprogranming centers.

(2) DetermineResponse. During thissecond phase of reprogramming, validated threat
changeinformationisused to assessitsimpact uponfriendly EW and TSSequipment and adecisonto
initiateareprogramming changeisdetermined. |f theequipment fallsto providegppropriaeindications
and warning or countermeasuresin responseto athreat change, adecis on must bemadeto change
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tactics, software, or hardwareto correct the deficiency. To support thisdecison making process, the
Savicergprogramming andysisor flagging activitiesnormdly generatesasystemimpact message(S M)
toinform combatant and component command saffsof theoperationd impact of thethreet changeto
EW and TSSequipment performance. The SIM often recommends appropriate responsesfor each
identifiedthreat change. The Servicecomponent employingtheaffected equipmentisultimatdy reyponsble
for determining the appropriateresponseto vaidated threet changes.

(3) CreateChange. Thethird phaseof thereprogramming processisto developtactics,
software, or hardwarechangesto regain or improveequi pment performanceand combat effectiveness.
A changeintactics(eg., avoiding thethreat) isusudly thefirgt option cons dered, because softwareand
hardware changestaketime. Often, acombination of changes(e.g., tacticsand softwarechanges) is
prescribed to provideanimmediateand long-term fix to equipment deficiencies. Regardlessof thetype
of changecreated, reprogramming support activitieswill verify equipment combet effectivenessthrough
modeling and smulation, benchtests, or test range employmentss mulating operationa conditions.
Following theverification of effectiveness, thereprogramming changeandimplementationingructions
aremadeavailableto gppropriatefied and fleet unitsworldwide.

(4) Implement theChange. Thefinal phaseof thereprogramming processistoactually
implement the changeto ensurethat unit combat effectivenessisregained or enhanced by thetactic,
software, or hardware change. To accomplish thistask, component commandsensurethat tactics
changesareincorporatedinto misson pre-briefs and softwareand hardware changesared ectronicaly
or mechanicdly ingdledinhogt platform EW and TSSequipment.

2. Joint Coor dination of ElectronicWar fare Reprogramming

a General. Coordinationof EW reprogrammingiscritica becausethreat Sgnaturechangesand
equipment reprogramming changeswill affect theEM environment and dl threesubdivisionsof joint
EW operations. Combatant commandsmust ensurethat JCEWR policy and proceduresaredeve oped
and exercised during dl mgor training eventsand redl-world operations.

b. Policy. TheJoint Staff isresponsblefor JCEWR policy. Each Serviceisresponsblefor its
individua EW reprogramming policiesand procedures. Theestablishment and execution of JCEWR
proceduresistheresponsbility of the combatant commands, component commands, and subordinate
joint forcecommandsin accordancewith thefollowingjoint policy. CICS 3210.04, Joint Electronic
Warfare Reprogramming Policy, outlinesthe respongbilities of the Joint Staff, Military Services,
combatant commands, Servicecomponents, NSA, and the DI A regarding the JCEWR process. The
indructionaso setsforthjoint procedures, guiddines, and criteriagoverning joint intelligence support to
EW reprogramming. Thisinstruction describesthe purpose of threat change validation and directs
combatant commandsto devel op and exerciseatimely threet changevdidation processto support the
needsof component commandsand Servicereprogramming support activitiesduring timesof criss.
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APPENDIX E
ELECTRONICWARFARE MODELING

1. General

Moddingandsmulaiontoolsareessentia for theeva uation of EW capabiilitiesand vulnerabilities
Thesetoolsmust cover thefull EW andyticd spectrumfromthebas cengineering/physicsleve through
theaggregate effectsat tactica, operationa and strategic applicationslevels. Smulationsarecritica
because of the high cost associated with system devel opment, fiel d testing, and training exercises.
Additiondly, itisoftenimpossibleto replicatethe scenariosrequired totest or exercisethemultitude of
variables, conditions, andinteractionsthat occur at variouslevel sof combet operations.

2. Application

a. Operational Test Support. Laboratory and rangeagenciesusesmulationstoassstintest
planning, scenario devel opment, test equi pment configuration and detareduction/verificationaswell as
for extrapolating or expanding theuse of test results.

b. AnalyssSupport. Combat devel opersand other andys sactivitiesuses mulationsto conduct
cogt and operationd effectivenessstudies, ass in defining requirements, performforcemix and tradeoff
andyses, and devel optactics, doctrine, and procedures.

c. Operational Support. Operationa commandsuses mulationsto providetrainingfromthe
individua totheater saff levels, serveastactica decisonads, develop and evauate OPLANS, and
conduct detailed misson planning.

d. Weapon System Development. Materid devel opersuse s mulationsto support engineering
devel opment and design, cgpability/vulnerability and survivability andyses, and va ue-added assessments.

e IntdligenceSupport. Inteligenceagenciesuses mulaionstoevauaerawintdligence, reverse
engineer devel oping threats, devel op threat projections, analyzethreat design options, and eva uate
threet tacticsand employment options.

3. Modeling Agencies

Therearenumerousgovernment agenciesand contractorsinvolved in EW modding. TheJoint
Staff Director for Force Structure, Resource, and Assessment periodically publishesthe Catal og of
Wargaming and Military Smulation Models. Thisisthe most comprehensive catalog of models
avalableandidentifiesmost agenciesinvolvedin EW modding. Listed below aresomeof thejoint and
Sarviceorganizationsinvolvedwith EW moddingandsmulation.

a. Joint. DefenseModeling and Smulation Office, JOWC, Joint Warfighting Anaysis Center,
Joint Trainingand Simulation Center, JSC, Warrior Preparation Center, and Joint Warfighting Center.
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b. Army. Aviationand Missile Command, National Ground Intelligence Center, Air Defense
Center and Schoal, Intdligence Center and Schoal, USArmy Training and DoctrineCommandAndyss
Center, 1% Information Operations Command (Land), Electronic Proving Ground, Communications
ElectronicsCommand, Army Materid SysemsAndyssAgency, Test and Evduation Command, Sgnd
Center and School, and National Smulation Center.

c. Navy. Navy Information Operation Commands, Nava Command and Control and Ocean
Surveillance Center, Nava Air Warfare Center, Naval Research Laboratory, Navy Modeling and
Simulation Office, Nava SrikeAir Warfare Center, Naval Oceanographic Office, Center for Nava
Andyss, Nava Space Command, and Naval SurfaceWarfare Center.

d. Air Force. Air ForceAgency for Modding and Simulation, Air Force Research L aboratory,
NASIC,Air Forcelnformation Warfare Center (AFIWC), Air Force Operationa Test and Evauation
Center, Air Force Studiesand AnalysisAgency, Aeronautical Systems Center, Survivability and
Vulnerability InformationAndyssCenter, Air Armaments Center, Air and Space C2Agency, C2Batle
Lab, andAir ForceWargaming Centers.

e MarineCorps. Commandant’sWarfighting L ab, Wargaming and Combat Smulated Divison
of Marine Corps Combat Devel opment Command, and MAGTF Staff Training Program, Moddling
and SmulationBranch.

4. Fidelity Requirements

Fidelity isthedegreeof accuracy and detail towhich theenvironment, physca entities, andtheir
interactionsarerepresented. Fddity requirementsvary widedly depending ontheparticular purposeand
goplication. Congderaionsindetermining theproper fiddity should bebased on scope(eg., individud
versuscorpsgaff, enginearing versusoperaiond), consequencesof inaccurateresults(eg., Srikeplanning
& execution), timeavailable(minutes’hourstoweeksmonths), computer resourcesavalable(processng
gpeed and memory/storage), accuracy and availability of data(leve of detail, confidenceleve, and
form/format), and allowabletolerance of results. Regardlessof thefiddlity required, acons stent
methodol ogy isrequiredto defineand guidetheprocess. Thistypicaly entall sproblem definition (scope
and objective), aresearch (datagathering) phase, andytica methodol ogy devel opment (how thedatais
used or gpplied), and theresultsreporting formet (sati Sfy objective/ansiver question). Highfiddity tools
often are needed to generate data which can be used to aggregate realistic effects at higher order
smuldionlevds, eg., misson/campaignleve war gaming. Insuchcases, audittrallsshouldbeavalable
inandys manua sor other documentationto document datasources, Smplifying assumptions, limitations,
and aggregation techniques. Ingenera, the setup time, input datarequirements, runtime, computer
resources, and user knowledge/expertiseincrease proportiondly with themodel scope, fidelity, and
flexibility of themoddingand smulationtools

5. Modd Design
a User Interface, Preprocessor s, and Postprocessors. Theserequirementswill vary widdy

depending on the particular gpplication. For example, aradar design engineer will need muchmore
flexibility and detall for input datathan atargeting andyst would need inatacticd decisonad. Other
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then purpose, setup, andandyd's timerequirementsand user expeartisearekey condderationsindesigning
preprocessorsand postprocessorsand theuser interface. Ingenerd, maximum use should bemade of
gandard graphic user interfaces.

b. ElectronicWarfareFunctions. Depending upontheandyticd level, any one EW function, or
variouscombinationsof functionsmay need to bereplicated inthemode. EW mode functionsand
capabilitiesmust addressareassuch as. radio frequency and | R wavel ength propagation, radiolineof
Sght, terranmasking, saf-protect jamming, Sandoff jamming (communi cationsand noncommunications),
ESsystems, expendables(chaff andflares), decoys(activeand passve), SEAD targeting, acquisition
and tracking sensors (radar, EO-ER), clutter (Iland/sea/atmospheric), satellite coverage (polar/
geosynchronous), link andyss missleguidanceandflyout, evasvemaneuvers communi Calionsjprocesses
communicationstargeting, EP, and doctrind issues.

c. SoftwareAr chitecture. Thedesignof an EW modd or system of model sshould bemodular
andobject oriented. Exigting Sandardsand commonly used commercid softwarepackagesshould be
ussdwheregppropriate. Standardsindudethosefromthel ndtituteof Electrical and ElectronicsEngineers
(IEEE), American Nationd Standards|ndtitute, Federd Information Processng Standards, Military
Standard 2167A,, Open Software Foundation, and Nationa Security Agency and Central Security
Savice 2167A gandardsshould betail ored to meat theuser requirementsfor documentation. Standards
arepaticularly important withregardtointerfaces. Theprimary objectiveof Sandardizationistomake
thesmulation asmachineindependent aspossible. Tothisend, the operating system environment
should conformto | EEE Portable Operating System I nterfacefor Computer Environmentsstandards.
Additiondly, communicationsprotocol sandinterfacesshoul d conformto the Government Open Systems
I nterconnection Prafile, whichisthe DOD implementation of internationa Open Systems|nterconnect
dandards

6. Verification and Validation

a Verification. Modd verificationisrdated tothelogic and mathematica accuracy of amodd.
Verificationisaccomplished through such processesasdesign reviews, structured walk-throughs, and
numeroustest runsof themode. Test runsare conducted to debug themodel aswell asdeterminethe
sengtivity of output tothefull rangeoninput variables. Indudedinverificationisareview of input data
for cons stency, accuracy, and source. Ultimately, verification determinesif themode functionsas
designedand advertised. Verificationisrather sraightforward but timeconsuming.

b. Validation. Model vdidationrelatestothecorreaion of themode withredity. Ingenerd as
the scope of asmulationincreases, vaidation becomesmoredifficult. Attheengineeringleve fora
limited scope problem, itisoften possibleto desgn alaboratory experiment or field test to replicate
reality. Attheforceleve, itisnot possibletoreplicateall thevariableson thebattlefield and their
interaction. It may bepossibletovaidateindividua functiona modulesby comparisonwithtest dataor
previoudy vaidated enginesring-leve or hightomediumresolutionmodes Nomodd totally represents
redlity. Thisdisparity and the number of assumptionsand limitationsincrease asthemodel scope
increases. Attheforcelevel, modd stend to bestochastically driven but can providerdativeanswers,
indghts, and trendssothat dternativesmay berank ordered. Modd usersmust thoroughly understand
thecgpabilities limitations and assumptionshuiltintothetool andintegrateresultswith off-lineor manud
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methods, asnecessary, to compensatefor these shortfdls. Although the above methodsmay beused
forthevdidation of individud modulesinaforcelevd modd , threetechniquesareused for vdidatingthe
bottom lineoutput of force-on-forcesmulations: benchmearking with anacoepted Imulaion, comparing
with higtorica data, and using sound military judgment. Asragpidly movingtechnologicd advancesare
incorporatedinmodernforcestructures, availability of useful historical databecomeslessprevaent for
predicting outcomesinfuturemid- to high-intengty conflicts. More* crystd-baling” becomesnecessary,
but such effortstend belessrdiablethefarther out onetriesto project into thefuture. Benchmarking
agang widely accepted smulationsprovidesastraightforward and lessbiased method of validation.
However, thereare problemscaused by differencesininput datastructures, assumptions, and output
formatsbetweenthemodds. Totheextent possible, careful review, andys's, and manipulation of data
must be applied to minimizethe potentia of cresting apparent discrepancieswhich canresult from
atemptsto“ comparegpplesto oranges.”

7. Databases

Numerousdatabasesare avail ableto support EW modding. Dataincludedoctrina, order of
bettle, parametric, Sgnature, antennapattern, communicationsnetworks, and topographic. Oneof the
most comprehens ve database catal ogsavailableisthedirectory of DOD-Sponsored Research and
Deve opment databases produced by the Defense Technicd Information Center. Somesourcesof data
for EW moddingincludethefollowing.

a Doctrinal or Scenario Order of Battleand CommunicationsNetworks. DIA, NSA,
Joint ForcesCommeand, Joint Training and Smulaion Center, Combined ArmsCenter, NGIC, NASIC,
AFWC, Naval Air Warfare Center WeagponsDivision, andAir ForceAir Warfare Center.

b. Parametric, Signature, and Antenna Pattern. NSA, DIA, NGIC, Missile and Space
Intelligence Center, Officeof Navd Intdligence, nudear wegponsreconnaissancelist, Navy Information
Operation Commands, NASIC, JSC, andAFIWC.

c. Topographic. NGA, USGeologicd Survey, Army Engineer TopographicLaboratories, CIA,
and Waterways Experiment Sation.
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APPENDIX F
SERVICE PERSPECTIVESOFELECTRONIC WARFARE

1. Army

Thefocusaof Army EW operationsisbased onthe need to synchronizeletha and nonlethd attacks
againg adversary targetsin support of operationa andtactica ground, air, and spaceoperations. Army
EW disrupts, delays, diverts and deniestheadversary’ sability towagewar whileprotecting friendly use
of communicationsand noncommunicationssystems. Theperspectiveof Army forcesisdirectly associated
withthecombined armssiructurecf adversary forcesand themanner inwhich bothfriendly andadversary
combatantsconduct combet operations. Thehigh mobility of opposing combat forcesand the speed,
range, precison accuracy, and lethdity of their wegpons systems place stringent demandson the C2
systemsof both friendly and adversary ground force commanders. Synchronizationisachieved by
integrating EW into both thel O plan and fire support operationsin support of theground scheme of
maneuver, using centralized control and decentralized execution functionsperformed by paralel
communicationssystemsand proceduresat al eche ons. Organic (air and ground-based) EW resources
avalabletosupport Army operationsarelimited, butimproving. Missonrequirementsusudly exceed
operationa and tactical capability. Cross-Service EW support, synchronized with Army combat
operations, isessentia tothesuccessof joint military operations. Joint planning and continuous, effective
coordinationarecritical to synchronizingjoint EW capabilitiesand generatingjoint combet power et the
critical timeand placein battle. TheArmy providesand requirescross-Service EW support whenand
whereneeded to achievethe combat objectivesand operationa goasof the JFC.

2. MarineCorps

a TheMarine CorpsemploysEW asapart of maneuver warfarewith theintent to disrupt the
adversary’sahility tocommand and control forces, thereby influencingtheenemy’ sdecisoncyde. This
ability enhancesfriendly capabilitieswhileshattering themora, mental, and physical cohesionof the
adversary, rendering the adversary incapable of effectively ressting. Marine EW units, found within
both the command and aviation combat e ementsof aM AGTF, aretask organized to meet the needsof
theM AGTF commander, subordinate commanders, and ultimately the operationa god sof the JFC.

b. EW unitsareintegrated into the commander’ sconcept of operationsand schemeof maneuver
inorder to enhancethe MAGTF sinherent combined arms capabilities. Throughthisintegration of
aviationand ground EW capabilities, theMAGTFisableto exploit both thelong- and theshort-term
effectsof EW, conducting active operationsof EA, ES, and EPin order to support the operational
requirementsof the MAGTF commander aswell asthoseof the JFC with provision of cross-Service
supportinthejoint arena.

3. Navy

Nava task forcesused| agpectsof EW inperformingther nava warfaretasks. Emphasisisgiven
tosurveillance, theneutrdization or destruction of adversary targets, and theenhancement of friendly
force battle management through theintegrated employment and expl oitation of the EM Sand the
mediumof gpace. Naval bettlegroupsemploy avariety of organic shipboard EW systems, primexily for
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sdf protection. Navd aviationforcesarethe primary meansby which nava forcestakethe EW fight to
theadversary at extended ranges. Carrier andland-based EA-6B Prowlersuseavariety of onboard
systemsto conduct EA (induding both standoff and dose-injamming), ES and EPinsupport of SEAD
andOtasking. Navd task forceuseof the EM Sand space encompasses measuresthat areemployed
to

a Coordinate, corrdae, fuse, and employ aggregate communication, surveillance, reconnaissance,
datacorrelaion, dassfication, targeting, and d ectromagnetic atack capabilities

b. Deny, decaive, disrupt, destroy, or exploit theadversary’ scapability to communicate, monitor,
reconnoiter, cassfy, target, and atack;

c. Fadlitateantishipmissledefense and
d. Direct and control employment of friendly forces.

SeeNTTP 3-51.1, Navy Electronic Warfare and NTTP 3-13.2, Information Operations Warfare
Commander’sManual for additional details.

4. Air Force
a The COMAFFOR conductsavariety of EW operations, including EA, EP, and ES.

b. Inaddition, EW supportsSEAD and other IO missonareas(eg., ddivery of PSY OPmessages,
actionstakento support aMILDEC operation). Theobject of theseoperationsistoincreaseaircraft
survivability, enhancetheeffectivenessof military operations, andincreasethe probability of misson
success. Air Force EW system devel opment and employment focuson thistask. TheAir Forceuses
anintegrated mix of disruptiveand destructive EW systemsto defeat hodtileintegrated air defenses.
DisuptiveEW sygems, (e.g., self-protectionjamming) provideanimmediate but temporary solution.
The EC-130H CompassCall conductsavariety of EW missonsandisAir Force sprimary nonletha
SEAD as=t. It performs C2 systems countermeasuresthroughout the C2 spectrum, supporting air,
land, sea, and SO acrosstherangeof military operations. Degtructivesystemsprovideamore permanent
solution, but may takelonger tofully achievethedesred results. Theintegrated useof destructiveand
disruptivesystemsoffsetstheir individua disadvantagesand resultsinasynergigtic effect. Successful
EW operationsemphasizerisk reduction whiletill maintaining mission effectiveness. Themilitary
ggnificanceof EW isdirectly rdaed totheincreasein misson effectivenessand tothereduction of risk
assodated withatainingar superiority. Aggressveemployment of EW canhaveaprofoundimpact on
the JFC'slO. TheAir Forceemploysavariety of ground-, air-, and Space-based assetsto accomplish
thesetasks.
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APPENDIX H
ADMINISTRATIVE INSTRUCTIONS

1. User Comments

Usersinthefidd are highly encouraged to submit commentson thispublication to: Commander,
United States Joint ForcesCommand, Joint Warfighting Center, AT TN: Doctrineand Education Group,
116 LakeView Parkway, Suffalk, VA 23435-2697. Thesecommentsshoul d addresscontent (accuracy,
usefulness, cong stency, and organi zation), writing, and gopearance.

2. Authorship

The Joint Staff doctrine sponsor for thispublicationisthe Director for Operations(J-3). The
lead agent for thispublicationisUSSTRATCOM Director of Plansand Policy (3-5).

3. Supersession
Thispublication supersedes JP3-51, 7 April 2000, Joint Doctrinefor Electronic Warfare.
4. ChangeRecommendations
a Recommendationsfor urgent changesto thispublication should besubmitted:

TO: JOINT STAFFWASHINGTON DC//33-DDGO//
CDRUSSTRATCOM OMAHA NE//3512//

INFO: JOINT STAFFWASHINGTON DC//J7-JEDD!//
CDRUSJIFCOM SUFFOLK VA//DOC GP//

Routine changes should be submitted e ectronically to Commander, Joint Warfighting Center,
Doctrineand Education Group and info the Lead Agent and the Director for Operationa Plansand
Joint Force Deve opment J-7/JEDD viathe Chairman of the Joint Chiefsof Staff (CICS) Joint Electronic
Library at hitp:/Awww.dtic.mil/doctrine,

b. When a Joint Staff directorate submitsa proposal to the CJCS that would change source
document informeation reflected inthispublication, thet directoratewill ind udeaproposed changetothis
publicationasanendosuretoitsproposd. TheMilitary Servicesand other organizationsarerequested
to notify the Joint Staff/J-7 when changesto source documentsrefl ectedin thispublication areinitiated.

c. Record of Changes:

CHANGE COPY DATEOF DATE POSTED
NUMBER NUMBER CHANGE ENTERED BY REMARKS
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5. Distribution of Printed Publications

L ocd reproductionisauthorized and accessto unclassified publicationsisunrestricted. However,
accessto and reproduction authorization for classified joint publicationsmust bein accordancewith
DOD Regulation 5200.1 R, Information Security Program.

6. Distribution of Electr onic Publications

a Joint Staff J-7 will not print copiesof JPsfor distribution. Electronic versonsareavailableat
http://Aww.dtic.mil/doctrine (NIPRNET), and http://nmcc20a.nmcc.smil.mil/dj9j 7ead/doctrine/
(SIPRNET), or on IDEI Sat https//jdeisjsmil (NIPRNET), and https.//jdeisjs.amil.mil (SPRNET).

b. Only approvedjoint publicationsandjoint test publicationsarerd easabl e outs dethe combatant
commands, Services, and Joint Staff. Release of any classifiedjoint publicationtoforeign governments
or foreign nationalsmust berequested through thelocal embassy (DefenseAttaché Office) to DIA
Foreign Liaison Office, PO-FL, Room 1E811, 7400 Pentagon, Washington, DC 20301-7400.

¢. JEL CD-ROM. Uponrequest of aJDDC member, the Joint Staff J-7 will produceand deliver
oneCD-ROM with current joint publications. ThisJEL CD-ROM will be updated not lessthan semi-
annually and when received can belocaly reproduced for usewithin the combatant commandsand
Savices
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A-3
A-5
ABCA

ACOS
AFIWC
AFTTP(I)
AP
AOR
ASIC
ATO

ATP

C2
CAG
CCDR
CCIR
CEOI
Cl

CIA
CJCS
CJCSI
CJCSM
CM
CMO
CND
CNO
COA

COMAFFOR

COMCAM
COMSEC
CONPLAN
CSG
CVvWC

DCCC
DE
DIA
DISA
DJOC
DOD
DSN

GLOSSARY

PART | —ABBREVIATIONSAND ACRONYMS

Operations Directorate (COMAFFOR)

PlansDirectorate (COMAFFOR)

American, British, Canadian, AustralianArmies
Standardization Program

ass stant chief of staff

Air ForceInformation Warfare Center

Air Forcetactics, techniques, and procedures (instruction)

Alliedjoint publication

areaof respongbility

Air and SpaceInteroperability Council
air tasking order

dliedtactica publication

command and control

carrier air group

combatant commander

commander’scritica information requirement
communi cations-el ectronicsoperating ingtructions
counterintelligence

Centrd IntelligenceAgency

Chairman of the Joint Chiefsof Staff
Chairman of the Joint Chiefsof Staff instruction
Chairman of the Joint Chiefsof Staff manual
countermeasure

civil-military operations

computer network defense

computer network operations

courseof action

commander, Air Forceforces

combat camera

communi cationssecurity

concept plan

Cryptologic Support Group

carrier strike group air wing commander

defense collection coordination center
directed energy

DefenseIntelligenceAgency
Defenselnformation SystemsAgency
Defense Joint Intelligence Operations Center
Department of Defense

Defense Switched Network
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DSPD

EEH
ELINT

EMC
EMCON
EME
EMI
EMS
EOB
EO-IR

ES

EWCC
EWO

FAX
FM
FSE

G-3

GCCS
GCCS-A
GIG

GPS

A
|EEE
10
IR
ISR
IWC

J2
J3
J-5
J-6

defense support to public diplomacy

€electromagnetic environmental effects
electronic attack

essential elementsof friendly information
eectronicintelligence
electromagnetic

€lectromagnetic compatibility
emissionscontrol

€lectromagnetic environment
electromagneticinterference
electromagnetic spectrum

electronic order of battle
electro-optica-infrared

electronic protection

electronic warfare support
electronicwarfare

electronicwarfare coordination cell
electronicwarfareofficer

facamile
fieldmanud
firesupport eement

Army or Marine Corpscomponentintelligencestaff officer (Army
division or higher staff, Marine Corpsbrigade or higher staff)

component operations staff officer

information operations staff officer (ARFOR)

Globa Command and Control System

Global Command and Control System—Army

Globd Information Grid

globa postioning system

information assurance

Institute of Electrica and ElectronicsEngineers
informeation operations

infrared

intelligence, surveillance, and reconnai ssance
information operationswarfare commander

intelligencedirectorate of ajoint staff
operationsdirectorate of ajoint staff
plansdirectorate of ajoint staff
communicationssystem directorate of ajoint staff

GL-2

JP3-13.1



Glossary

JACS

JCEWR
JCEWS
JFACC
JFC
JFMO
JFSOCC
JOC
JOWC
JSE
JOoC
JOPES
P

JRAL
JSC
JSIR
JSME
JSPOC
JTF
JTF-GNO

LNO
LOAC

MAGTF
MASINT
MC
MCRP
METOC
MILDEC
MNF
MNFC

NASIC
NATO
NEWCS
NETOPS
NGA
NGIC
NSA
NTTP
NWP

joint automated communi cati on-el ectronicsoperating ingtructions
system

jamming control authority

joint coordination of e ectronic warfarereprogramming

joint force commander’ sel ectronic warfare staff

joint forceair component commander

joint forcecommander

Joint Frequency Management Office

joint force special operations component commander

joint intelligence operations center

Joint Information OperationsWarfare Command

jointintelligence support eement

joint operationscenter

Joint Operation Planning and Execution System

joint publication

joint restricted frequency list

Joint Spectrum Center

joint spectruminterferenceresolution

joint gpectrum management e ement

Joint Space Operations Center

jointtask force

Joint Task Force-Global Network Operations

liasonofficer
law of armed conflict

Marineair-ground task force
measurement and Sgnatureintelligence
Military Committee (NATO)

Marine Corpsreference publication
meteorological and oceanographic
military deception

multinationd force

multinationa forcecommander

National Air and SpaceIntelligence Center
NorthAtlantic Treaty Organization

NATO electronic warfare core staff
network operations

Nationa Geospatid-IntelligenceAgency
National Ground Intelligence Center
National Security Agency

Navy tactics, techniques, and procedures
Navy warfarepublication
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OPLAN
OPORD
OPSEC

PA
PSY OP

QSTAG

RADBN
RCIED
RF

RF CM
ROE

SATCOM
SEAD
SEWOC
SIGINT
SIM
SIPRNET
SO

STO

TNCC
TSS

USCG
USIFCOM
USSTRATCOM
VMAQ

WARM
WP

operationplan
operation order
operationssecurity

publicaffars
psychological operations

quedripartite standardization agreement

radio battaion

radio-controlledimprovised explosivedevice
radio frequency

radio frequency countermeasures

rulesof engagement

satdlitecommunications

suppression of enemy air defenses
sgndsintelligence/dectronic warfare operations center
ggndsintdligence

systemimpact message

SECRET Internet Protocol Router Network

specia operations

gpecial technical operations

theater network operations (NETOPS) control center
target senang system

United States Coast Guard

United States Joint Forces Command
United States Strategic Command
Marinetactical eectronic warfare squadron

wartimereserve mode
Working Party (NATO)
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PART Il —TERMSAND DEFINITIONS

CEASE BUZZER. Anundlassfiedtermtoterminated ectronic attack activities, including theuse of
eectronicwarfareexpendables. (Thistermanditsdefinition aregpplicableonly inthecontext of
thispublication and cannot bereferenced outsidethis publication.) (Approved for remova from
thenext edition of JP1-02.)

chattermark. Directivecommunicationscall to begin using briefed radio proceduresto counter
communicationsjamming. (Thistermanditsdefinitionareapplicableonly inthecontext of this
publication and cannot bereferenced outsidethispublication.) (Approved for remova fromthe
next edition of JP1-02.)

cvil-military oper ations. Theactivitiesof acommeander that establish, maintain, influence, or exploit
rel ationsbetween military forces, governmenta and nongovernmenta civilian organizationsand
authorities, and thecivilian populacein afriendly, neutra, or hostile operationd areain order to
facilitatemilitary operations, to consolideteand achieve operationd USobjectives. Civil-military
operationsmay include performanceby military forcesof activitiesand functionsnormally the
respongbility of thelocd, regiond, or nationa government. Theseactivitiesmay occur prior to,
during, or subsequent to other military actions. They may dsoocaur, if directed, intheabsenceof other
military oparations Givil-military operationsmay bepaformedby desgnatedavil efars by other military
forces, or by acombination of civil effarsand other forces Alsocdled CMO. (JP1-02)

combatant command. A unified or specified command withabroad continuing missonunder asngle
commander established and so designated by the President, through the Secretary of Defenseand
withtheadviceand assstanceaf the Chairman of the Joint Chiefsof Staff. Combatant commands
typicaly havegeographicor functiond respongihilities. (JP1-02)

combat camera. Theacquisitionand utilization of still and motionimagery in support of combat,
information, humeanitarian, gpecid force, intdligence, reconna ssance, enginesring, legd, publicaffars
and other operationsinvolvingtheMilitary Services. Alsocaled COMCAM. (JP1-02)

command and control. Theexerciseof authority and direction by aproperly designated commander
over assgned and attached forcesin theaccomplishment of themission. Command and control
functionsare performed through anarrangement of personnd, equipment, communications, fadlities,
and proceduresempl oyed by acommander in planning, directing, coordinating, and controlling
forcesand operationsintheaccomplishment of themisson. Alsocaled C2. (JP1-02)

communications intelligence. Technica information and intelligence derived from foreign
communicationsby other thantheintended recipients. Alsocaled COMINT. (JP1-02)

communicationssecurity. Theprotectionresulting fromal measuresdes gned to deny unauthorized
persons information of value that might be derived from the possession and study of
telecommunications, or tomid ead unauthorized personsinther interpretation of theresultsof such
possession and study. Alsocalled COMSEC. (JP1-02)

GL-5



Glossary

communicationssystem. Communicationsnetworksand information servicesthat enablejoint and
multinationd warfighting cgpabilities. (3P1-02)

computer network attack. Actionstaken through the use of computer networksto disrupt, deny,
degrade, or destroy information resident in computersand computer networks, or thecomputers
and networksthemsalves. Alsocalled CNA. (JP1-02)

computer networ k defense. Actionstaken through theuseof computer networksto protect, monitor,
andyze, detect and respond to unauthorized activity within Department of Defenseinformation
systemsand computer networks. Alsocaled CND. (JP1-02)

computer networ k explaitation. Enabling operationsandinteligencecollection cgpabilitiesconducted
throughtheuseof computer networksto gather datafromtarget or adversary automated information
systemsor networks. Also called CNE. (JP1-02)

computer networ k oper ations. Comprised of computer network attack, computer network defense,
and related computer network exploitation enabling operations. Alsocaled CNO. (JP1-02)

counterintelligence. Information gathered and activitiesconducted to protect against espionage,
other intelligence activities, sabotage, or assassi nations conducted by or on behalf of foreign
governmentsor dementsthereof, foreignorganizations, or foreign persons, or internaiond terrorist
activities Alsocaled Cl. (JP1-02)

counter measur es. That formof military sciencethat, by theemployment of devicesand/or techniques,
hasasitsobjectivetheimpairment of the operationd effectivenessof enemy activity. (JP1-02)

defensesupport to publicdiplomacy. Thoseactivitiesand measurestaken by the Department of
Defense components to support and facilitate public diplomacy efforts of the United States
Government. Alsocalled DSPD. (JP1-02)

directed energy. Anumbrellaterm covering technol ogiesthat relateto the production of abeam of
concentrated el ectromagnetic energy or atomic or subatomic particles. Alsocadled DE. (JP1-02)

directed-energy device. A system using directed energy primarily for apurposeother thanasa
wegpon. Directed-energy devicesmay produceeffectsthat could dlow thedeviceto beused as
awegpon againgt certain thrests, for exampl e, laser rangefindersand designators used against
sensorsthat aresengtivetolight. (JP1-02)

directed-ener gy warfare. Military actioninvolvingtheuseof directed-energy weapons, devices, and
countermeasuresto ether causedirect damageor destruction of enemy equipment, facilities, and
personnel, or to determine, exploit, reduce, or prevent hostileuseof thed ectromagnetic gpectrum
through damage, destruction, and disruption. It asoincludesactionstakento protect friendly
equipment, facilities, and personnel and retainfriendly useof thed ectromagnetic spectrum. Also
caled DEW. (JP1-02)

GL-6 JP 3-13.1



Glossary

directed-ener gy weapon. A systemusing directed energy primarily asadirect meansto damageor
destroy enemy equipment, facilities, and personnd. (JP1-02)

electromagnetic compatibility. Theability of systems, equipment, and devicesthat utilize the
€lectromagnetic Spectrumto operateinther intended operationd environmentswithout suffering
unacoeptabledegradation or causng unintentiona degradation becauseof dectromagneticradiation
or response. Itinvolvesthegpplication of sound € ectromagnetic goectrum management; system,
equipment, and device design configuration that ensuresinterference-free operation; and clear
conceptsand doctrinesthat maximize operationd effectiveness. AlsocdledEMC. (JP1-02)

electromagneticdeception. Theddiberateradiation, re-radiation, teration, suppresson, absorption,
denial, enhancement, or reflection of e ectromagnetic energy inamanner intended to convey
mid eadinginformationto anenemy or to enemy el ectromagneti c-dependent weapons, thereby
degrading or neutralizing theenemy’scombat capability. (JP1-02)

electromagneticenvironment. Theresulting product of the power and timedigtribution, invarious
frequency ranges, of theradiated or conducted €l ectromagnetic emission levelsthat may be
encountered by amilitary force, system, or platformwhen performingitsassgned missoninits
intended operationa environment. Itisthesum of ectromagneticinterference; dectromagnetic
pulse; hazardsof € ectromagnetic radiation to personnel, ordnance, and volatile materidss; and
naturd phenomenaeffectsof lightningand precipitationgatic. AlsocdledEME. (JP1-02)

electromagnetic environmental effects. Theimpact of the el ectromagnetic environment uponthe
operationd capability of military forces, equipment, systems, and platforms. It encompassesdl
dectromagneticdisaplines induding dectromagneticcompetibility and dectromagneticinterference:
dectromagneticvulnerahility; dectromagnetic pulss; dectronicprotection, hazardsof dectromagnetic
radiationto personnd, ordnance, and volailematerids and natura phenomenaeffectsof lightning
and precipitation static. Alsocaled E3. (JP1-02)

eectromagnetichar dening. Actiontakento protect personnd, facilities, and/or equipment by filtering,
atenuating, grounding, bonding, and/or shie ding against undesrableeffectsof €ectromagnetic
energy. (JP1-02)

eectromagneticinterference. Any dectromagnetic disturbancethat interrupts, obstructs, or otherwise
degradesor limitstheeffective performance of e ectronicsand electrical equipment. Itcanbe
inducedintentiondly, asinsomeformsof dectronicwarfare, or unintentiondly, asaresult of Sourious
emissonsand responses, intermodul ation products, and thelike. Alsocaled EMI. (JP1-02)

eectromagneticintruson. Theintentiond insartion of dectromagneticenergy intotransmisson paths
inany manner, with the objective of decalving operatorsor of causing confusion. (JP1-02)

electromagneticjamming. Thedeliberateradiation, reradiation, or reflection of electromagnetic
energy for thepurposeof preventing or reducing an enemy’ seffective useof thee ectromagnetic
gpectrum, and withtheintent of degrading or neutralizing theenemy’ scombet capability. (JP1-02)
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eectromagnetic pulse. Thedectromagneticradiationfromastrong e ectronic pulse, most commonly
caused by anuclear explosion that may couplewith electrical or eectronic systemsto produce
damaging current and voltagesurges. Alsocaled EMP. (JP1-02)

dectromagneticradiation. Radiationmedeup of ostillating dectricand magneticfid dsand propagated
withthespeed of light. Indudesgammaradiation, X-rays ultraviolet, visble andinfraredradiation,
and radar and radiowaves. (JP1-02)

dectromagneticradiation hazar ds. Hazardscausad by tranamitter or antennainddlaionthat generates
electromagneticradiationinthevicinity of ordnance, personnd, or fuding operationsin excessof
edablished safeleve sor increasestheexisting level sto ahazardousleve; or apersonnd , fueling,
or ordnanceingdlationlocatedinan areathat isilluminated by e ectromagneticradiation a aleve
that ishazardousto the planned operationsor occupancy. Alsocaled EMR hazardsor RADHAZ.
(JP1-02)

eectromagneticgoectrum. Therangeof frequenciesof dectromagneticradiationfromzerotoinfinity.
Itisdividedinto 26 d phabetically designated bands. (JP1-02)

electromagnetic vulnerability. The characteristics of asystem that cause it to suffer adefinite
degradation (incapaility to performthedes gnated mission) asaresult of having been subjectedto
acertainleve of dectromagnetic environmentd effects. AlsocaledEMV. (JP1-02)

eectronicattack. Divisonof dectronicwarfareinvolving theuseof dectromagneticenergy, directed
energy, or antiradi ation weaponsto attack personnel, facilities, or equipment with theintent of
degrading, neutraizing, or destroying enemy combeat capability andisconsdered aformof fires.
AlsocaledEA. (Approvedforinclusoninthenext edition of JP1-02.)

dectronicintdligence Technica and geolocationinteligencederived fromfore gnnoncommunications
€lectromagneti c radi ationsemanating from other than nuclear detonationsor radioactivesources.
Alsocdled ELINT. (Thistermanditsdefinition modify theexisingtermanditsdefinitionandare
gopprovedfor inclusoninthenext editionof JP1-02.)

electronicmasking. Thecontrolled radiation of eectromagnetic energy onfriendly frequenciesina
manner to protect theemiss onsof friendly communicationsand d ectronic sysemsagaing enemy
dectronicwarfaresupport messures'sgndsintdligencewithout sgnificantly degrading theoperation
of friendly systems. (JP1-02)

electronicprobing. Intentiona radiation designed to beintroduced into thedevicesor systemsof
potentid enemiesfor thepurpaseof |earning thefunctionsand operationd cgpabilitiesof thedevices
or systems. (JP1-02)

electronicprotection. Divisonof eectronic warfareinvolving actionstaken to protect personnel,
fadilities, and equipment fromany effectsof friendly or enemy useof thed ectromagnetic goectrum
that degrade, neutralize, or destroy friendly combat capability. Alsocaled EP. (Approvedfor
inclusoninthenext edition of JP1-02.)
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electronic reconnaissance. The detection, location, identification, and evaluation of foreign
electromagneticradiaions. (JP1-02)

eectronicssecurity. Theprotectionresulting fromal measuresdesigned to deny unauthorized persons
information of vauethat might bederived fromther interception and sudy of noncommunications
electromagneticradiations, e.g., radar. (JP1-02)

eectronicwarfare. Military actioninvolvingtheuseof dectromagnetic and directed energy to control
thed ectromagnetic gpectrumor to attack theenemy. Electronicwarfareconggsof threedivisons
electronic atack, electronic protection, and € ectronicwarfaresupport. AlsocdledEW. (This
termand itsdefinition modify theexistingterm anditsdefinition and aregpproved for inclusonin
thenext edition of JP1-02.)

electronicwar farefrequency deconfliction. Actionstakentointegratethosefrequenciesused by
dectronicwarfaresysgemsintotheoveral frequency deconfliction process. (JP1-02)

electronicwarfarereprogramming. Theddiberatedteration or modification of dectronicwarfare
or target senaing systems, or thetacticsand proceduresthat employ them, inresponsetovaidated
changesin equipment, tactics, or the electromagnetic environment. Thesechangesmay bethe
result of deliberate actionsonthepart of friendly, adversary or third parties; or may be brought
about by dectromagneticinterferenceor other inadvertent phenomena. Thepurposeof dectronic
warfarereprogrammingisto mantainor enhancetheeffectivenessof dectronicwarfareandtarget
sensing system equipment. Electronic warfarereprogramming includeschangesto saif defense
sydems offendvewegponssysems andintdligencecollectionsysems. (Thistermanditsdefinition
modify theexistingtermanditsdefinition and aregpproved for indusoninthenext edition of JP1-
02)

eectronicwar faresupport. Divisonof dectronicwarfareinvol ving actionstasked by, or under direct
control of, anoperationa commander tosearchfor, intercept, identify, andlocateor locaizesources
of intentional and unintentiond radiated € ectromagnetic energy for thepurposecf immediatethreat
recognition, targeting, planning and conduct of futureoperations. Alsocaled ES. (Approvedfor
inclusoninthenext edition of JP1-02.)

electro-optical countermeasure. Seecountermeasure.

dectro-optical-infrared counter measure. Any deviceor techniqueemploying dectro-optica-infrared
materiasor technology that isintended toimpair theeffectivenessof enemy activity, particularly
with respect to preci s on guided wegponsand sensor systems. Electro-opticd-infraredisthepart
of the el ectromagnetic spectrum between the high end of thefar infrared and thelow end of
ultraviolet. Electro-opticd-infrared countermeasuremay uselaser and broadbandjammers smokes/
aerosols sgnaturesuppressants, decoy's, pyrotechnics/pyrophorics, high-energy lasers, or directed
infrared energy countermeasures. Alsocdled EO-IR CM. (Approved for inclusoninthenext
editionof JP1-02.)
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emission control. Thesdectiveand controlled useof dectromagnetic, acoudtic, or other emittersto
optimizecommand and control capabilitieswhileminimizing, for operationssecurity: a detection
by enemy sensors; b. mutud interferenceamong friendly systlems; and/or ¢. enemy interference
withtheahility to executeamilitary deception plan. AlsocaledEMCON. (JP1-02)

frequency deconfliction. A systematic management procedure to coordinate the use of the
eectromagnetic spectrumfor operations, communications, andintelligencefunctions. Frequency
deconflictionisonedement of € ectromagnetic spectrum management. (JP1-02)

Global Information Grid. Theglobaly interconnected, end-to-end set of information capabilities,
associated processesand personnd for collecting, processing, storing, disseminating, and managing
information on demand to warfighters, policy makers, and support personnel. The Global
Informeation Gridindudesowned and | eased communi cationsand computing sysemsand sarvices,
software (including applications), data, security services, other associated servicesand Nationa
Security Systems. Alsocaled GIG (JP1-02)

guarded frequencies. Enemy frequenciesthat arecurrently being exploited for combat information
andintdligence. A guardedfrequency istime-orientedinthat theguarded frequency list changesas
the enemy assumes different combat postures. These frequencies may bejammed &fter the
commander haswe ghed the potentid operationa gainagang thelossof thetechnicd information.
(JP1-02)

imitativecommunicationsdeception. That divison of deceptioninvolvingtheintroduction of falseor
mideading but plausiblecommunicationsintotarget sysemsthat mimicsor imitatesthetargeted
communications. (JP1-02)

imitativeeectromagnetic deception. Seedectromagnetic deception.

improvised explosvedevice. A deviceplaced or fabricated in animprovised manner incorporating
destructive, lethal, noxious, pyrotechnic, or incendiary chemicas and designed to destroy,
incapecitate, harass, or distract. It may incorporatemilitary stores, butisnormally devised from
nonmilitary components. AlsocaledED. (JP1-02)

information assurance. Measuresthat protect and defend information and information systemsby
ensuringthar avallability, integrity, authenti cation, confidentiality, and nonrepudiation. Thisindudes
providing for restoration of information systemshby incorporating protection, detection, and reection
capabilities. AlsocdledA. (P1-02)

infor mation environment. Theaggregateof individuds, organizations and systemsthat collect, process,
disseminate, or act oninformation. (JP1-02)

information oper ations. Theintegrated employment of the core capabilitiesof eectronicwarfare,
computer network operations, psychologica operations military deception, and operationssecurity,
inconcert with gpecified supporting and rel ated capabilities, toinfluence, disrupt, corrupt or usurp
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adversarid human and automated deci 9 on making whileprotecting our own. Alsocdled1O. (JP
1-02)

joint restricted frequency ligt. Atimeand geographicdly-orientedlistingof TABOO, PROTECTED,
and GUARDED functions, nets, andfrequencies. It should belimited to theminimum number of
frequenciesnecessary for friendly forcesto accomplish objectives. Alsocdled RFL. (JP1-02)

joint suppression of enemy air defenses. A broad termthat includesall suppression of enemy air
defenseactivitiesprovided by onecomponent of thejoint forcein support of another. Alsocdled
JSEAD. (JP1-02)

manipulativedectromagnetic deception. Seeeectromagnetic deception.

meaconing. A sysem of recalving radio beacon 3gnd sand rebroadcasting them onthesamefrequency
to confusenavigation. Themeaconing sationscauseinaccurate bearingsto beobtained by arcraft
or ground stations. (JP1-02)

measurement and signatureintelligence. Technically derivedintelligencethat detects, locates,
tracks, identifies, and describesthe unique characteristics of fixed and dynamic target sources.
Measurement and Sgnatureintelligence capabilitiesincluderadar, laser, opticd, infrared, acoudtic,
nuclear radiation, radio frequency, spectroradiometric, and sesmic sensing systemsaswe | asges,
liquid, and solid materidssamplingand andlyss. Alsocdled MASINT. (JP1-02)

military deception. Actionsexecutedtodeiberaidy midead adversary military decisonmakersasto
friendly military cgpabilities intentions, and operaions, thereby causngtheadversary totakespedfic
actions(or inactions) that will contributeto theaccomplishment of thefriendly misson. Alsocaled
MILDEC. (JP1-02)

Moder nized | ntegrated Database. Thenationd leve repository for thegenerd military intelligence
avallabletotheentire Department of Defense Intelligence | nformation System community and,
through Globa Commandand Control Sysemintegratedimagery andintdlligence, totacticd units,
Thisdataismaintained and updated by the Defense I ntelligenceAgency. Commandsand Services
aredd egated respongbility tomaintaintheir portion of thedatabase. AlsocaledMIDB. (JP1-
02)

nondestructiveeectronicwarfare. None. (Approvedfor removal from the next edition of JP 1-
02)

oper ationssecurity. A processof identifying critica information and subsequently analyzing friendly
actionsattendant to military operationsand other activitiesto: a identify thoseactionsthat canbe
observed by adversary intelligence systems, b. determineindicatorsthat adversary intelligence
systemsmight obtainthat could beinterpreted or pieced together to derivecriticd informationin
timeto beuseful to adversaries, and ¢. select and execute measuresthat eiminateor reducetoan
acceptableleve thevulnerabilitiesof friendly actionsto adversary exploitation. Alsocdled OPSEC.
(JP1-02)
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physical security. 1. That part of security concerned with physical measuresdesigned to safeguard
personndl; to prevent unauthori zed accessto equipment, ingta lations, materid, and documents,
and to safeguard them agai nst espionage, sabotage, damage, and theft. 2. Incommunications
security, thecomponent that resultsfrom al phys cal measures necessary to safeguard classfied
equipment, materia, and documentsfrom accessthereto or observation thereof by unauthorized
persons. (JP1-02)

precipitation static. Charged precipitation particlesthat strike antennasand gradually chargethe
antenna, which ultimately dischargesacrosstheinsulator, causng aburst of datic. Alsocdled P-
STATIC. (JP1-02)

protected frequencies. Thosefriendly frequenciesused for aparticular operation, identified and
protected to prevent them frombeinginedvertently jammed by friendly forceswhileactivedectronic
warfare operationsaredirected against hostileforces. Thesefrequenciesareof such critica
importancethat jamming should beredtricted unlessabsol utely necessary or until coordinationwith
theusngunitismade. They aregenerdly time-oriented, may changewiththetactica Stuation,and
must beupdated periodically. (JP1-02)

psychological oper ations. Planned operationsto convey selectedinformationandindicatorstoforeign
audiencestoinfluencethe r emotions, motives, objectivereasoning, and ultimately thebehavior of
foragngovernments, organizations, groups, andindividuas. Thepurposeof psychologica operations
istoinduceor reinforceforeign attitudes and behavior favorableto the originator’ sobjectives.
Alsocdled PSYOP. (JP1-02)

publicaffairs. Thosepublicinformation, commandinformation, and community relationsactivities
directed toward both theexterna andinternd publicswithinterestinthe Department of Defense.
Alsocaled PA. (JP1-02)

publicdiplomacy. Thoseoveatinternaiond publicinformationactivitiesof theUnited SatesGovernment
desgned to promate United Statesforeign policy objectivesby seeking to understand, inform, and
influenceforeign audiencesand opinion mekers, and by broadening thedid oguebetweenAmerican
citizensandindtitutionsand their counterpartsabroad. (JP1-02)

radiofrequency countermeasures. Any deviceor techniqueemploying radiofrequency materidsor
technol ogy that isintended toimpair theeffectivenessof enemy activity, particularly withrespect to
precision guided weagponsand sensor systems. Alsocdled RFCM. (Approvedforinclusonin
thenext edition of JP1-02.)

reachback. Theprocessof obtaining products, services, and gpplications, or forces, or equipment, or
meaterid from organizationsthat arenot forward deployed. (JP1-02)

rulesof engagement. Directivesissued by competent military authority thet ddineatethecircumstances
andlimitationsunder which United Statesforceswill initiateand/or continue combat engagement
with other forcesencountered. Also cdled ROE. (JP1-02)
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sgnal security. A generictermthat includesboth communicationssecurity and e ectronicssecurity.
(JP1-02)

ggnalsintdligence. 1. A category of inteligencecomprising either individualy or incombinational
communicationsintd ligence, dectronicinteligence, andforagningrumentationsgnasinteligence,
however transmitted. 2. Intelligence derived from communications, e ectronic, and foreign
indrumentationsgnas. Alsocdled SIGINT. (JP1-02)

smulativeelectromagnetic deception. Seedectromagnetic deception.

gpacecontrol. Combat, combat support, and combat service support operationsto ensurefreedom
of action in space for the United States and its allies and, when directed, deny an adversary
freedom of actioningpace. Thegpacecontrol missonareaindudes surveillanceof gpace; protection
of USandfriendly spacesystems, prevention of an adversary’sability to use space systemsand
servicesfor purposeshostileto US national security interests; negation of space systemsand
servicesused for purposeshostileto USnationd security interests, and directly supporting battle
management, command, control, communications, andintelligence. (JP1-02)

Spectrum management. Planning, coordinating, and managingjoint useof thed ectromagnetic spectrum
through operational, engineering, and administrative procedures. The objectiveof spectrum
management isto enabled ectronic systemsto performtheir functionsin theintended environment
without causing or suffering unacceptableinterference. (Approvedforincdlusoninthenext edition
of P1-02)

uppresson of enemy air defenses. That activity that neutralizes, destroys, or temporarily degrades
surface-basad enemy air defensesby destructiveand/or disruptivemeans. Alsocdled SEAD. (P
1-02)

TABOO frequencies. Any friendly frequency of suchimportancethat it must never beddliberately
jammed or interfered with by friendly forces. Normaly, thesefrequenciesincludeinternationa
distress CEASE BUZZER, sefety, and controller frequencies. Thesefrequenciesaregeneraly
long standing. However, they may betime-oriented inthat, asthe combat or exercisestuation
changes, therestrictionsmay beremoved. (JP1-02)

wartimereservemodes. Characteristics and operating procedures of sensor, communications,
navigationalds, threet recognition, wegpons, and countermeasuressystemsthat will contributeto
military effectivenessif unknownto or misunderstood by opposing commandersbeforethey are
used, but could beexploited or neutralized if knowninadvance. Wartimereservemodesare
ddiberatdy hddinreservefor wartimeor emergency useand sldom, if ever, goplied or intercepted
priortosuchuse. AlsocaledWARM. (JP1-02)
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All joint doctrine is organized into a comprehensive hierarchy as shown in the chart above. Joint Publication
(JP) 3-13.1 is in the Operations series of joint doctrine publications. The diagram below illustrates an
overview of the development process:

STEP #1
Project Proposal

STEP #5
Assessments/Revision

STEP #2
Program Directive

® Submitted by Services, combatant commands, or
Joint Staff to fill extant operational void

e J-7 validates requirement with Services and

® The combatant commands receive combatant commands

the JP and begin to assess it during
use

® J-7 formally staffs with
Services and combatant

e J-7 initiates Program Directive commands

e 18 to 24 months following
publication, the Director J-7, will
solicit a written report from the
combatant commands and
Services on the utility and quality of
each JP and the need for any
urgent changes or earlier-than-
scheduled revisions

o Includes scope of project,
references, milestones, and
who will develop drafts

e J-7 releases Program
Directive to Lead Agent.
Lead Agent can be Service,
combatant command or

Joint Staff (JS) Directorate
e No later than 5 years after
development, each JP is revised
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coordination with Services and combatant

commands e PRA staffs each draft with combatant

ds, Services, and Joint Staff
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