R 29112372 JUL 96

FM JO NT STAFF WASHI NGTON DC/ /J7

TO Al G 7029

RUEKJCS/ JO NT STAFF WASHI NGTON DC//J38/1 W STOD/ /

RUQVKIW JC2WC SAN ANTONI O TX// OTS//

BT

UNCLAS SECTI ON 01 OF 02

MSGl D/ GENADM N/ JDD, J-7, JO NT STAFF//

SUBJ/ PROGRAM DI RECTI VE FOR JO NT PUB 3-13 "JO NT DOCTRI NE FOR

| NFORMATI ON WARFARE"/ /

REF/ A/ MSG/ JO NT STAFF WASHI NGTON DC/ 011330ZNMAY96/ /

REF/ B/ DOC/ JO NT PUB 1-01//

REF/ C/ CON/ 03MAY96/ /

REF/ D/ MSG/ JO NT STAFF WASHI NGTON DC/ 111303ZMAR96/ /

NARR/ REF A | S M NUTES OF 16-17 APR 96 JO NT DOCTRI NE WORKI NG PARTY
(JDWP). REF B I'S JO NT PUBLI CATI ON SYSTEM JO NT DOCTRI NE AND JTTP
DEVELOPMENT PROGRAM (CHANGE 2). REF C IS THE PROGRAM DI RECTI VE
DEVELOPVENT GROUP (PDDG) CONVENED FOR THI'S PRQJECT. REF D IS THE
PROQJECT PROPOSAL FOR | W DOCTRI NE/ /

POC/ MCCAFFREY/ CDR/ JDD, J-7, JO NT STAFF/ PENTAGON TEL: DSN 227-1046//
RWKS/ 1. THE PURPOSE OF THI S MESSAGE IS TO ASSI GN THE JOI NT STAFF J3
AS LEAD AGENT (LA) AND JO NT STAFF DOCTRI NE SPONSOR (JSDS) FOR THE
| NFORMATI ON WARFARE (I'W PUB DEVELOPMENT PRQOJECT.

2. BACKGROUND:

A. DURI NG THE 16-17 APR 96 JDWP MEMBERS AGREED TO A REQUI REMENT TO
DEVELOP JO NT DOCTRINE FOR |W TO BE NUMBERED JO NT PUB 3-13. AS
DI SCUSSED I N REF A, THE JDWP AGREED THAT:

(1) THE JO NT STAFF J3 SHOULD SERVE AS LEAD AGENT (LA) FOR THE
DEVELOPMENT OF JP 3-13 WTH THE JO NT STAFF J6 THE TECHNI CAL REVI EW
AUTHORI TY AND RESPONSI BLE FOR DEFENSI VE | NFORMATI ON WARFARE (| W D)
SECTI ONS.

(2) THE TARGET CLASSI FI CATION OF JP 3-13 IS "UNCLASSI FIED." IF
CLASSI FI ED | NFORMATI ON IS ESSENTI AL TO THE PUB, THI S | NFORVMATI ON W LL
BE PUBLI SHED | N CLASSI FI ED APPENDI CES VI CE | NCREASI NG THE

CLASSI FI CATI ON OF THE BASI C PUB.

(3) THE DEVELOPMENT OF JP 3-13 SHOULD OCCUR ON AN URGENT BASIS IN
ACCORDANCE W TH THE STANDARD DOCTRI NE DEVELOPMENT PROCEDURES OF REF
B.

B. AT THE PDDG CONFERENCE (REF C) HOSTED BY THE JWFC AND THE JO NT
STAFF, SCOPE OF JP 3-13 WAS OUTLI NED USI NG REF D AS A BASI S.

C. THE JO NT STAFF, J38/1W STOD W LL EXECUTE THE ADM NI STRATI VE
FUNCTI ONS OF THE PRI MARY REVI EW AUTHORI TY ( PRA) AND JOI NT STAFF
DOCTRI NE SPONSOR (JSDS) FOR THE J3. ADDI TI ONALLY, THE LA W LL TAKE
ADVANTAGE OF THE SYNERGY OF THE TI DEWATER DOCTRI NE COMMUNI TY TO THE
MAXI MUM EXTENT.

3. SCOPE:

A. TH' S PUBLI CATI ON W LL PROVI DE THE OVERARCHI NG DOCTRI NAL GUI DANCE
FOR IWIN THE JO NT CONTEXT THROUGHOUT THE RANGE OF M LI TARY
OPERATI ONS.

B. SPECI FI CALLY, JO NT PUB 3-13 SHOULD:

(1) DEFI NE TERMS SPECI FIC TO I W USI NG EXI STI NG JO NT DOCTRI NE AND
LEXI CON AS A BASI S.

(2) DI SCUSS | W PRI NCI PLES | NCLUDI NG A COMVON CONCEPTUAL FRAMEWORK FOR



OFFENSI VE ACTI VI TI ES, DEFENSI VE ACTI VITIES, AND THE USE OF

| NFORMATI ON | N ALL M LI TARY OPERATI ONS.

(3) DESCRI BE COVBATANT/ JO NT FORCE COMMVANDS, JO NT STAFF, SERVI CES',
AND DOD/ JOI NT AGENCI ES AND ORGANI ZATI ONS | W RESPONSI BI LI TI ES AND
COORDI NATI ON.

(4) RECOMMVEND A POSSI BLE | W ORGANI ZATI ON W THI N COVMBATANT COMMANDS TO
I NCLUDE THE JFC/ JTF STAFF; AND THE | W FUNCTI ONAL RESPONSI BI LI TI ES AND
COORDI NATI ON AND SUPPORT REQUI REMENTS OF THE SERVI CE AND FUNCTI ONAL
COVPONENTS.

(5) PROVI DE GUI DANCE CONCERNI NG | W PLANNI NG W THIN A JO NT FORCE

I NCLUDI NG OPLAN/ CONPLAN/ FUNCTI ONAL PLAN DEVELOPMENT. DI SCUSS THE

| MPORTANCE OF DELI NEATI NG THE OBJECTI VES AND ENDSTATE PRI OR TO
PLANNI NG AND CONDUCTI NG | W

(6) PROVI DE GUI DANCE CONCERNI NG | NTEGRATI ON AND DECONFLI CTION OF |'W
ACTI VI Tl ES.

(7) DESCRI BE | NTELLI GENCE, COUNTERI NTELLI GENCE, AND | NFORMATI ON
SYSTEMS SUPPORT TO | W

(8) DI SCUSS CURRENT AND POTENTI AL CHANNELS/ RELATI ONSHI PS FOR DOD AND
| NTERAGENCY | W SUPPORT.

(9) I NTEGRATE | W I NTO TRAI NI NG AND EXERCI SES.

(10) PROVI DE GUI DANCE CONCERNI NG THE | W RELATI ONSHI PS AND | W
RESPONSI Bl LI TI ES BETWEEN JOI NT TASK FORCES, COVBATANT COMVANDS,
ALLI'ES, COALI TI ON PARTNERS, AND NONGOVERNMENTAL ORGANI ZATI ONS DURI NG
MULTI NATI ONAL OPERATI ONS.

(11) PROVIDE A DI SCUSSION OF | WW THIN THE GLOBAL AND M LI TARY

I NFORMATI ON ENVI RONMENTS.

4. CHAPTER OUTLI NE:

A. CHAPTER I : | NTRODUCTI ON

(1) POLICY: TIE DOCTRINE TO POLI CY REFERENCES.

(2) TERM NOLOGY: DEFINE TERMS SPECIFIC TO IW TO | NCLUDE, AT A

M NI MUM | NFORMATI ON, | NFORMATI ON SYSTEMS, | NFORMATI ON- BASED
PROCESSES, AND | NFORMATI ON WARFARE (| NCLUDI NG BOTH | NFORMATI ON
WARFARE- OFFENSI VE (1 W0) AND | NFORMATI ON WARFARE- DEFENSI VE (I W D)) .
(3) FUNDAMENTALS OF IW ESTABLI SH THE PRECEPTS AND TENETS OF | WAS AN
| NTEGRATI NG STRATEGY.

(A) CLEARLY DELI NEATE THE RELATI ONSHI P OF C2W AS A SUBSET OF | W

(B) PROVI DE DETAI LED EXPLANATI ON OF | NFORMATI ON ENVI RONMENT.

(© PROVI DE DETAI LED EXPLANATI ON OF | W TARGET SET.

(D) PROVI DE DI SCUSSI ON OF BROAD RANG NG ACTI VI TI ES RELATED TO I'W

(E) PROVI DE DI SCUSSI ON OF | WAS AN ENABLER OF THE COVBATANT
COVMANDER' S OPERATI ONS.

(4) PROVIDE DI SCUSSI ON OF | WS | NTELLI GENCE REQUI REMENTS.

B. CHAPTER | 1: | NFORMATI ON WARFARE- OFFENSI VE (1 W O)

(1) I'WO PRINCI PLES: DESCRI BE THE VARI OUS PRI NCI PLES AND CAPABI LI Tl ES
OF | WO

(2) WO ACROSS THE RANGE OF M LI TARY OPERATI ONS.

(3) WO FROM STRATEG C TO TACTI CAL: DI SCUSS THE EMPLOYMENT OF | WO
AT THE STRATEGH C, OPERATI ONAL, AND TACTI CAL LEVELS OF WARFARE.

(4) | NTELLI GENCE AND | W O ADDRESS THE | MPORTANCE AND NATURE OF

| NTELLI GENCE SUPPORT TO | W O | NCLUDI NG SOURCES AND RESPONSE TARGETI NG
SUPPORT.

C. CHAPTER I'I1: ITWD

(1) WD PRINCIPLES: DESCRI BE THE FUNDAMENTAL | WD PRI NCI PLES AND



CAPABI LI TIES TO | NCLUDE | NFORVATI ON VALUE (VALUE OF | NFORMATI ON VI CE
SYSTEMS), DEFENSE | N DEPTH (1 NCLUDI NG USE OF COUNTERI NTELLI GENCE,
PUBLI C AFFAI RS, COMMAND | NFORMATI ON, COUNTERDECEPTI ON, AND SECURI TY
DI SCI PLI NES), AND | W D | NTEGRATION (WTH IWO, WTHIN A JO NT FORCE,
AND BETWEEN THE STRATEGI C AND OPERATI ONAL LEVELS).

(2) | WD PROCESS: DESCRI BE THE | NFORMATI ON ENVI RONMENT PROTECTI ON
PROCESS, ATTACK DETECTI ON, RESTORATI ON, AND RESPONSE ELEMENTS.

(3) INTELLI GENCE AND | W D: ADDRESS THE | MPORTANCE AND NATURE OF

| NTELLI GENCE SUPPORT TO | W D TO | NCLUDE THREAT, AND | NDI CATI ONS AND
WARNI NG,

D. CHAPTER |V: | W ORGANI ZATI ON.

(1) JO NT FORCE | W ORGANI ZATI ON: DESCRI BE A NOTI ONAL | W CELL OF A
COVBATANT OR JTF COMMANDER. DI SCUSS RELATI ONSHI PS BETWEEN JTF |W
CELL, OTHER JTF COVMPONENTS (JFACC, JPOTF, JSOTF), THE | NDI VI DUAL

BT
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SERVI CE | W C2W CELLS, LI Al SON REQUI RED, AND EXPECTED | NTEGRATI ON
DEPENDENT ON THE LEVEL OF |W | NCLUDE A DESCRI PTI ON OF THE | NTERFACE
BETWEEN THE COVBATANT/ JTF COMMANDER S | W CELL AND THE VARI OUS JOI NT
ENTI TI ES | NCLUDI NG THE JOI NT COMMAND AND CONTROL WARFARE CENTER,

JO NT WARFARE ANALYSI S CENTER, JOI NT COMMUNI CATI ONS CONTROL CENTER,
AND JOI NT SPECTRUM CENTER

(2) RELATI ONSHI PS W TH SUPPORTI NG DOD ORGANI ZATI ONS: DESCRI BE HOW
NSA, DI A, DI SA, AND THE SERVI CES | NTERFACE AND SUPPORT THE COVBATANT
COMMVAND/ JTF COMVANDERS' S | W CELL.

(3) RELATI ONSHI PS | N THE | NTERAGENCY/ NATI ONAL ARENA: DI SCUSS THE
COVBATANT/ JTF COMMANDER S COORDI NATI ON OF STRATEGI C | W ACTI VI TI ES AT
THE NATI ONAL LEVEL. | NCLUDE A DI SCUSSI ON OF THE | NTERFACE W TH THE
NATI ONAL COMMUNI CATI ONS SYSTEM AND NATI ONAL SECURI TY

TELECOVMUNI CATI ONS AND | NFORMATI ON SYSTEMS SECURI TY COMM TTEE, AND
OTHER | NTERAGENCY WORKI NG GROUPS.

E. CHAPTER V: | W PLANNI NG.

(1) | W PLANNI NG METHODOLOGY: DESCRI BE A PLANNI NG METHODOLOGY FOR | W
(2) COORDI NATION OF | W DESCRI BE | W PLANNI NG AS | T RELATES TO OTHER
Cl NC/ JFC PLANNI NG.

(3) | NTEGRATI ON AND DECONFLI CTION OF | W PROVI DE GUI DANCE FOR THE
PROPER | NTEGRATI ON/ DECONFLI CTI ON BETWEEN | W O AND | W D ACTI VI TI ES,
COVPARTMENTED AND NONCOMPARTMENTED | W ACTI VI TI ES, AND OTHER M LI TARY
OPERATI ONS.

(4) JOPES GUI DANCE: ADDRESS THE JOPES FORMAT FOR | NCORPORATI NG | W

| NTO OPLANS/ CONPLANS.

F. CHAPTER VI: |WIN TRAI NING AND EXERC! SES.

(1) ESSENTI AL ELEMENTS OF | W TRAI NI NG

(2) IWIN JO NT EXERCl SES.

(3) | NCORPORATI ON OF | W I NTO PLANNI NG AND EXERCI SE MODELS AND

SI MULATI ON.

G. APPENDI X A: CLASSI FI ED APPENDI X.

H. APPENDI X B: JOPES | W O GUI DANCE (APP 3 TO ANNEX C).

|. APPENDI X C: JOPES | W D GUI DANCE (APP 2 TO ANNEX K).

5. THE TARGET AUDI ENCE FOR JP 3-13 |'S COMVANDERS AND STAFFS OF
COVBATANT COMMANDS, SUBORDI NATE UNI FI ED COMMANDS, JOI NT TASK FORCES,
THE SERVI CES, THE JO NT STAFF, AND OTHER COMMANDS OR AGENCI ES AS
APPROPRI ATE.



6. THE EXI STI NG RELEVANT JO NT, MUJLTI - SERVI CE, AND SERVI CE DOCTRI NE
TO BE CONSI DERED ARE:

A. JO NT PUB 0-2 "UNIFI ED ACTI ON ARMED FORCES".

B. JONT PUB 1 "JO NT WARFARE OF THE ARMED FORCES OF THE UNI TED
STATES".

C. JONT PUB 1-01 WCHGL "JO NT PUBLI CATI ON SYSTEM'.

D. JONT PUB 2-0 "JO NT DOCTRI NE FOR | NTELLI GENCE SUPPORT TO
OPERATI ONS" ( DRAFT) .

E. JONT PUB 2-01 "JO NT | NTELLI GENCE SUPPORT TO M LI TARY

OPERATI ONS".

F. JONT PUB 2-01.1 "JTTP FOR I NTELLI GENCE SUPPORT TO TARGETI NG'.
G JONT PUB 2-01.2 "JTTP FOR COUNTERI NTELLI GENCE SUPPORT TO
OPERATI ONS".

H. JOINT PUB 3-0 "DOCTRI NE FOR JO NT OPERATI ONS".

. JOINT PUB 3-13.1 "JO NT C2W DOCTRI NE".

J. JOINT PUB 5-0 "DOCTRI NE FOR PLANNI NG JO NT OPERATI ONS" .

K. JOINT PUB 5-00.2 WCHG 1, "JTF PLANNI NG GUI DANCE AND PROCEDURES".
L. JOINT PUB 6-0 "DOCTRI NE FOR C4 SUPPORT TO JO NT OPERATI ONS".

M JOINT PUB 6-02 "JO NT DOCTRI NE FOR OPERATI ONAL/ TACTI CAL C3
SYSTEMS" ( DRAFT).

N. DODD 3600.1 "I NFORMATI ON WARFARE" ( DRAFT).

O. DODD 3600.2 "I NFORMATI ON WARFARE SECURI TY CLASSI FI CATI ON

NSTRUCTI ON" ( DRAFT) .

P. CJCSI 3110.01 "JO NT STRATEGI C CAPABI LI TI ES PLAN".

Q CJCSI 3210.01 "JOINT | W POLI CY".

R. CJCSI 6510.01 "DEFENSI VE | NFORMATI ON WARFARE | MPLEMENTATI ON" .
S.  UNI FI ED COWAND PLAN ( UCP).

T. FM 100-5, " OPERATI ONS".

U. FM 100- 6, "1 NFORMATI ON OPERATI ONS".

OPNAVI NST 3430.26, "I MPLEMENTI NG | NSTRUCTI ON FOR | NFORMATI ON
WARFARE/ COMMAND AND CONTROL WARFARE (IW C2W" 18 JAN 95.

W CNO/ CMC MEMO, "POLICY PLANNI NG GUI DANCE FOR | NFORMATI ON
WARFARE/ COMMAND AND CONTROL WARFARE (I W C2W" 16 FEB 95.

X. AFDD 5, "1 NFORMATI ON WARFARE" ( DRAFT).

Y. MARI NE CORPS ORDER 3430. XX "POLI CY FOR | NFORMATI ON WARFARE"

( DRAFT) .

Z. NWP 3-13 "NAVAL COMMAND AND CONTROL WARFARE" ( DRAFT).

AA. USAF CORNERSTONES OF | NFORMATI ON WARFARE.

7. OTHER SOURCES OF | NFORMATI ON TO BE CONSI DERED:

A. USACOM EXERCI SE EVI DENT SURPRI SE 96 LESSONS LEARNED.

B. RESULTS OF JOI NT STAFF J3- SPONSORED | W CAMPAI GN PLANNI NG
METHODOLOGY WORKSHOPS W TH Cl NC STAFFS.

C. RESULTS OF JO NT STAFF J3- SPONSORED | W CONFERENCE 7-9 MAY 96.
D. JO NT UNI VERSAL LESSONS LEARNED SYSTEM

8. PROJECT DEVELOPMENT M LESTONES. THE FOLLOW NG M LESTONES ARE BASED
ON PRODUCI NG TWO DRAFTS PRI OR TO PRELI M NARY COORDI NATI ON. |F
COMMENTS RECEI VED ON THE FI RST DRAFT DO NOT WARRANT A SECOND DRAFT,
THE LEAD AGENT W LL PROPOSE SENDI NG THE PUB | NTO PRELI M NARY
COORDI NATI ON W TH THE APPROPRI ATE ADVANCEMENT OF M LESTONE DATES.
A. FI RST DRAFT COORDI NATI ON: 28 SEP 96.

B. COMMENTS DUE TO PRA ON 1ST DRAFT: 8 NOV 96.

C. WORKI NG GROUP TO RESOLVE 1ST DRAFT | SSUES: 19 NOV 96.

D. SECOND DRAFT COORDI NATI ON (I F REQUI RED): 14 DEC 96.

<



E. COMMENTS DUE TO PRA ON 2ND DRAFT (I F REQUI RED): 24 JAN 97.

F. VWORKI NG GROUP TO RESOLVE 2ND DRAFT | SSUES (I F REQUI RED): 4 FEB 97.
G. JSDS DI STRI BUTE PUB FOR PRELI M NARY COORDI NATI ON (PC) STAFFI NG 15
MAR 97.

H. PC COMMENTS DUE TO JSDS: 11 APR 97.

I. JSDS DI STRI BUTE PUB FOR FI NAL COORDI NATI ON (FC) STAFFI NG 31 MAY
97.

J. FC COMMENTS DUE TO JSDS: 27 JUN 97.

K. PUB APPROVAL: 25 JUL 97.

9. THE LEAD AGENT | S DI RECTED TO COORDI NATE W TH THE SERVI CES,
COMBATANT COMMANDS, AND APPROPRI ATE DEFENSE AGENCI ES THROUGHOUT THE
DEVELOPMENT PROCESS. COVBATANT COMMVANDS W LL HAVE THE OPPORTUNI TY TO
PARTI Cl PATE | N WORKI NG GROUPS THROUGHOUT THE DEVELOPMENT PROCESS.

THE LEAD AGENT W LL PROVI DE A LONG- RANGE SCHEDULE TO FACI LI TATE

PARTI Cl PATI ON BY ALL CONCERNED.

10. JO NT PUB 1-02 TERM NOLOGY W LL BE USED TO THE GREATEST EXTENT
POSSI BLE. NEW TERMS SHOULD ONLY BE USED WHEN ESSENTI AL TO THE
DEVELOPMENT AND UNDERSTANDI NG OF THE PROPOSED DOCTRI NE. THE JO NT
ELECTRONI C LI BRARY ON-LI NE SERVI CES SHALL BE USED TO ENSURE THE
LATEST APPROVED TERM NOLOGY | S USED. //
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