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INTRODUCTION

ALLIANCE T FROM COLD WAR TO COMPREHENSIVE APPROACH

1. The North Atlantic Treaty Organisation (NATO) was created through the
signing of the Washington Treaty in 1949, which paved the way for the Allianced s
continuous adaptation to the constantly changing dynamic of international
security.

2. NATO underwent a series of reforms and reorganisations during the first
forty years of its existence, designed to adapt it to the occasional opportunities
that presented themselves to move beyond Cold War constraints in order to
place the security of member countries on a more positive and stable foundation.
In the relatively short period since the end of the Cold War, the Alliance has
undergone a process of much more fundamental transformation, adapting to
changes in the security environment of a scope and intensity that few could have
foreseen in earlier years.

3. The Allianceé s St r at e glesaibe€NATOGesnduring purpose,
nature and its fundamental security tasks. It is the authoritative statement of the
Allianced s o0 b j pravides the highest level of guidance of the political and
military means to be used in achieving them and remains the basis for the
implementation of Alliance policy as a whole.

4. However, changing risks, emerging threats and threat perceptions have
resulted in a continuous process of adaptation of this strategy to ensure that the
political framework, military structures and military capabilities needed to deal
with modern security challenges are all in place.

5. The Alliance is committed to a broad approach to security, which
recognises the importance of political, economic, social and environmental
factors in addition to the indispensable defence dimension.*

6. Todayds challenges require a comprehensiyv
international community involving a wide spectrum of civil and military

instruments, while fully respecting mandates and autonomy of decisions of all

actors, and provides precedents for this approach.?

7. Both operational experience and transformational efforts demonstrate that
security and development are and will be more interwoven than ever before.

Success in the future security environmentwo n 6t b e afimilitaryevicteryd by
alone, it has to be created through communication, coordination and cooperation

with all relevant actors at all levels within a global framework 7 providing security

and stability wherever the sources of threat and instability appear.

! NATO HQ, PR/NAC-S(99)65, The Allianced s St r at e g24 AprilCI9% c e p t
2 NATO HQ, PR(2006)150, Riga Summit Declaration, 29 November 2006
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8. In February 2006, the Secretary General issued the Comprehensive

Political Guidance (CPG), wherein a framework and political direction was

agreed for NATOG6s conti nui ngndorsedimRigaor mat i on.
by Heads of State and Government of the member countries of the North Atlantic

Alliance.® This set, for the next 10 to 15 years, the priorities for all Alliance

capability issues, planning disciplines and intelligence. Subsequently, Secretary

Gener al de Hoop Scheffer stated that: "NATOSG
described the evolving security environment in terms that remain valid. This

environment continues to change; it is and will be complex and global, and

subject to unforeseeable developments. International security developments

have an increasing impact on the lives of the citizens of Allied and other

countries. Terrorism*, increasingly global in scope and lethal in results, and the

spread of weapons of mass destruction (WMD)® are likely to be the principal

threats to the Alliance over the next 10 to 15 years. Instability due to failed or

failing states, regional crises and conflicts, and their causes and effects; the

growing availability of sophisticated conventional weaponry; the misuse of

emerging technologies; and the disruption of the flow of vital resources are likely

to be the main risks or challenges for the Alliance in that period. All of these

factors can be inter-related or combined, most dangerously in the case of

terrorists ar®med with WMDO.

9. Since 1989 NATO has undergone great change. A successful though
relatively static Cold War Alliance is, in the changed conditions of the global
security environment, evolving into an ever-more dynamic organisation.
Although any kind of large-scale military aggression against a NATO Member
State is at present quite unlikely, so-called new threats have acquired a
correspondingly greater role. And responding effectively to these threats
requires even more flexibility and cooperation than ever before.’

10. These significant changes are resulting from new directions set at the
Washington, Prague, Istanbul and Riga summits as well as the influence of other
geo-strategic circumstances. New members have joined the Alliance and others
have aspirations. The changed command structure, the new mission types and
transformation have empowered the Alliance in new and unique ways.

¥ NATO HQ, PR(2006)150, Riga Summit Declaration, 29 November 2006.
* Terrorism, the unlawful use or threatened use of force or violence against individuals or property
in an attempt to coerce or intimidate governments or societies to achieve political, religious or
ideological objectives. Allied Administrative Publications 6 (AAP-6) - NATO Glossary of Terms
and Definitions.
> WMD: Weapons that are capable of a higher order of destruction and of being used in such a
manner at to destroy people, infrastructure or other resources on larger scale. Allied
Administrative Publications 6 (AAP-6) - NATO Glossary of Terms and Definitions. For the
purpose of this document the term WMD also include chemical, biological and radiological
weapons and substances designed to incapacitate and contaminate large numbers of people and
infrastructure.
® Secretary General, SG(2005) 0918, Comprehensive Political Guidance (CPG), 07 Feb 20086,
Part |7 The Strategic Context.
" Address by Foreign Minister Rein Lang at the celebrating of the first anniversaryof Est oni ad s
NATO accession, 04 April 2005.
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11. NATO will continue to contribute to effective conflict prevention and to
engage in crisis management, including through non-Article 5 crisis response
operations (CRO). The Alliance has undertaken a range of operations of these
types since the end of the cold war. Experience has proved the necessity of
being able to execute stabilisation operations and of being able to provide
military support to reconstruction efforts.®

12.  Collective Defence will remain the core purpose of the Alliance. The

character of such potential Article 5 challenges is continuing to evolve.® The

Al l'i ance must fHaddress the new challenges an
c o m& and respond to emerging crises in a future strategic context
characterised by complexity and multidimensionality.*

13.  Peace, security and development are more interconnected than ever.*? In
response, the Alliance must possess a broad set of capabilities that will support
Alliance ambitions to project stability, support humanitarian efforts, dissuade
adversaries, deter aggression and, if necessary, defeat an adversary across the
full range of military operations and missions. In addition, the Alliance must be
capable of working in concert with non-NATO actors and organisations in
countering the proliferation of weapons and asymmetric threats. The Alliance
must adopt a more holistic and inclusive approach to security, to allow a coherent
and comprehensive application of the various instruments of power of the
Alliance and to improve its practical cooperation within member nations partners,
international organisations and non-governmental organisations.*®

14. NATO has established several mechanisms for developing political means
to work with possible rising powers, coalitions and future alliances, whilst
developing military power appropriate to the new security situation. These
mechanisms include Partnership for Peace (PfP), Mediterranean Dialogue (MD),
Istanbul Cooperation Initiative (ICI), Contact Countries and the special
relationship with Russia and Ukraine. These types of political groups will
continue to transform the Alliance to meet the future challenges.

8 SG, Comprehensive Political Guidance (CPG), Part 2 i Implications for the Alliance.
° CPG, paragraph 5.
19 |stanbul Summit Communiqué, NATO Press Release (2004) 096, 28 June 2004 and CPG

aragraph 7.

! Allied Command Transformation (ACT), Concepts For Allied Future Joint Operations (CAFJO),
20 February 2006. Refer to CAFJO Annex B, Glossary of Terms and Definitions; page B-5 to B-6
for definitionof fAmul ti di mensional 0.

2. cpG, paragraph 3.
13 CAFJO, paragraph 7.
8
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BACKGROUND

15.  ACT produced this draft paper to inform NATO Transformation.** The
paper6és horizon is 2025aleoWAT@Agreeds beyond
Intelligence (NAI)*. This paper should help provide a useful bridge between the

two. The primary consumers are likely to be NATO Defence Planners,

Capabilities Development processes and Policy/Strategy orientated discussions.

Other customers are constantly emerging and have already helped shape the

content to meet their requirement. These, along with national inputs have formed

the bedrock on which to develop this paper.

16. Itis accepted that the military no longer operates in its own environment
and increasingly shares the same space with diverse entities. Being aware of
these entities represents sound judgement and supports capabilities along with
an effect based approach to operations (EBAO) in the 21 century.

AIM

17.  The aim of this paper is to describe the many emerging and established
trends, which i f considered, could assist
security environment in an increasingly inter-dependent world.

SCOPE

18.  This paper makes no pretence to predict the future with certainty (an
impossibility), but rather seeks to provide an informed estimate of the future
security environment. The paper will only identify trends, and where possible,
their drivers, leaving defence planners and others to formulate assumptions and
propose solutions for NATO. The sources used include a number of national
papers on similar subjects*®, along with open-source research conducted at HQ
SACT. Readers are bound to have varying views of the future security
environment, to some degree, but they are encouraged to see the trends as food
for thought, and as a basis for some general conclusions rather than as
judgements or absolute predictions. Though some trends, such as global trade
and development of alternative energy and fuel sources, if used astutely, could
create a force for stability and prosperity, but this paper concentrates on inherent
dangers, risks or threats. Being a security organisation, NATO must focus on
those trends that could lead to an unstable environment or become a risk to the
security of Alliance members or their partners. It is not the intention of this paper
to just describe a negative future, but to highlight those aspects that could
threaten stability, in order to develop possible courses of actions to address

14 ACT, Directive 80-7 Managing Transformation, appendix 1 to annex A i Analysis of Strategic
Environment, 3 June 2005, the MCM-0099-2005, Intelligence Transformation Advice to NATO, 30
June 2005 and IMSM-0387-2006, tasking for the military implementation of the CPG 2006 - 2007,
2 Oct. 2006.

> NAI currently covers a 10-year timeframe and is updated annually.

18 Sources are listed at the end of the paper, in the bibliography.

9
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these challenges. The nature of a paper like this is therefore mostly negative.
Combinations of trends often show synergy and, where obvious, these have
been highlighted. Trends alone are no guarantor of the future and should be
considered along with their drivers. Extrapolation is likely not possible as it is
flawed to assume things will change in the future at a pace they have in the past,
technology being just one good example.

SOURCES

19. This document has been drafted by taking in to account key NATO
publicatonsandbyanal ysi ng nationds and other credib
is therefore in large part a distillation. The most comprehensive of these, and

thus most relevant are UN i A more secure world: Our shared responsibility, UK

i Strategic trends i 1% Edition, US NIC i Global trends 2015 and Global Trends

2020, CA'T Future security environment 2025, US JFCOM T The joint

operational environment-Into the future and EU/ISS T Long Term Vision. In

addition defence white papers from nations were also studied.

METHOD

20.  ACT Intelligence sub-division canvassed for and then analysed a number
of papers submitted by nations and relevant organisations on similar subjects.
Based on this analysis, feedback from nations, and discussions with relevant
academic institutions and relevant organisations, ACT was able to amalgamate
trends. An advisory board, consisting of academics and subject matter experts
(SMEs), was used to maintain objectivity in the work and to monitor the progress
of the FSE paper. ACT also benefited from academic and SME support in the
drafting process (see acknowledgements).

Future Security Environment i Main Drivers and Trends

21.  Predicting the future is an impossible and fanciful nonsense. That said, it

would also be irresponsible not to look at current trends and their drivers and

then |l ogically ask the fiSo whato or AWhat ne
nations, major international organisations, institutions and industries have

adopted this approach. Before this amalgamation can be done, trends need to

be identified, and co-related with their drivers where at all possible. This

objective work needs to be completed first, before subjective analysis can be

done. This paper attempts to do the former. Itis not the intent of this paper to be

prescriptive, but merely to act as a foundation document for processes that

should inevitably follow.

10
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Hypothesis

22.  The most important strategic trend seen today is Globalisation®” with
Information Revolution as its associated driver. The current pace of discovery,
total accessibility and connectivity show no sign of slowing. Societies and
Cultures are inter-connecting at a pace hitherto not seen. Sometimes by design,
often by discovery, but also sometimes against their will. The outcomes can
have both positive benefits (opportunities) and also negative prospects (threats,
risks, challenges). The results manifest themselves in many ways, but can often
be best captured through trends analysis. The impacts of the information
revolution in the main domains of this globalised world are profoundly affecting
social, cultural, political, economic, and technological concepts. These trends
interact and most often impact the physical environment where they spawn
consequences. These consequences can be treated as risks, opportunities,
challenges or concerns. The analysis of these trends will determine for NATO,
which is which.

Concepts and definitions
23.  The following represents the concepts and definitions used in this paper:

e Information revolution:*® a term that refers not only to computer and
telecommunications technology, but also to the role of information itself.

e Paradigm:'® The defined ground which is not changing or which is changing
at a low speed. Cultural beliefs, concepts, habits, languages, - that constitute
the way of living of any population. Globalisation can be considered as the
new paradigm, in which Aopen societieso ha

e Domain:*° Into each paradigm, society has several components that are
constantly evolving and changing, and in which each change is an event.

e Trends: The evolution of repetitive events represents a trend. Consequently,
trends show how the components (domains) are changing.

e Driver: designates the cause of an event that results in a specific trend into a
component.

e Challenge:** to arouse or stimulate especially by presenting with difficulties.

7 Globalisation, the act or process of globalising: the state of being globalised; especially: the
development of an increasingly integrated global economy marked especially by free trade, free
flow of capital, and the tapping of cheaper foreign labour markets, Miriam-Webster OnLine,
retrieved 14 July 2006.
'® Blais, Pamela, iHow t hei bnf Bewmatution |s Shé&minngg Our Communi
Commissioners Journal, Issue 24, fall 1996, page 16.
[http://www.plannersweb.com/articles/blal18.html]
P A philosophical and theoretical framework of a scientific school or discipline within which
theories, laws, and generalizations and the experiments performed in support of them are
formulated; broadly: a philosophical or theoretical framework of any kind, Merriam-Webster on
line dictionary. [http://www.m-w.com/cgi-bin/dictionary]
'y sphere of knowledge, influence, or activity (the domain of art), Merriam-Webster online
dictionary. [http://www.m-w.com/cqi-bin/dictionary]
2 Merriam-Webster on line dictionary, [http://www.m-w.com/cgi-bin/dictionary].
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e Threat??’a state's/coalitionds perception that
based on the assessed capabilities, intentions and actions of another
state/coalition or group.
 Potential threat:**, a threat is characterised as potential by the existence of a
threatening capability but the absence of current hostile intent, or conversely
of a hostile intent and a developing threatening capability.
e Risk®*t he hazards to which a stateds/coalitio
assessed to be exposed. These risks, which are risks to stability and
security, do not necessarily originate in, or in the vicinity of, the state or the
coalition.
e Concern:® an issue of interest to the Alliance that may have future
implications on global/regional security and stability.

STRUCTURE

24.  This paper has six sections. The structure of the executive summary is
mainly based on MC 161 - NATO Strategic Intelligence Estimate (NSIE)?® as this
structure is already recognised by nations. There is a deliberate crossover
between the FSE and MC 161; however, this paper is entirely based on open
sources. Section | addresses the strategic overview and is the Executive
Summary; Section |l describes the Geopolitical Challenges; Section Il looks at
Global Security Risks; Section IV describes Global Security Concerns; Section V
focuses on Future Challenges and Opportunities; and Section VI considers
Regional Assessments.

USE

25. The FSE paper is not an Intelligence document. It is intended that the
paper be used openly, as an input to aid ACT conceptual thinking, strategic
policy development and capability development work, and as a foundation
document for NATO Defence Planning. The primary target group for this paper
is the Defence Planners, but also other entities also may find the paper useful for
their analysis. It should be regarded as forming part of the assumptions process
in subsequent transformation work. Since this paper only illustrates trends, the
necessary assumptions and assessments for the future of NATO must still be
identified through the NATO processes that contribute to the development of
NATOO6s future capabilities.

26. Of course, this paper iosr nbaatsieodn oans ainsdo .l i n
has been demonstrated during the last decade, unforeseen and drastic shocks in

the environment could lead to dramatic changes. Such changes could affect one

or more of the trends we are describing and the path we have tried to predict.

2 Annex G to MC 166/2006, NATO Intelligence Warning System (NIWS), (NU), July 07 2006.
% Annex G to MC 166/2006, NIWS.
24 .
Ibid.
% |bid.
% MC-161A, NATO Strategic Intelligence Estimate (NS).
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SECTION I: STRATEGIC OVERVIEW i EXECUTIVE SUMMARY

AWe need to integrate any NATO mi

overall framework that will include political, as well as perhaps

financial and judicial measur eso

Jaap de Hoop Scheffer - 2 February 2005

Key Findings

e Terrorism and the spread of WMD are likely to be the principal threats to the
Alliance over the period.

e A growing range of actors may acquire or seek to develop capabilities to conduct
both physical attacks and Computer Network Attacks (CNA).

e Criminal organisations and networks will expand the scale and scope of their
activities; piracy will also grow as a challenge to NATO.

e China, India and Russia will become major players in the future security
environment.

e North Korea, Iran and Syria will continue to be countries of major concern for
NATO.

e Energy security will continue to be concern for NATO.

27. The FSE undoubtedly holds many threats that can be potentially

diminished or countered in many ways. Military power will still be applicable to

many situations, but other concerted measures could be examined in order to
weaken other components of potential aggression against NATO. This
observation is consistent with the Comprehensive Approach and the current

thinking of the Effects Based Approach to Operations (EBAO) proposed within

elements of NATO and recently highlighted in the Comprehensive Political

Guidance (CPG). In addressing these threats, it seems that improved conditions
for poorer peoples of the world could also be a result, in which case NATO could

be seen very much as a force for good both within its own community and

outside. The resultant potential threats to NATO security from the many trends

described within this paper cover the spectrum of dangers from criminality,

terrorism, subversion, and insurrection to interstate-conflict. Key factors driving
risks or threats for NATO will be antagonistic leaders, disorder, and availability of

weaponry, finance and NATO vulnerabilities. As stated in the Riga Summit

Declaration’’, t he major challenges are seen
threats such as terrorism, increasingly global in scale and lethal in results, and

the proliferation of WMD and their means of delivery, as well as challenges from
instability due to failing states. 0

I NATO HQ, PR(2006)150, Riga Summit Declaration, 29 November 2006, paragraph 2.
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1% Edition

as

i tary

it

h



FSE 2025
EXECUTIVE SUMMARY -i ASSESSMENTS AND OVERALL CONCERNS
Terrorism and proliferation

28.  Terrorism and the proliferation of WMD / CBRN weapons are likely to be
the principal threats to the Alliance over the period. Instability due to failed or
failing states, regional crises and conflicts, are their causes and effects; the
growing availability of increasingly sophisticated conventional weaponry; the dual
use character of emerging technologies; and the disruption of the flow of vital
resources are likely to be the main risks or challenges for the Alliance over the
period. National military forces are likely to have an increased role in engaging
terrorism, both domestically, depending on national law and abroad, in fighting
terrorists and terrorist organisations and prevent assistance to them.

29. The most worrisome risk may be the search by terrorist groups and
problem states to obtain WMD / Weapons of Mass Effect (WME). Likewise,
developments in Chemical Warfare (CW) and Biological Warfare (BW) agents
and the proliferation of related expertise and technologies may pose a substantial
and growing threat, particularly from terrorists.

Computer Network Operations (CNO) and Information Operations (INFO
OPS)

30. A growing range of actors, state and non-state including terrorists, may

acquire or seek to develop capabilities to conduct both physical attacks and

Computer Network Attacks (CNA) against nodes
infrastructure. It will be increasingly important to focus on Computer Network

Defence (CND). This is becoming especially important, as NATO infrastructure,

both military and non-military, is particularly vulnerable.

Physical Environment

31. Pastand current greenhouse gas emissions have already ensured that
there will be some degree of climate change during the twenty-first century. The
effects will differ from one region to another and could include an increasing risk
of flooding as well as stronger and more catastrophic natural disasters. Though
global food safety is unlikely to be threatened, some regions may experience
food shortages and hunger brought about by these effects.

32.  The overall growth in demand for all forms of fuel will mirror the growth in
the power sector. Total coal demand will nearly double, and both oil and gas
demand will triple. Expanding domestic production capacity will require
substantial investments, while increasing dependence on imported forms of
energy will increase vulnerability to fluctuations in global energy prices.

33.  Over the period, six countries will account for half of the projected
population increase: India, China, Pakistan, Nigeria, Bangladesh and Indonesia.
Migration flows have shifted in recent years with the changing poles of attraction
14
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for labour migration. Meanwhile, the Middle East and North Africa (MENA)
countries and other important energy producers will become regions where
stability and security will be of even greater concern. Energy security will
continue to be concern for NATO.

Criminal Issues

34.  Criminal organisations and networks based on all continents will expand
the scale and scope of their activities. Piracy will grow as a challenge to NATO
nations and operations. NATO interagency coordination and partnering
agreements with other international institutions will be increasingly important to
counter this trend.

China, India and Russia

35. China, India and Russia will become major players in the future security
environment. However, they will face many obstacles and challenges on their
way. China's rapid rise as a regional political and economic power, with global
aspirations, is an important element of today's strategic environment - one that
has significant implications for the region and the world. Itis generally agreed
that the probable emergence of China and India as new major global players
over the period will transform the global landscape. While at present, the
economies of both China and India are considerably smaller than that of the
United States (US), some estimates conclude that China is likely to overtake and
India will equal the US economy in size by the middle of this century.
Technology, organisation, information, education and productivity will play a
critically decisive role in governing the future course of development. Russia will
remain a major global player in the near future for two main reasons: its
abundant natural resources will assume greater importance to the world's major
developed economies, and its military research and development will continually
earn it a top place as one of the top producers and suppliers of hardware around
the world.

Other nations

36. North Korea, Iran, Irag and Syria will continue to be countries of major
concern for NATO and for their respective geographic regions. Despite ongoing
diplomatic efforts, the confrontation on the Peninsula will likely not be resolved
during the next few years, nor will any agreements alter substantially the military
threat potential of North Korea. North Korea currently poses one of the most
serious nuclear threats on the globe. North Korea's intentions are unclear and
will continue to be so under the current regime. Not only is there the risk of
nuclear exchange in the region, North Korea is, at the moment, also an active
exporter of nuclear technology and associated delivery systems.

37. Depending on the regime in power and their perception of future threats to
Iranian security, the development and utilisation of Iranian forces might is likely to
continue, with the continued of power projection and air defence capabilities and
15
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the pursuit of enhanced WME capabilities. Given Syria's history of cooperation
with North Korea in the acquisition and enhancement of theatre ballistic missiles
(TBM), it should de assumed that the range, reliability, payload and accuracy of
Syria's SCUD D missiles will increase over the period such that they will threaten
directly - certainly Turkey and Cyprus, and perhaps Greece, the southern
Balkans and Italy. This might as well be the case with Iranian TBM.

38.  Addressing the risks created by weak and failing states requires not only
international cooperation in counter terrorism and non-proliferation, but also a
broad and systematic international effort to help those states overcome the
challenges that have brought about their failure. Intrastate conflicts are likely to
remain prevalent and perhaps increase in frequency as globalisation increases
cultural conflict, penalises ineffective governance, and increases the ease with
which irredentist®® groups can operate. The will and capability for non-state
actors to achieve strategic effect and to act internationally will continue to
increase, particularly through international terrorism. Nuclear proliferation poses
the most serious challenge in the Middle East, particularly as Israel is unlikely to
remain passive should either Iran or Syria become poised to possess nuclear
weapons.

Economics

39.  Spanning the social, political, economic interaction domains, the
communication revolution has become a driving force in shaping and sparking
trends that will persist in the future security environment. Since the economical
development is cyclical, a protracted economic downturn is a significant risk in
the future, resulting in the disintegration of the globalised economy and the rise
of economic isolationism and protectionism. Furthermore, the socio-economic
disenchantment of the disadvantaged could renew pressures upon national
governments to disengage or retract from the global economy.

40. In the last ten years, the concept of global governance that has
increasingly prevailed in international political discourse has emphasised the
significance of network structures involving state and private sector actors within
international politics. This trend is likely to continue over the period.

Information Technology

41. The pace, scope, discovery and proliferation of information technology
shows no sign of slowing and will impact every domain and aspect of society.
Continuous organisational change will be required to leverage the opportunities
this presents. This will be a substantial challenge for NATO. Large structured
institutions will struggle to keep pace unless a culture of change is endemic
throughout the organisation. Long-term procurement strategies, inflexible

 |rredentism, nationalist agitation in other countries, based on historical, ethnic, geographical
reasons, for the incorporation of territories under foreign rule, Columbia Encyclopaedia, retrieved
15 February 2007. [http://www.bartleby.com/65/ir/irredent.html]
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financing methodologies and protracted decision making all act as obstacles or
disadvantages in keeping pace with the 21 century.
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SECTION II: GEOPOLITICAL CHALLENGES

AMy interest is in the future because |
restofmylife t her eo

Charles Kettering 1876 -1958

Key Findings
e Rising Powers: China and India.
e Chinads emergence as a new superpower will ¢
21 Century.
e Growing population, robust mil it aeaginghigh abl i {

technology are shaping India as one of the rising political, economic and military powers.
Ru s s i adnergenee will be highlighted by its control of energy resources.
Democratic People's Republic of Korea (DPRK), Iran and Syria will continue to be
countries of WMD proliferation concern.

e Globalisation will continue speeding-up, increasingly affecting socio-cultural, economic
and political life.

SUMMARY

42. China, India and Russia will remain major players in the future security

environment. However, they will face many obstacles and challenges on their

way. Chinads rapid r i sanomispower, withglobaln a | po
aspirations, is an iIimportant elicomedhatt of t
has significant implications for the region and the world. It is generally agreed

that the probable emergence of China and India as new major global players

over the period, will transform the global landscape. While at present, the

economies of both China and India are considerably smaller than that of the US,

some estimates conclude that China is likely to overtake and India equal the US

economy in size by the middle of this century. The global balance of power is

inevitably shifting in Chinaés favour. Over

position at the fAfront of the fieldod but i
as China catches up and threatens to overtake. There will be a re-centring of the
globe in the Far East. A powerful set of catalytic forces is accelerating the speed
of social change throughout the world. They include a rapid rise in levels of
education, high rates of technological innovation and application, ever faster and
cheaper communication that dissolves physical and social barriers both within
countries and internationally, greater availability and easier access to
information, and the further opening up of global markets. These trends are
representative of a relative shift in the engines that drive development from
manufacturing to the services sector and from capital resources to human and
knowledge resources. Technology, organisation, information, education and
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productive skills will, therefore, play a critically decisive role in governing the
future course of development.

43. Nearly all the sources used in this paper highlight China and India as
rising powers and have similar views on the trend. It is clear that these countries
will be key players in the future security environment and, thus, rightly lead off
the geopolitical challenges presented in this paper. China, India, and Russia are
undergoing far-reaching transitions aimed at creating the foundations for regional
and even global power in the 21st century. They have achieved successes in
reforms while experiencing serious internal problems and external challenges
that began as these states moved toward market democracy.

44.  The rapid growth of China's economy, coupled with its military expansion,
has propelled China's emergence as a regional power with an increasingly global
foreign policy. Some reports indicates that China's economy will be the second
largest of the world's economy at the end of the period, just behind US in
Purchasing Power Parity (PPP) per capita. Securing adequate supplies of
resources and materials has become a major driver of Chinese foreign policy and
this has been evidenced strongly in its 2006 acquisitions and creative partnering.
China will bring its people out of poverty by embracing economic globalisation
and improving relations with the rest of the world.

45.  Politically, India is the world's largest democracy and although its politics
are often driven by nationalistic demands, in general, it aspires to similar
democratic goals and principles as western consolidated democracies. On the
other hand, while India has clearly evolved, the legacy of a stifling bureaucracy
still remains. India still has large numbers, particularly in rural areas, which have
not enjoyed major benefits from economic growth.

46. The tensions between the Russian Federation and Ukraine at the start of
the year 2006, generated a renewed analytical interest in Russia's re-emerging
position as a superpower, driven chiefly by its actual, or potential, domination of a
larger proportion of global supplies of energy. Although Russia is not yet
considered as a resurgent power in the conventional sense of the phrase, it still
possesses some attributes of a superpower and could fully regain superpower
status in the future.

47.  While these social and political factors may limit the extent to which
Russia could be a major global player, Moscow is likely to be an important
partner both for the established powers, the US and Europe, and for the rising
powers of China and India. The key economic challenge facing Russia during
the period will be whether it can move beyond resource extraction and make the
necessary structural changes in order to diversify the economy, take advantage

of Russia's human capital and become more integrated into the world economy.
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Cooperation with other world regions, such as Europe and Asia, could allow
Russia to take advantage of natural strengths it has in certain areas of science
and technology and help its economic profile to grow beyond natural resources
and arms sales.

48.  Areunification of The Korean Peninsula would be a formative event in
Asian politics and would have profound influence over subsequent political
alignments, not least because of North Korea's substantial nuclear and missile
capability which would likely have been further developed in the years prior to
reunification. Whichever group wins, and most indicators point to the reformists
due to the growth of opposition against the current regime, the other is unlikely to
back down without a bitter fight.

49.  Syria arguably presents the best microcosm of the cocktail of risks that
might challenge NATO in the future. In particular, because Syria has a nuclear
and chemical program, although without a declared uranium enrichment element.
Significantly, Syria has not signed the Code of Conduct related to missile
technology and has, thus, not yet engaged in international efforts to prevent
missile proliferation. The SCUD D can carry chemical or biological warheads
currently, but with advances in nuclear weapons technology, would be able to
carry an effective nuclear warhead by the end of the period. The future of Iraq is
difficult to predict. North Korea, Iran and Syria will continue to be countries of
WMD proliferation concern.

50. Globalisation shows only signs of continuing, or even speeding up, in the
coming years as long communication and interaction becomes more and more
feasible at lower costs and with greater efficiency. Westernisation through the
mass media due to globalisation may increase tensions from anti-western
movements, as in countries like Pakistan or other Islamic constituents.

51. China and India, especially, are likely to continue their economic rise,
shifting the centre of the world economy to Asia. Using such technologies as the
Internet, communication satellites and telephones, there is an increase in the
number of standards applied globally; e.g. copyright laws and patents and the
push by many for an international criminal court and international justice
movements.

RISING POWERS

52. Nearly all the sources used in this paper highlight China and India as
rising powers and have similar views on the trend. There are differing opinions
on Russia. Itis clear that these countries will be key players in the future security
environment and, thus, rightly lead off the geopolitical challenges presented in
this paper. The future military implications for these states are discussed later,
whilst the regional trends are discussed in section VI. While the notion of
emerging powers presupposes a number of characteristics shared by the states
in question, the criteria used to define a superpower differ among sources.
However characteristics such as cultural and sociological regional
preponderancy, demography, geographical and physical factors, including the
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existence of raw materials within the country, and political and military
supremacy and the potential to leverage these, are generally associated with
superpowers. Itis unlikely that any will emerge in the near term as new
superpowers.

53. China, India, and Russia are undergoing far-reaching transitions aimed at
creating the foundations for regional and even global power in the 21 century.
When this decade of transition began, these states were headed toward market
democracy. Today, their destinations are less certain. Yet, their great size,
geographical location, and historical tradition ensure them an influential role in
key regions - East Asia, South Asia, and Central and Eastern Europe. Their
success or failure will significantly affect these regions.?

54.  The outcome of their transitions is, of course, difficult to predict. All three
seek expanded regional and global roles; and possess impressive economic
potential. They have achieved successes in reforms while experiencing serious
internal problems and external challenges that began as these states moved
toward market democracy. Each will focus in their own way on sustaining
internal political and economic momentum, improving military capabilities and
preventing internal instability. Each will increasingly attempt to influence its
geographic region, while addressing traditional or emerging rivals. In the next
decade, the futures of China, India, and Russia will depend on how they manage
internal and external challenges.*®

China

55. Therapid growth ofthePeopl eds RepubPREO6e) €Ebbnady,

coupled with its military expansion, has pro
regional power with an increasingly global foreign policy. However, there is

much uncertainty surrounding CHinaéds future

56. China's rapid development has attracted worldwide attention in recent
years. The implications of various aspects of China's rise, from its expanding
economic influence and military might to its growing demand for energy supplies,
are being heatedly debated in the international community as well as within
China. Correctly understanding China's achievements and its path toward
greater development is thus crucial.*?

57. Ch i sleaders face some important choices as its power and influence

gr ow. These choices span a range of 1 ssues
economic transition and political reform, rising nationalism, internal unrest,

proliferation of dangerous technologies, adoption of international norms, and

# |nstitute for National Strategic Studies, National Defense University, Strategic Assessment
1999: Priorities for a turbulent world, Fort Lesley J. McNair, Washington, DC, page 205.
% |nstitute for National Strategic Studies, St r at egi ¢ As s e paga?®@mt 1999¢é
31 US Secretary of Defense, An n u a | Report to Congress: Military Powe
of China 2006, December 2005, retrieved 1 August 2006, page 7.
¥Bjijian,Clihra'gs GPeacefPwlweRi sSoeigrussfaG e a t
September/October 2005, retrieved 1 August 2006.
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Chinads expandi ¥ @incastirting taopgn upamdveform its
economy in 1978, China has averaged 9.4 % annual gross domestic product
(GDP)** growth, one of the highest growth rates in the world. In 1978, it
accounted for less than one percent of the world economy, and its total foreign
trade was worth $20.6 billion. Today, it accounts for four percent of the world
economy and has foreign trade worth $851 billion - the third-largest national total
in the world. China has also attracted hundreds of billions of dollars of foreign
investment and more than a trillion dollars of domestic non-public investment.
China is set to reap the biggest gains from globalisation in East Asia to 2020.
Beijing aims to maintain its current growth trajectory and quadruple its GDP by
2020 and could become th® worldés | argest ec

58. One should not, however, lose sight of the other side of the coin.

Economic growth alone does not provide a ful
development. China has a population of 1.3 billion. Any small difficulty in its

economic or social development, spread over this vast group, could become a

huge probl em. And Chinadés population has no
begin to decline in 2030 after its population will have reached 1.5 billion.

Moreover, Chinab6s e cevenththysize ofthat of thé USapdu st one
onet hird the size of Japands. | nincprer capita

developing country, ranked roughly 100" in the world. Its impact on the world

economy is still limited but clearly growing.®*®* Some reports indicates that

Chinads economy wil |l be the second | argest o
the period, just behind US in Purchasing Power Parity (PPP) per capita.

59. The formidable development challenges still facing China stem from the
constraints it faces in pulling its population out of poverty. The scarcity of natural
resources available to support such a huge population - especially energy, raw
materials and water - is increasingly an obstacle, especially since the inefficiency

of use and the | ow rate of the recycling of
water resources are one-fourth of the world average, and its per capita area of
cut i vatable farmland is 40 percent of the wor

copper, and aluminium resources in per capita terms amount to 8.3 %, 4.1 %,
25.5 %, and 9.7 % of the respective world averages.®’

60 Chinads dependence o0 nawimaigrialgconndestoner gy and
gr ow. In 2004 China maintained i1ts position
consumer and third largest importer of oil. Securing adequate supplies of

resources and materials has become a major driver of Chinese foreign policy and

% US Secretary of Defense, Annual Report to CongrespmgelMi |l itary Powe
3 Throughout the document different economic measuring tool have been used, Gross domestic

product (GNP), Gross National Income (GNI), Gross Domestic Product (GDP) and Purchasing

Power Parity (PPP) per capita. Relative comparison should be made only within each paragraph

or section and not across the whole paper.

% National Intelligence Council (NIC), Global trends 2020 - East Asia, Discussion paper for the

NIC 2020 project, December 2003, page 2.

% NIC, Global trends 2020 - East Asia, page 2.

Zheng, Bling's "Reaceful®ise"to Great-Power St atuso.
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this has been evidenced strongly in its 2006 acquisitions and creative partnering.
Beijing has pursued stronger relations with Angola, Central Asia, Indonesia,
states in the Middle East (including Iran), Russia, Sudan, Venezuela and
Zimbabwe to secure long-term resource supply agreements. Some of these
countries are also recipients of Chinese military technology, likely used to
facilitate access. China has also strengthened ties to countries that are located
astride key maritime transit routes (e.g., the Straits of Malacca). Chinese
strategists have discussed the vulnerability
waterways. Evidence suggests that China is investing in maritime surface and
sub-surface weapons systems that could serve as the basis for a force projection
capability to secure vital sea lines of communication and/or key geo-strategic
terrain.®* Water and fishing disputes are already common and these may
intensify, particularly during supply disruptions.**

61. Technologically, China continues a systematic effort to obtain dual-use
technologies through trade, commercial transactions, and joint ventures,
particularly in the areas of software and integrated circuits industries that are vital
for information-based, network-centric warfare. Increasing high-technology
foreign investment and joint ventures in China evidences this trend. The
concentration of export licenses destined for China is in the areas of computer,
electronics, semiconductor, telecommunications and information security
technology.*® Chinese access to advanced telecommunications capabilities is
forecasted to continue its steep growth.*!

62.  Urbanisation will concentrate the population pressures on economic

prosperity, infrastructure and the environment in China and most of Southeast

Asia out to 2020. In China, economic incentives, water shortages and

environmental damage will drive people into the southern cities at a rate that will
seenearrequal ity of Chinadés rural*® and urban pop!t

63. Politically, China will struggle to maintain an authoritarian political system
as the economy expands and a generation of the Chinese elite becomes
increasingly familiar with democratic concepts and expectations.*® The Chinese
Communist Party continues to give priority to economic reform over political
liberalisation. However, internal pressures for political liberalisation persist. An
internal political crisis could lead China to turn inward, or alternatively could
prompt a more assertive foreign policy to build domestic support.** Domestic
protests, mainly directed at local policies and officials, have increased and, in
some cases, become violent in recent years. The protests reflect popular
dissatisfaction with official behaviour related to property rights, forced relocations,
labour rights, pensions, and corruption. They pose increased challenges to

% US Secretary of Defense, Annual Report to Congress: Military Power C h i n apagé 1.
%9 NIC, Global trends 2020 - East Asia, page 3.

“ bid, page 2.

“Bijian,CRihra'gs GiPeacefPwlweRi sSetda ttuos 0Gr e at

*2NIC, Global trends 2020 - East Asia, page 2.

3 bid, page 5.

* US Secretary of Defense, Annual Reportto Con g r e s s : Mi |l it arppgeB.ower China ¢&
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Chinads intern®@IChsemawri cynftorodé®d management
strategic transition strategy is indicative of their serious intent to reform on their

terms and timelines. The lessons from other collapsed former soviet countries

have clearly been learned.

64. Chinese leaders recognise the potential negative impact that global and
transnational threats could have on Chinads
stability. These threats include: HIV/AIDS; the H5N1 avian influenza virus;

international crime and narcotics trafficking; international terrorism; and the

proliferation of WMD. The Chinese gover nmen
addressing these mounting non-traditional security challenges will help determine
its own, as wel '® ThesPeddl RivenBaginsin southern Ghina .

which combines high population density and close contact between humans and
animals will continue to be an incubator of dangerous zoonotic*’ diseases. Some
states will be more able to handle Severe Acute Respiratory Syndrome (SARS)
type outbreaks than others.*®

65. On global security roles, the Chinese government is still adapting to its
role as an emerging power by taking on greater regional and international
responsibilities. Positive steps include increasing participation in regional and
global forums and in peace operations, humanitarian assistance and disaster
relief. China has hostedtheSix-Par ty Tal ks ai med at el i minat
nuclear programs and has worked peacefully to address long-standing territorial
disputes with Russia, Vietnam, India, and Central Asian countries. On the other
hand, China continues to dispute sovereignty claims in the South and East China
Seas and still asserts authority over Taiwan, and threatens military force.
Chinese companies continue to play a negative role in the proliferation of
advanced military capabilities, and continue to supply countries such as Iran with
critical military technologies. Beijing has not yet joined the Proliferation Security
Initiative. China has not fully leveraged its close ties with Pyongyang to stem
North Korean nuclear ambitions, and continues to maintain or strengthen
political, economic, and military ties with Iran, Sudan, Burma, Zimbabwe, Cuba,
and Venezuela, undercutting international efforts to influence those states.*’

66. Despite widespread fears about China's growing economic clout and
political stature, Beijing remains committed to a "peaceful rise". China will bring
its people out of poverty by embracing economic globalisation and improving
relations with the rest of the world. As it emerges as a great power, China knows
that its continued development deEends on world peace - a peace that its
development will in turn reinforce.”® The dichotomy will continue as China tests
different foreign and domestic policies.

“* Ibid, page 1.

“®US Secretary of Defense, Annual Report to Congrespmge8Mi|litary Powe
*" The result of a virus crossing from animals to humans.

®us Secretary of Defense, Annual Report to Congress: Military Power Chinaé . , page 3.

9 Ibid, pages 8-9.

®Bjijian,CRihra'gs GiPeacefPwlweRi sSetda ttuos 0Gr e at
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India

67. The population of the Republic of India reached 1.1 billion in 2005.>* In
spite of declining fertility rates, falling infant mortality and increased life
expectancy will spur an increase of, at least, 300 million people. This will result
in a total Indian population of 1.3 17 1.4 billion in 2020. India is expected to

become the worl dés most °*pThepopukatiorecder@ountry by

years of age will double from 60 to 120 million people (i.e., around 3.5 % per
annum) during the period. This may require the adoption of special social
measures to support this vulnerable group, which will include a high percentage
of illiterates who are especially susceptible to both malnutrition and health-related
problems. Unequal rates of population and economic growth are likely to further
aggravate regional disparities within the country.*?

68. Well before 2020, India will have the capacity to produce more than
sufficient quantities of food to provide a healthy diet to its entire population and
will become a major food exporter. Production of surplus food will not, however,
ensure the eradication of under-nutrition. In spite of enormous progress in food

productonnear |y half the countryds popul ation st

nutrition and malnutrition.>* Internal distribution mechanisms will require
improvement to alleviate this position.

69. I ndiads urban population i s exo@at ed

popul ation by 2020, placing increasi
infrastructure. Future growth is likely to concentrate in and around 60 to 70 large
cities, having a population of 1 million or more.>®

70.  Economically, Indian Gross National Income (GNI) attained $674 billion in
2004. The growth rate increased in 2003 and 2004. The 9 % growth rate
reached in 2003 fuelled the optimistic visions about the future. However, since
1999, the average growth rate is about 6 %. Though economic growth has been
impressive, it has been mostly offset by population growth. As result, the GNI
per capita remains low ($620, ranking India number 159 out of 208 countries).
Using the purchasing power parity (PPP)*® method, the GNI per capita reaches
$3,100, ranking India number 145 out of 208 countries in 2004.%’

> United Nations (UN), Department of Economic and Social Affairs / Population Division, The
2004 Revision of World Population Prospects, 2004, Chapter |, table 1.2, page 7.
[http://www.un.org/esa/population/publications/WPP2004/\WPP2004 Vol3 Final/Chapterl.pdf]
> UN, The 2004 Revision of World Population Prospects.

%3 Government of India, Planning Commission, Report of the Committee on India Vision 2020,
New Delhi, December 2002 (Chairman Dr. S. P. Gupta), page 3.

** Government of India, Report India Vision 2020, page 3.

*° |bid, page 8.

% Purchasing power parity (PPP) per capita, the value of all final goods and services produced
within a nation in a given year divided by the average population for the same year.

ng

Freeworld Academy, Futures studies, 0 Fretriavede
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71. If achieved, compounding effect of attaining the targeted annual GDP
growth rate of 8.5 to 9 % over the next 20 years would be to quadruple of the real
per capita income and almost eliminate the population of Indians living below the
poverty line. This would increase India's standing from around 11" today to 4™
from the top in 2020 among 207 countries, given in the World Development
Report in terms of GDP. Further, in terms of GDP per capita, measured in PPP
per capita, India’'s rank would rise from the present 153 to 100. This would mean
that India could move from a low-income country to an upper middle-income
country.®

72 I n recent years, Indiads growth rate has
Nevertheless, some experts believe that India might overtake China as the

fastest growing economy in the world. India has several factors working for it; its

working-age population will continue to increase well into the 2020s. It has well-

entrenched democratic institutions possesses working capital markets and has

world-class firms in some important high-tech sectors. All of which China has yet

to achieve.*

73. India's well-educated, young population has embraced state-of-the-art
computer and information technologies, making their country one of the most
important high-tech hubs in the world. Its information technology and computer
companies in Bangalore have been named as the world's second Silicon Valley.
These companies and their founders benefited from the high-tech and Internet
boom in the US in the late 1990s and contributed to off shoring. While its high
technology sector earned India its much-needed currency, this success is mostly
limited, as the remainder of the country lags far behind. Nearly a third of India's
population still lives below the national poverty line.?® Furthermore, this trend
may be temporary as other under-developed nations emerge attracting
outsourcing revenue from India.

74. Politically, India is the woitspalitess | ar gest
are often driven by nationalistic demands, in general, it aspires to similar

democratic goals and principles as western consolidated democracies.®*

However the democratic rule could be undermined by corruption, India is one of

the most corrupt nations in the world.®?> Democratic rule could also be

undermined by religious violence.®

2 August 2006. [http://www.freeworldacademy.com/globalleader/Inindia.htm]

%8 Government of India, Report India Vision 2020, page 2.

*NIC, 2020, page 53.

% power and Interest News Report (PINR), India: A Rising Power, 18 august 2004, retrieved 2
August 2006. (Report drafted by Yevgeny Bendersky).

o1 PINR, India: A Rising Power.

2vittal, Nagarajan, fCodiaptiTeohantiogleHaSaddt &ar anspar
International Review, Vol. 23 Issue 3 - Fall 2001.

[http://hir.harvard.edu/articles/925/]

% Muslim share of population has risen from 10 % in 1951 to 15 % in 2001. As a result, some
Indian leaders are calling on Hindus to abstain from birth control for preventing India to be
islamised.
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75.  On the other hand, while India has clearly evolved, the legacy of a stifling
bureaucracy still remains. The country is not yet fully attractive for foreign
investment and faces strong political challenges as it continues down the path of
economic reform. India is also faced with the burden of having a large proportion
of its population in desperate poverty. In addition, some observers see
communal tensions just below the surface, citing the overall decline of
secularism, growth of regional and caste-based political parties, e.g. Kashmir and
Gujarat as evidence of a worsening trend. India still has large numbers,
particularly in rural areas, which have not enjoyed major benefits from economic
growth. It also faces a potentially serious HIV/AIDS epidemic that could seriously
affect economic prospects if not brought under control. According to recent UN
data, India has overtaken South Africa as the country with the largest number of
HIV-infected people.®

76. At present, India is far from being one of the Eurasian superpowers, but all
signs point to its coming emergence as such. The sheer numbers of its growing
population that now stands at more than a billion, the expanding middle class,
robust military establishment and the country's increasing sophistication in high-
technology are shaping India as one of the rising political, economic and military
powers.® But, very significant challenges need to be addressed that will require
national determination and resourcefulness:®

e A targeted approach to bring millions of families above the poverty line.

e Generation of nearly ten million of new jobs per annum, especially for those in
the lower income groups.

e Eradication of illiteracy.

e Concerted efforts to raise primary and secondary enrolment rates and
minimize dropouts.

e Improved public health to reduce infant mortality and child malnutrition.

¢ Massive investment in power generation, telecommunications and other
physical and social infrastructure.

e Accelerated acquisition of technology capabilities to raise productivity in
agriculture, industry and services.

e Becoming a more important player in the world economy in terms of both
trade and investments.

77. Anessential requirementforenvi si oning I ndiads future i
is to recognise that the parameters which determine national development have

changed in recent years and will change further in future. This will open up

greater possibilities than ever before.

% NIC, 2020, page 53.

% PINR, India: A Rising Power.

% Government of India, Report India Vision 2020, page 20.
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Russia

78.  The tensions between the Russian Federation and Ukraine at the start of

the year 2006, generated a reneemergnganal yti c a
position as a superpower, driven chiefly by its actual, or potential, domination of a

larger proportion of global supplies of energy.®” Although Russia is not yet

considered as a resurgent power in the conventional sense of the phrase, it still

possesses some attributes of a superpower and could fully regain superpower

status in the future. This will particularly be true if it exploits the power generated

by its larger energy recourses.

79.  Geographically, Russia is the largest country in the world and possesses a
variety of strategic raw materials. It possesses the entirety of Europe's land-
based oil reserves and also has substantial reserves of natural gas. Russiais a
major supplier of both oil and gas to other European nations. The country
stretches over 11 time zones and has the potential to be a more influential power
in Eastern European, Middle Eastern, Central Asian and East Asian affairs.

80. Russia faces a severe demographic crisis resulting from low birth rates,
poor medical care, and a potentially explosive AIDS situation. If current rates
continue, Russia will lose approximately one million people a year through 2020,
leaving it with a population of around 130 million people.®® The decline in
population in Russia and the corresponding population increase in Central Asia
could have significant economic consequences. Related to this, and critical for
countries of Western Eurasia (Russia, Ukraine, Belarus), is the issue of brain
drain.®® A key question in the future is whether these countries will be able to
reverse trends from the past fifteen years and retain well-trained workers, or
evenconvinceemigr ants to return fAhomeo. As Europebo
challenge might grow more acute.

81. To the south, Russia borders an unstable region in the Caucasus and
Central Asia. Extremism, terrorism, and endemic conflict this region creates are
likely to continue spilling over into Russia. While these social and political factors
may limit the extent to which Russia could be a major global player, Moscow is
likely to be an important partner both for the established powers, the US and
Europe, and for the rising powers of China and India.”

82. As far as Russian federalism is concerned, it appears likely that Russia
will continue to have weak regions and a strong central state. It is a strong
possibility that Russia will have fewer federal units than its current 89 regions, 22
of which are associated with titularly recognised ethnic nationalities. Ethnic
unrest could result from changes in federalism if such changes are instituted
without consideration of local interests. Areas that are particularly susceptible

®" Daiwa Institute of Research, The re-emerging Russian superpower, 20 Jan 2006, by Vlad
Sobell, retrieved 3 August 2006.
% National Intelligence Council (NIC), Global trends 2020 - Russia, Workshop Summary for the
NIC 2020 project, 25 April 2004, page 5.
% |bid, page 5.
" Ibid, page 10.
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include the northern Caucasus, Tatarstan and Yakutia. Unrest in the northern
Caucasus, including the difficulties in Chechnya, Dagestan and Ingushetia, may
prove insoluble and could persist in one form or another through 2020."*

83. The key economic challenge facing Russia during the period will be
whether it can move beyond resource extraction and make the necessary
structur al changes in order to diversify the
human capital and become more integrated into the world economy. The failure
to diversify the economy could well lead to the petro-state phenomenon of
underdevelopment, huge income inequality, capital flight, and social tensions. In
this context, economic development and growth through 2020 are integrally
interlinked with effective governance structures. This refers not so much to
liberal democracy but to an efficient bureaucracy, predictable and evenly
enforced rules and regulations, the rule of law and other factors, such as tax
policies, that could stabilise the business climate in the country and allow for an
alternative to resource-dependent economic growth. Reforms in these areas
could encourage foreign direct investment outside of the energy sector and allow
Russia to take greater advantage of its proximity to Europe and Asia. Reform of
state structures, rather than state-directed economic strategies, is likely to lead to
economic diversification, long-term growth and higher standards of living.
Cooperation with other world regions, such as Europe and Asia, could allow
Russia to take advantage of natural strengths it has in certain areas of science
and technology and help its economic profile to grow beyond natural resources
and arms sales.”?

84. Russia will preserve its position as a developer of systems technologies in
areas such as rocket and space technology, nuclear energy, military aviation,
computer programming and some information technology (IT) areas. It is unlikely
that Russia would become a major producer outside of the military sphere, but its
strength in certain areas could place it in a position to cooperate with Europe in
competition with the US."®

85. Russiads growth, and growth within the en
regionally uneven and will reflect different levels of resources and investment.
For other resource-rich countries in Eurasia, particularly in Kazakhstan,
Turkmenistan and Azerbaijan, there is less optimism about the potential for
significant economic diversification over the next 15 years. Kazakhstan has the
best prospects in this regard and may prove the exception. The countries will
continue to rely on resource extraction and suffer the economic and social
impacts of skewed wealth distribution and severe economic inequality. All
countries of Central Asia are likely to be challenged by the twin pressures of
growing population on the one hand and a lack of arable land and water
resources on the other.”

"L NIC, Global Trends 2020 - Russia, page 6.
2 bid, page 2-3.
% bid, page 7.
" NIC, Global Trends 2020 - Russia, page 3.
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86.  For countries with more limited supplies of natural resources such as
Ukraine, Georgia, Kyrgyzstan, Tajikistan and Uzbekistan, the challenge will be to
develop effective production and service industries. While the countries might
benefit from the need to be entrepreneurial, such development is very
challenging and would require a significant modification of governance
structures, leading to more efficiency and greater predictability. Changes are
more likely to be inspired by exogenous’® sources, such as the potential for
(even limited) membership in the European Union (EU). A full membership in the
EU is highly unlikely by 2020, but that lesser forms of association under the
rubric of flexible geometry are possible within the time frame covered. Resource-
poor countries could also benefit greatly from the spill over effect of a dynamic
and growing Russian economy, and could cooperate with Russia on
development of transportation corridors for energy supplies.’®

87. The economic and demographic challenges could also be negatively
impacted by environmental degradation, which has been accelerated by the
current high r artceedractioh. Weid Russiayjtadintegrate noote
into the world economy and enter into international regimes, such as the World
Trade Organization (WTO)’” and the Kyoto protocols, it would face pressure to
address underlying environmental issues which could dampen growth initially,
but which might avoid worse difficulties in the future.”® Russian foreign policy
can be expected to utilise extensive alliance building, covering as many "bases"
as possible without damaging its international credibility. "

88.  Russia will remain a major global player in the near future for two main
reasons: its abundant natural resources will assume greater importance to the
world's major developed economies, and its military research and development
will continually earn it a top place as one of the top producers and suppliers of
hardware around the world. Its economic strength is still under question -- even
if major improvements take place in the Russian economy, it will still be a fraction
of China's and even a smaller fraction of the North American and European
economies for the next several decades. lts stabilised economy, while still
capable of attracting much needed foreign investment, will be behind major
growth in Europe, Chinaand India®® Russi ads course utwe deter min
strategic partners and her choices on alliance or collation partners will be central
to her development both socially, economically and militarily.

89. It would be difficult for Russia to rise once again as a global
superpower in the absence of an ideology capable of polarizing the international

s Exogenous, caused by factors or an agent from outside the organism or system, Miriam-
Webster OnLine, retrieved 15 February 2007.

® NIC, Global Trends 2020 - Russia, page 4.

"World Trade Organization (WTO), Annual Report 2006 - WTO accession negotiations, 15
December 2006, page 19. Russia is still in accession negotiations with WTO.
[http://www.wto.org/english/res _e/booksp e/anrep e/anrep06 e.pdf]

8 NIC, Global Trends 2020 - Russia, page 4.

" PINR, Russia's Future Foreign Policy.

% Ibid.
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community into two camps, thus aiding alliances and constructing independent
economic and political spheres of influence. The world in the coming decades
will still be dominated by the US, but will undergo a transformation, as more
countries will assume greater economic and political clout®'. Nonetheless,
Russia can be expected to continue its policy of "superpower on the cheap” - that
is, building credible alliances to share the costs of global influence, instead of
paying these costs themselves, as the Soviet Union did in the Cold War. This
approach can potentially allow it to increase its global influence and status
without extensively damaging its domestic and international standing.®?

COUNTRIES OF CONCERN

90. North Korea, Iran, Syria and Iraq ®* continue to be countries of main
concern, not only for NATO, but also for nations bordering countries. Therefore,
these four countries will be highlighted as important factors under geopolitical
challenges. The general military development of these states will be discussed
in the section covering the military domain, while regional trends are discussed in
section VI.

North Korea

91. The Democratic People's Republic of Korea (DPRK) will continue to be a
potentialflas h poi nt . North Koreads intentions are
to practice brinkmanship in dealing with the US and South Korea. Despite

ongoing diplomatic efforts, the confrontation on the Peninsula will not likely be

resolved during the next few years, nor will any agreements alter substantially

the military threat potential of North Korea. While continuing provocations are

possible, major conflict is unlikely, but cannot be ruled out.®*

92. The Korean Peninsula could be a reunited entity by the end of the period,

although a substantial improvement in bi-lateral relations will have to have had

occurred if the transition were to be a peaceful and successful one. This would

be a formative event in Asian politics and would have profound influence over
Ssubsequent political alignments, not | east b
nuclear and missile capability which would likely have been further developed in

the years prior to reunification.®®

93. The future of Korea lies at the heart of the future for East Asia. Currently,
North Korea poses one of the most serious nuclear threats on the globe. Not
only is there the risk of nuclear exchange in the region, North Korea is also an

81 P|NR, Russia's Future Foreign Policy.

% |bid.

8 The countries are not listed with any prioritisation.

8 Canadian Defence Staff, Directorate of Defence Analysis Military Assessment 2000, 2003,
gPrepared by Dr. Scot Robertson), page 9.

® Allied Command Transformation (ACT), Long Term Requirement Study (LTRS), The World in
202571 A Global and Regional Review, report from NATO Consultation, Command and Control
Agency (NC3A), September 2005, page 28.
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active exporter of nuclear technology and associated delivery systems.®® The
safety, standards, activities and professionalism of their nuclear program are all
unclear.

Iran

94. The Islamic Republic of Iran is also likely to be of considerable regional
significance due to its strategic location at the mouth of the Straits of Hormuz and
its growing military strength. Against a backdrop of poverty and economic
decline, the power struggle between reformists and hard line Islamists is likely to
intensify. Whichever group wins, and most indicators point to the reformists due
to the growth of opposition against the current regime, the other is unlikely to
back down without a bitter fight. At the end of the period, Iran is likely to have
gone one of three ways: it could be politically deadlocked between reformists and
hardliners and the status quo; it could remain a strong theocratic state, with a
foreign policy agenda geared towards the defence of territorial integrity and
sovereignty and an emphasis on improving military capability; or it could be
under reformist control, more accountable and open to global dialogue with
increasingly transparent and non-confrontational policies, perhaps having
endured a violent revolution to overturn the theocracy. The development and
utilisation of the Iranian military will depend on who controls power and their
perception of security threats, but will likely include the continued improvement of
power projection and air defence capabilities and the pursuit of enhanced WME
capabilities. Already Iran has developed an indigenous industrial base for the
production of a variety of ballistic missiles and seems intent on using this to
acquire a long-range capability allowing it potentially to strike targets in Israel,
Saudi Arabia and Turkey, and eventually targets further afield, including Western
Europe. Whether or not Iran will continue to be a state-sponsor of terrorism
remains to be seen.?’

95. The 2005 election of a new president of Iran could be interpreted as
reinforcing the validity of the risks outlined above. Indeed the nuclear issue was

describedas fApart of a macro policyo amdVittthe new
this election, the Islamic Republic of Iran is more capable of confronting
chall enges and the Europeans h.awskortthe t ake th

was issuing an early challenge to the West for the years to come.®® Subsequent
events throughout 2006 establish the trend in rhetoric and action and a clear
decision watershed by the international community and Iraq will have to occur
within the next year.

Syria

96. The Syrian Arab Republic arguably presents the best microcosm of the
cocktail of risks that might challenge NATO in the future. In particular, because

8 ACT, LTRS, The World in 2025 i A Global and Regional Review, page 29.
8 \bid, pages 32-33.
% bid, page 33.
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Syria has a nuclear and chemical program, although without a declared uranium
enrichment element. Also Syria has limited stocks of Biological Weapons (BW).
Their SCUD D missiles, acquired from North Korea, having a range of 650 km,
already threaten Southern Turkey and Cyprus. Significantly, Syria has not
signed the Code of Conduct related to missile technology and has, thus, not yet
engaged in international efforts to prevent missile proliferation. Syria has also
been accused of state-sponsored terrorism and, thus, seeks the technology to
conduct both symmetric and asymmetric attack.®

97. Given Syriaods hi sithodlorth Koced inthecaogpigtommt i on w

and enhancement of the SCUD, it is safe to assume that this relationship will

continue and the range, reliability, payl oad
missiles will increase over the period such that they may threaten directly -

certainly Turkey and the island of Cyprus, and perhaps Greece, the southern

Balkans and Italy. The SCUD D can carry chemical or biological warheads

currently, but with advances in nuclear weapons technology, would be able to

carry an effective nuclear warhead by the end of the period.*

98. Any country with even the most basic chemical industry already has the
technology and equipment to produce a variety of chemical agents. Given its
history of seeking to counter Israeli forces with its own WME, it is safe to assume
that Syria will continue to maintain and develop its chemical munitions.®*

99. There is a well-trodden nuclear path from research reactors through
nuclear power generation to nuclear weapons. Syria has the first, certainly
aspires to the second and probably the third. By themselves, research reactors
represent only a minor radiological hazard and as such are a minor threat. The
amount of enriched uranium involved (typically less than 1 kg) falls far short of
the quantity required to develop nuclear weapons. Two factors conspire to make
Syriabs nuclear aspirations a potential thre
trading with those on the margins of international law and so the prospect of it
obtaining fissile material from one of the less scrupulous members of the
international community is high. Secondly there exists within Syria considerable
phosphate deposits and there is a significant chance that, by the end of the
period, the technology for extraction of uranium from phosphate will have
developed sufficiently for, first, use in nuclear power reactors and then, second,
or the development of nuclear weapons.

8 ACT, LTRS, The World in 2025 i A Global and Regional Review, pages 33-34.
% |bid, pages 34.
1 Ibid, page 34.
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Iraq

100. The future of Iraq is difficult to predict. In the resent Irag Study Group

(ISG) report®, the co-chairsstat e t hat: fAthere is no magic fo
problems of Iraq. However, there are actions that can be taken to improve the
situation and protect American interestso.

challenges in Irag are complex and violence is increasing in scope and lethality.
A Sunni Arab insurgency, Shiite militias and death squads, Al Qaeda, and
widespread criminality feed it. Sectarian conflict is the principal challenge to
stability. The Iragi people have a democratically elected government, yet it is not
adequately advancing national reconciliation, providing basic security, or
delivering essential services. Pessimism is pervasive®0 .  repdnt enakes
recommendations in several areas. They include improvements to the Iraqi
criminal justice system, the Iraqi oil sector, the US reconstruction efforts in Iraq,
the US budget process, the training of US government personnel, and US

intelligence - capabilities.**

101. If the political situation deteriorates in Iraq to the extent of civil war, the oll
infrastructure would undoubtedly be targeted. It is believed, that this would have
little effect on the rest of the world. The international market has been very
flexible in the face of the Iraq crisis and even if Iragi oil were to go semi-
permanently off-line, the world would readjust fairly easily. In short, oil security is
well assured at a global level but there will always be a massive economic impact
on the producers when there are big swings in oil prices. The challenge for the
Middle East will be to try to ensure that major shocks are avoided.” In addition,
central to Middle Eastern security concerns will be: the middle- and long-term
status of Iraq and the possibility of continuing US deployment in the country; the
possibility of low-level conflict overspill from the South Caucasus and Central
Asia including Afghanistan; or the potential for ethnic unrest, for example among
restive Kurdish populations in Turkey or Iraq.*°

Countries of concern and WMD proliferation

102. The spectre of WMD still haunts the world, and may become a greater
concern. Despite the high entry cost, WMD are proliferating. This is perhaps
particularly so with respect to chemical and BW, which in some cases are difficult
to monitor in that they often employ dual use technologies. Nuclear

% The Iraq Study Group Report (ISG), (Baker-Hamilton Commission), The way forward i A new
approach, December 2006, Vintage Books, Random House, Inc. (Co-chairs, James A. Baker, Il
Lee H. Hamilton and members: Lawrence S. Eagleburger, Vernon E. Jordan, Jr., Edwin Meese
11, Sandra Day O6Connor, Leon E. Panetta, Wi lliam J.
ISBN: 0-307-38656-2, page ix.
[http://www.usip.orq/isq/iraq study group_report/report/1206/irag_study group_report.pdf]

The Iraq Study Group Report, The way forward i A new approach, page 6.

“ The Iraq Study Group Report, The way forward i A new approach, page 8.

ACT LTRS, The Long Term Requirement Study i Base-line Paper, page 18.

% Allied Command Transformation (ACT), Long Term Requirement Study (LTRS), The World in
202571 A Global and Regional Review, report from NATO Consultation, Command and Control
Agency (NC3A), September 2005, page 33.
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programmes, such as those of India, Pakistan, Iran and North Korea indicate that

in spite of the expense and difficulty associated with developing and fielding such
weapons, some nations still deem them worth pursuing.’’ As stated earlier,

North Korea currently poses one of the most serious nuclear threats on the globe

and North Koreads {1 andwihcortruetsbeaauaderthec | ear
current regime.

103. Nuclear proliferation poses the most serious challenge in the Middle East,
particularly as Israel is unlikely to remain passive should either Iran or Syria
become poised to possess nuclear weapons. The increased range, accuracy
and risk of ballistic missiles in the Middle East poses a direct challenge to NATO
and it is one that reinforces the importance of strategic deterrence almost on the
Cold War model.?® Iran, Syria and Israel are all known already to possess
chemical weapons or at least the means to produce them and all are known to be
following a BW agenda.'®

GLOBALISATION AND INCREASING INTERDEPENDENCE
Globalisation

104. Globalisation, in short, can be thought of as the widening, intensifying,
speeding up, and growing impact of worldwide interconnectedness.'®* In more
detail, globalisation can be conceived as a process (or set of processes), which
embodies a transformation in the spatial organisation of social relations and
transactions, expressed in transcontinental or interregional flows and networks of
activity, interaction and power.*°? Globalisation shows only signs of continuing,
or even speeding up, in the coming years as long communication and interaction
becomes more and more feasible at lower costs and with greater efficiency.

105. The ability to communicate, both directly and indirectly through media,
music, movies, values, is becoming cheaper and easier, and has been shown to
have an impact on societies. As a result of globalisation, ideas, economic
systems, and cultures are shared and interact easily. Spanning over domains of
social, political and economic interaction, the communication revolution that
leverages globalisation has become a driving force in shaping and sparking
trends that will persist in the future security environment. From the ability for
people to now organise internationally on the basis of ideas (as in the case of
democratic and freedom movements in areas such as China and Nepal, or
extremist and terrorist movements), to the ability for the success of a harvest in

9" Canadian Defence Staff, Directorate of Defence Analysis Military Assessment 2000, 2003,

gPrepared by Dr. Scot Robertson), pages 14-15.

® Canadian Defence Staff, Military Assessment 2000, page 9.

9 ACT, LTRS, The World in 2025 1 A Global and Regional Review, pages 46.

19 hid, pages 33.

YHeld, David and McGr ew, ThaGlobhl drangformaiicds, mthiexdd 18 at i on o,
July 2006. [http://www.polity.co.uk/global/globocp.htm]

192 Held, D. and McGrew, A., Goldblatt, D. and Perraton, J., Global Transformations:

Politics,Economics and Culture, Polity Press, Cambridge, 1999.
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one country to determine the cost of that or other commodities globally;
globalisation has created a system of independence and communication that on
some terms, mainly economic, is a system of inter-sensitivity. Westernisation
through the mass media due to globalisation may increase tensions from anti-
western movements, as in countries like Pakistan or other Islamic constituents.
This may pose a threat to NATO forces operating in such countries or a
challenge if anti-western tension spreads to Alliance nations.

106. Some trends and effects will likely continue over the period. Greater
openness will enhance competition and increase the pressure to adapt economic
and social systems. Countries and regions, which fail to do so, risk falling into
decline and/or becoming increasingly marginalized. The trends are:

Economic:

e Economic globalisation will continue and deepen. In spite of recurrent
protectionist tendencies, cross-border trade is expected to grow worldwide,
leading to increasing interaction between national economic systems and
integration of markets.

e The dominanttriad i the US, the EU and Japan i will probably remain
leaders in many high-value markets, but continue to offshore labour-intensive
production and business services.

e Some of the target countries for these offshore activities will become new
economic powerhouses. China and India, especially, are likely to continue
their economic rise, shifting the centre of the world economy to Asia.
However, in both countries, economic success will increasingly depend on or
be linked to domestic reforms and energy supply.

e Emerging economies in Asia are expected to post the highest economic
growth rates and come close to Western GDP levels. However, in terms of
GDP per capita, they will remain a considerable distance behind the
standards of OECD countries. Distribution of wealth will thus remain highly
unequal.*®

e Creation of further international agreements leading to organisations similar to
the World Trade Organization (WTO) and Organization of the Petroleum
Exporting Countries (OPEC).

e Increased role of international organisations such as WTO, World Intellectual
Property Organization (WIPO), International Monetary Fund (IMF) that deal
with international transactions.

e Development of global financial systems.

e Increased use of business economic practices like outsourcing by
multinational corporations.

103 European Union (EU), Institute for Security Studies (ISS), The New Global Puzzle - What

world for the EU in 2025?, ISS 2006, page 31-32. [http://www.iss-eu.org/books/NGP.pdf]
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Socio-Cultural:

¢ Greater international cultural exchange.

e Spreading of multiculturalism, and better individual access to cultural
diversity, for example through the export of Hollywood and Bollywood movies.
A possible impact might be the imported culture supplanting or seemingly
corrupting the local culture, bringing about a concomitant reduction in
diversity through hybridisation or even assimilation.

e Greater international travel and tourism.

e Greater immigration, including illegal immigration.

e Spread of non-local foods (often adapted to local taste and potentially
lamented as a corruption by others).

e Worldwide Fads and Pop Culture.

e Increasing integration of foreign words in other languages as a tool of
common use.

¢ Formation or development of a set of universal values.

107. Along with these, there have also been trends in the development of a

global telecommunications infrastructure and in greater transnational data flow.

Using such technologies as the Internet, communication satellites and

telephones, there is an increase in the number of standards applied globally; e.g.

copyright laws and patents and the push by many for an international criminal

court and international justice movements. It is often argued that even terrorism

has undergone globalisation, with attacks in foreign countries that have no direct
relation with the organisationds home countr

108. The increase rapidity of globalisation and the potential of its trends and
effects have spawned many anti-globalisation movements. It is most likely that
this will continue in proportion to how connected communities become in all
domains.

109. In anintegrated, ICT intensive globalised economy, shocks, risks, and
threats have the potential to damage or disrupt not only national economies, but
also international economic systems. A protracted economic downturn is a
significant risk in the future, resulting in the disintegration of the globalised
economy and the rise of economic isolationism and protectionism. Furthermore,
the socio-economic disenchantment of the disadvantaged could renew pressures
upon national governments to disengage or retract from the global economy.
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SECTION Ill: GLOBAL SECURITY RISKS

"l am quite confident that in the foreseeable future armed
conflict will not take the form of huge land armies facing
each other across extended battle lines, as they did in World
War | and World War Il or, for that matter, as they would
have if NATO had faced the Warsaw Pact on the field of
battle."

General H. Norman Schwarzkopf

Key Findings

e The main weapon for enemies will be asymmetric warfare including terrorism.

e The most immediate threats to security in 21° century will come from weak, failing
and rogue states, safe heaven for terrorist and criminal organisations.

e Terrorism will continue to be a major risk to global security.

o The impact of technological advances will provide to terrorists with new
capabilities; more decentralized organization and more lethal acts.

e Continuing diffusion of existing technology and knowledge will allow proliferation
of WMD and their means of delivery.

e Trans-national criminal organizations will become increasingly adept at exploiting
disorder expanding the scope of its activities from drugs trafficking to services to
terrorists.

e Growing range of actors, including terrorist, will be able to achieve offensive INFO
OPS and computer network capabilities.

SUMMARY

110. Terrorism, increasingly global in scope and lethal in results, and the
spread of WMD are likely to be the principal threats to the Alliance over the
period. Instability due to failed or failing states, regional crises and conflicts, and
their causes and effects; the growing availability of sophisticated conventional
weaponry; the misuse of emerging technologies; and the disruption of the flow of
vital resources are likely to be the main risks or challenges for the Alliance in that
period.

111. The most worrisome risk is the search by terrorist groups to obtain
WMD/WME. Likewise, developments in CW and BW agents and the proliferation
of related expertise and technologies will pose a substantial threat, particularly
from terrorists.

112. A growing range of actors, including terrorists, may acquire and develop
capabilities to conduct both physical attacks and CNA against nodes of the
worl ddéds information infrastructure.
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CND; not only for Alliance military forces, but also NATO nations are probably
more vulnerable than the armed forces.

113. Criminal organisations and networks based on all continents will expand
the scale and scope of their activities and piracy will continue to challenge NATO
nations and operations. NATO interagency coordination will be increasingly
important to counter this trend but is not at present keeping pace with it.

114. Meeting the risks created by weak and failing states requires not only
international cooperation in counter terrorism and non-proliferation, but a broad
and systematic international effort to help these states move from the category of
the failing to the category of the succeeding. Moreover, state failure can no
longer be seen as a localised or regional issue to be managed simply on an ad
hoc, case-by-case basis. A more coherent and effective international response,
which utilises all of the tools at our disposal, ranging from aid and humanitarian
assistance to support for institution building could well be the course to take.

115. Failed states have international implications. A bloody dictatorship poses
a challenge to humanitarian law, and hence to universal values. This may lead
to an external intervention i e.g. Cambodia, Rwanda, Kosovo and Iraq. But the
flow of refugees will trouble and disturb the neighbours of a state, which raises
more directly a question of regional security. More generally, the existence of
spaces beyond the reach of state authority, in which gangs operate
unrestrainedly i as in the case of Sierra Leone where they compete to control
the diamond trade 1 fuels international criminality, the child-soldier phenomenon
and terrorism, if not indeed the proliferation of WMD, which raises a more
general problem of international security.

116. The Arc of Crises™™ has expanded considerably over the period. The arc
might expand or widen over the period, if the right conditions are met. Most of
the conditions are outside the military sphere and can only be suppressed or
weakened by inter agency cooperation or by international organisations.

RELIGION

117. The main global religions are the monotheist religions of Judaism,
Christianity and Islam, the Eastern traditions of pantheist Hinduism and the more
philosophical traditions of Buddhism, Taoism, Shinto and Confucianism.
Religion's role is undergoing considerable change as a consequence of both
continued secularisation in the West, and cultural globalisation, making clearer
the secular nature of Western culture to the rest of the world.

“puring the cold war, the fdArc of Cringflosthe was nor mal

Indian subcontinent in the east to the Horn of Africa in the west and that the Middle East
constitutes its central core. Today, the arc must be expanded considerably, for more details see
paragraph 157.
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118. The largest global religions are Christianity (2 billion adherents), Islam (1
billion) and Hinduism (0.7 billion) and in the developed world 0.9 billion people
are estimated already to be atheists or non-believers. Estimates suggest that the
proportion of non-believers worldwide has increased from 0.2 % to 16 % over the
last 100 years. Atheism is likely to grow, the role of religion will narrow in the
lives of those people who remain believers, as materialism becomes more
pervasive and traditional values fade. In the period, it is assessed that the
proportion of the world's population that is Islamic will have increased from 12 %
(in 1950) to 24 %, whilst the other religions will remain fairly static.*

119. This influence of globalisation upon the raising Islamic population may well
lead to further instances of religious extremist terrorism with its proponents
seeking to restore Islamist cultural and political traditions by attacking Western
culture. This is likely to bring about further attacks directly against Western
targets both in the West and in Islamist states.*®

THE RETURN OF RELIGION - RADICALISM

120. The new wave of religious activism is driven by serious believers of many
faiths - Protestants, Catholics, Jews, Muslims, Hindus and others - all of whom
are adamantly opposed to many of the values commonly accepted by modern
secular society. Though their specific beliefs differ, they share the ultimate goal
of restructuring society on the basis of scriptural belief and practice.**’

121. Far from damping religionds i mpact, moder
generation of savvy and technologically adept religious movements, including
Evangelical ProtestantsminAmer i ca, #AHindutvao in India, S

Islam in the Middle East, Pentecostalism in Africa and Latin America, and Opus

Dei and the charismatic movement in the Catholic Church. Many of these have

been assigned sinister labels and been unfairly portrayed. The most dynamic
religiosity todatyi me nekti gbomacasiiolt dis radi
conservative. Todaydés religious upsurge is
than an e xploorstihoond®xfi efisn.eto

Radicalism

122. Radicalism®®® may refer to extremism, both far left and far right.
Radicalism is not a new phenomenon. It has probably turned more violent in the

| ast decade, and this trend will Ilikely cont
%5 3pcc, Strategic Trends é .,  p 2@and 221.

1% hid, page 3-15.

YWi nnail, Douglas S., TororevsRald, Nov.i Decf2008,e/blimg 7,0 n 0 ,

Issue 6, retrieved 28 June 2006. [http://www.tomorrowsworld.org/cgi-bin/tw/tw-
mag.cgi?category=Magazine39&item=1130832347]

sShah, Timothy Samuel aahd Tomwfdt ,i sVorigmBaicnwf, fy, 0
July/August 2006, retrieved 25 July 2006, page 2.

199 Radicalism, the political orientation of those who favour revolutionary change in government

and society.
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world wide reporting, showing violent pictures of radical protesters from G8 and

WTO summits, Nazi gatherings, Greenpeace actions, Christian radicals

protesting against abortion or Islamic radicals protesting on the Gaza Strip,

Afghanistan and in Beirut. Some of these radical groups have a huge number of

sympathizers who are now virtually connected. New dynamics on the Internet

such as YouTube.com can give unfettered and unedited access to anybody and

allow videos on any subject to be posted for consumption by a global audience.

NATOs Comprehensive Political Guidance statesthat: A Ter r or i sm, i ncreas.i
global in scope and lethal in results, and the spread of weapons of mass

destruction are likely to be the principal threats to the Alliance over the next 10 to

15 vy e Mestiof the terrorism we have seen so far has had its roots in

Islamic radical groups.*** *? However, terrorism acts against NATO from other

radical groups are possible over the period. The key factors that spawned

international terrorism show no sign of abating over the period, on the contrary,

the trend is on the increase. Experts assess that the majority of international

terrorist groups will continue to identify themselves with political Islam/radical

|l slam to gain so called @MUBelroristgreapspport o for
linked with racist militias, religious fundamentalists, ethno nationalists and other

minorities will also be present and their incidence cannot be ruled out.

Political Islam

123. The phenomenon known as political Islam is rooted in a contemporary

religious resurgence in private and public life.*** Political Islam is also known by

many | abel s: Al sl amism, o Amilitant I sl am,
and so on. Although some scholars may assign different shades of meaning to

these terms, they are used more or less interchangeably in academic literature

and the press. More common is™ he term Al sl
According to Prof. Tibi, the distinguishing mark of political Islam is its goal:

namely,thefii s| ami z at i olmorday, which is &antgmountitottappiray

existing regimes, with the implication of de-We s t e r n i*'8 @he intentiod is to

replace those regimes with t h'¥ Fifidlysitimmi ¢ St at
important to recognise the difference between Islam, the religion, and Islamism,

the religious-political ideology. Although jihadism may not be Islamic, it is based

on the ideology of Islam, which has emerged from the politicisation of Islam.**®

(@

110 CPG, Part I'i The Strategic Context.

"Sshah an®WhVJofGod fis Winningod, page 2.

12NiC, Mapping the global future, page 93.

13 1bid, page 93.

YMEsposito, Jahnl k| amP a hldint Foces Quaetesly, Spring 2000, pages

49-55, retrieved 17 July 2006, page 50.

YEsposito, APolitical Islam and the Westo, page 49.
18 Tibi, Bassam, The Challenge of Fundamentalism: Political Islam and the New World Disorder,

lBl(7erkeley: University of California Press, 1998, page 138.

Tibi, The Challenge of Fundamentalismé, page 27.
Y1ipi, Bassam, AJi hadi siménatiomalHerald TribunepAudust80j cal | sl amo,
2005.
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Global Salafi

124. Global Salafi**® Jihad'?° is an intentional strategy to rally masses of

relatively uneducated Muslims to accept an apparently simple message: target

| srael, the US and ohTeegbbakSalafifitacveas f ar enemy o
consolidated by bin Laden and his associates in February 1998, when the World

Islamic Front was formed and a fatwa was issued declaring a jihad against Jews

and crusaders that urged followers "to kill the Americans and their allies &

civilian and military & [this] is an individual duty for every Muslim who can do it in

any country in which it is possible to do it.” The spread of perverted Islamic

ideology will have important consequences for the stability of Islamic countries

and problem states.

TERRORISM

125. If most future conflicts fall mostly along the cultural or political fault lines,

given NATOb6s military and economic power, th
will be asymmetric warfare including terrorism. Classic motivations for terrorism

will endure in the information age. The change will be the methods used by

terrorists who avail themselves of newly expanded opportunities to achieve their

goals, disrupting or persuading their enemies. Terrorism will continue to appeal

to its perpetrators being the strategy of the weak; it appeals to those groups or

organisations that cannot match the power might of their opponents*?*. At the

same time, it is an economically sensible and risk managed strategy, from their

perspective, that delivers the best effects.

126. Pressure from the global counter terrorism effort, together with the impact
of advances in information technology, will cause the terrorist threat to become
increasingly decentralised, evolving into an eclectic array of groups, cells, and
individuals. While taking advantage of sanctuaries around the world to train,
terrorists will not need a stationary headquarters to plan and carry out operations.
Training materials, targeting guidance, weapons know-how, and fund-raising will
increasingly become virtual.'*> Changes in organisation, doctrine, strategy, and
technology, are |linked to the emergence of a
Terrorists will continue moving from hierarchical toward flatter decentralised
organisational designs. These are likely to consist of small, dispersed groups
who communicate, coordinate, and conduct their campaigns in an inter-netted

WThe term fASal afi o r efisne armovement witd drigins i the 19th ceftunS a | a
whose goal is the restoration of the pure Islam of the first generation of Muslims (the salaf al-

saliheen).

120 Jihad: a holy war waged on behalf of Islam as a religious duty; also a crusade for a principle or
belief. Merriam-Webster Online Dictionary, retrieved 25 July 2006.

»sageman, Marc, M.D., Ph.D, fAGlobal Salafi Jihad & G
University of California, Institute of Governmental Studies and Sageman, Marc, M.D., Ph.D,
finderstandi ng Terror Networ kso, University of Pennsyl var

122 R AND Corporation, Countering the new terrorism, 1999, Chapter 3 - Networks, Netwar and

Information-Age terrorism, page 68.
123 NIC, Mapping the global future, Project 2020, page 15.
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manner, without a precise central command.*** Terrorists will likely gain new
capabilities for | ethal acts, but where terr
may be as useful as traditional operations for achieving their goals; sgstemic

disruption may become as much an objective as target destruction.*?

127. Most terrorist attacks will continue to employ primarily conventional
weapons. The increasing use of suicide tactics is also a worrisome trend.
Terrorists will be able to quickly adapt their operational concepts - i.e., the scope,
operational design, or support arrangements for attacks to the greatest
advantage. One such concept that is likely to continue is the use of the tactic of
a large number of simultaneous attacks, possibly in widely separated locations.
While vehicle-borne Improvised Explosive Devices (IEDs) will remain popular as
asymmetric weapons, terrorists are likely to move up the technology ladder to
employ advanced explosives and even UAVs.*?® As an example, in the most
recent conflict in Southern Lebanon, Hezbollah has reportedly used UAVs*?’ and
encroached Israeli airspace several times. This type of rapid technology
procurement and quick adaptation for use is likely to continue.

128. The most worrisome trend has been an intensified efforts by some terrorist
groups to obtain WMD and CBRN weapons. The greatest concern is that these
groups might acquire biological, chemical and radiological agents or less likely, a
nuclear device, either of which could cause mass casualties. The use of
radiological dispersal devices could be effective in creating panic, because of the
p u b | miscaheeption of the capacity of such attacks to kill large numbers of
people. With advances in the design of simplified nuclear weapons, terrorists will
continue to seek to acquire fissile material in order to construct a nuclear
weapon. Given the possibility that terrorists could acquire nuclear weapons, the
use of such weapons by extremists over the period cannot be ruled out. More
likely is that terrorists will try to acquire and develop the capabilities to conduct
Computer Network Operations (CNO) to cause physical damage to computer
systems and to disrupt critical information networks.*?® This is discussed in detail
later.

PROLIFERATION

129. Despite arms control and counter-proliferation efforts, the continuing
diffusion of existing technology and knowledge will allow the proliferation of WMD
including those Weapons of Mass Effect (WME)**° and their means of delivery.

In the absence of workable counter-proliferation arrangements, some states will

124 RAND, Countering the new terrorism, Chapter 3 - Networks, Netwar and Information-Age

terrorism, page 51.

125 |hid, page 41.

126 \IC, Mapping the global future, page 101.

2" The UAV is called Mirsad by Hezbollah and it is an Iranian-built Mgher-4.

128 NIC, Mapping the global future, page 16.

129 CNO is discussed in detail in paragraph 143.

1% \WME: Weapons of Mass Effects are often used to include weapons, such as chemical and
biological types, that may cause mass casualties without destruction of human life. US DaD.
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continue to seek these capabilities in order to protect themselves from regional
threats, increase their global and regional influence and/or deter intervention
from the West or other emerging global powers.***

Weapons of Mass Destruction (WMD)

130. A number of countries are likely to continue their nuclear, chemical, and
BW programs. Countries without nuclear weapons, especially in the Middle East
and Northeast Asia, may decide to seek them as it becomes clear that their
neighbours and regional rivals are doing so. The assistance of proliferators
(state and non-state actors, including private entrepreneurs) may reduce the time
required for countries to develop nuclear weapons.**? Likewise, developments in
Chemical Weapons (CW) and BW agents and the proliferation of related
expertise and technologies will pose a substantial threat, particularly from
terrorists. Major advances in the biological sciences and information technology
probably will accelerate the pace of BW agent development increasing the
potential for agents that are more difficult to detect or to defend against.**®

Weapons of Mass Effect (WME)

131. Non-lethal WME will also logically be developed and potentially employed.

These could include electromagnetic pulse (EMP) weapons or catastrophic

computer viruses causing widespread damage to deployed forces and/or

domestic economies without significant loss of life. Their employment will cause

a significant dilemma about what, if any, military response is appropriate and
potentially under mine i n t Hfectivenessdfi cds eye,
security forces to protect the public. Delayed lethality effects such as those

caused by radiological weapons or carcinogenic chemicals, where the short term

threat or imfact would have a psychologically massive effect, could cause similar

dilemmas.*

132. WME are likely to be acquired by armed non-state actors. This will be
increasingly possible without state sponsorship. Given their higher propensity to
extremism, the possibility of deniability and paucity of conventional response
options, as well as the difficulty in deterring them, WME are IikeI%/ to present a
key threat to the security of states from the near term onwards.**

Future Nuclear Environment

133. The trend in civil nuclear energy development is established and likely to
rapidly accelerate as public tolerance and confidence returns matched by public
apprehension of natural resource access and supply. Legitimate development of
a civil nuclear industry is likely to see an upswing. One result could be that

31 Jpcce, Strategic Trends i 1% Ed, & . . padlsagraph 7
132 NIC, Mapping the global future,..., page 100.
33 pid, page 100.
1% JDCC, Strategic Trendsi 1Ed, é. par-2lgraph 7
13 bid, paragraph 7-22.
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NATO will find itself operatinga | most per manently i n a
where consequence management, safety of reactors or security of energy/supply
lines have dominance. The consequences on defence planning could be
profound.

Delivery systems

134. Security will remain at risk from increasingly advanced and lethal ballistic,
cruise missiles, and UAVs. States almost certainly will continue to increase the
range, reliability and accuracy of the missile systems in their inventories. Over
the period several countries of concern probably will have acquired Land-Attack
Cruise Missiles (LACMs) capable of threatening NATO countries. As NATO
expands geographically, the proximity of the potential threat increases. Both
North Korea and Iran probably will have an Intercontinental Ballistic Missile
(ICBM) capability well before 2025 and will be working on improvements to
enhance such capabilities. Several other countries are likely to develop space
launch vehicles (SLVs) by the end of the period to put domestic satellites in orbit
and to enhance national prestige. An SLV is a key stepping-stone toward an
ICBM as it could be used as a booster in an ICBM development program.*3®

Small arms

135. A pressing threat is the increasing global availability of small and light
arms. An estimated 1,249 firms in 92 countries are involved in contributing to the
production of small arms.**’ These weapons are the cheap, readily available,
and have been shown to be the most damaging to security. These weapons are
characterised by long life, durability, high portability, easy maintenance, and ease
of concealment. Small arms are a prime market, legal and illicit, and are
commonly the weapons of choice for security risk groups. Though there is efforts
and controls in place that attempt to curb this market, it is likely to continue as a
serious concern in the future. There is no evidence that the global trade in
weaponry, legal or illegal, will diminish. The nature of advances may make more
very powerful weapons available to small, unsophisticated groups.

CRIMINAL ISSUES OF CONCERN
Criminal organisations and networks

136. Organised crime is already a major security threat, with 4,000
organisations comprising tens of thousands of members and an even bigger grey

zone of (I'T, scienti fi candfaciltatorsiinfEarope i a | )

alone.’®® Over the period, trans-national criminal organisations will become
increasingly adept at exploiting disorder and the global diffusion of sophisticated
information, finance and transportation networks. Criminal organisations and

136
137

NIC, Mapping the global futureé . . , page 101.

Global Issues, Small Arms-they cause 90% of civilian casualties, Jan. 2006, retrieved 15 June
2006, [http://www.globalissues.org/Geopolitics/ArmsTrade/SmallArms.asp]
BEU/ISS,LongTer m Vi sion ( Sagedd.d One) é.
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networks, based on all continents, will expand the scale and scope of their
activities. They will form loose, and opportunistic alliances with one another,
including with smaller criminal entrepreneurs and with insurgent movements for
specific operations. They will corrupt leaders of unstable, economically fragile or
failing states, insinuate themselves into troubled banks and businesses and co-
operate with insurgent political movements to control substantial geographic
areas. Their enormous income will come from trafficking in narcotics, women
and children; piracy; smuggling; illegal immigrants; toxic materials; arms; military
technologies; and other contraband; financial fraud; and racketeering; and
services to terrorists.*

137. In terms of their modus operandi, organised criminals are likely to
organise more international networks and may consolidate their operations,
displacing more locally organised groups. Their methods will evolve to counter

many governmentsod att e mpllteloitboth letrergytim ai n

implementing control measures and the holes that form internationally between
different state regulatory systems. Organised crime networks will overlap

frequently with terrorist networ&yssofand
convenienceo. They wil/l extend exi sti

other criminal groups and corrupt governments, while providing key links in the
supply chains for both terrorists and some rogue states. They will do this
primarily for economic rather than ideological reasons.**® In this environment,
military effectiveness is negligible unless connected to other instruments of
power in building a coherent approach. Successful local geographic initiatives
around the globe could act as the catalyst for new dynamic relationships to be
formed to counter this.

138. Maritime piracy specifically focussed at the merchant marine is a rising
concern for maritime forces, and is trend set to continue and quicken; examples
abound off the Horn of Africa and in Asian waters as well as elsewhere. Piracy
will continue to be a threat to NATO vessels, until sufficient and effective counter
measures have been developed.

lllegal Immigration and human trafficking***

139. The trafficking of people is likely to increase due to the continued
economic disparity, and potentially increased efforts by states to curtail
immigration.**? During the period, globalisation, demographic imbalances
between developed and developing countries and interstate and civil conflicts will
fuel increasing international migration, much of it illegal. Climate change could
potentially case mass migration as well. lllegal migration - facilitated increasingly
by alien-smuggling syndicates and corrupt government officials - will grow
dramatically, matching or exceeding other forms of migration into many countries

139 NIC, Global trends 2015 - A dialog about future with nongovernment experts, page 41.

“99pce,Sstrat egi c, pafagreph 6-88. é
141 National Foreign Intelligence Board, Central Intelligence Agency (CIA), National Intelligence
Estimate - Growing global migration and its implications for the US, 2001.
“2EyU/I1ISS,Long Term Visiompage®t and One) é.
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in Europe and in the more developed countries of Asia, Africa, and Latin
America. Transnational terrorist, narcotic trafficking, and organised crime groups
will seek to blend into and recruit among co-ethnic immigrant communities and
exploit gaps in migration control efforts to ply their trades, as this represents
sensible opportunism on their part.

140. Trafficking in women and children for purposes of labour and sexual

exploitation is also increasing dramatically. Alien smuggling will have a corrosive

effect on the political institutions of many countries as many of their law

enforcement officials are overcome by the sheer scale, or even succumb to

bribery and contribute to a public perception that their governments are losing

their capacity to control their countrieso6 b
or large-scale migration flows into countries, would most likely strengthen

extremist political parties and could increase anti-immigrant violence. Other

migration flowing will directly or indirectly challenge military forces, border

defences, and law enforcement capabilities.

141. As illegal migration increases, there will be increased demands on border
control and other law enforcement agencies. Physical or administrative barriers
could be perceived as racist and become a rallying point for public discontent.
Increased migration and variances in transit patterns will further exacerbate the
threat from the spread of infectious diseases.

142. Changing patterns of migration may introduce some types of organised
crime into countries that have not previously experienced it. Ethnic-based
organised crime groups typically prey on members of their own diasporas and
use them to gain footholds in new regions.**®

COMPUTER NETWORK OPERATIONS (CNO)*** AND INFORMATION
OPERATIONS (INFO OPS)**®

143. The spectacular propagation of information technology 1 and other
technologies as well i and the concentration of populations in vast urban areas
have increased the vulnerability of societies. These factors have created an
ever-increasing number of opportunities for threats. Computer Network Attacks
(CNA) *® could neutralise decision-making centres; actions could be taken

3 NIC, Mapping the Global Future, é. page 96.

144 Computer Network Operations (CNO): Actions to attack, exploit and defend computers,

computer networks and other information systems, and the software and data resident on them -

AJP 3-10 INFO OPS.

)1 nformation operations (I NFO OPS): f#nakingafr di nated a
adversaries éby ramdtibneifdarmatiog-based pracesses and systems while

exploiting and prdEC4&L21t i ng oneds owno

146 Computer Network Attack (CNA): Actions to disrupt, deny, degrade or destroy information

resident in computers and computer networks or the computers and networks themselves - AJP

3-10 INFO OPS.
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against distribution and communication networks; or even more direct actions
can be taken to influence public opinion via the new technologies.**’

Reliance on Computer Networks and Computer Network Operations (CNO)

144. Increasing reliance on computer networks makes networks very attractive
targets. As in the Israel-Palestine and the India-Pakistan conflict over Kashmir,

various political groups were seen engaging

Web sites. Nevertheless, we do not know how quickly or effectively such
adversaries as terrorists or disaffected states will develop the craft to use CNA
tools and technology or, in fact, whether CNA will ever evolve into a decisive
combat arm. But it may, in which case this will be a potential NATO vulnerability,
particularly as NATO pursues NATO Network Enabled Capabilities (NNEC).
Groups can easily contract with commercial interests to be successful.

145. Greater reliance on technology across society will make us more
vulnerable to electronic attacks. With more critical infrastructures and systems

interconnected, these risks c'utlwllbemul tiply v

increasingly important to focus on computer network defence (CND)**°, not only

for NATO military forces, but also for civilian and government organisations.
Over the next years, a growing range of actors, including terrorists, may acquire
and develop capabilities to conduct both physical and CNA against nodes of the
worl doéos information infrastructure, incl
networks, and computer systems that control critical industrial processes such as
electricity grids, refineries, and flood control mechanisms. A key feature of CNA
is that it can be virtually untraceable, or routed through so many friendly and
potentially hostile countries that it would be impossible to say with any certainty
where the attack originated. This deniability enables CNA to be used at any
stage in the cycle of tension and conflict. The ability to respond to such attacks
(CND) will require critical technology to close the gap between attacker and
defender. A key feature of the battlefield of the future will be the information on
computer systems themselves, which may be far more valuable and more
vulnerable than physical systems. New technologies, both realised and on the
horizon, provide capabilities for accessing data, either through wireless intercept,
intrusion into Internet-connected systems or through direct access by insiders.**°

“"EFrench Chief of Ar med -NaprdeseAsnéedt GEMA) ardErbref d O Et a't
Ar mament Procurement Agency (D®IIGEA)Theo30 Yegr®ner al e
Prospective Plan, June 2005, page 5.

18 European Union (EU), Institute for Security Studies (ISS), The New Global Puzzle. What world

for the EU in 20257, 2006, page 96. [http://www.iss-eu.org/books/NGP.pdf].

149 computer Network Defence (CND): Actions to protect against disruption, denial, degradation

or destruction of information resident in computers and computer networks or the computers and

networks themselves - AJP 3-10 INFO OPS.

150 NIC, Mapping the Global Future, 2020 Project, December 2004, page 97.
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Information operations (INFO OPS)

146. In addition to enabling networked forms of organisation, information
technology (IT) can also improve intelligence collection and analysis, and
offensive information operations (INFO OPS). The acquisition by state or non-
state actors (NSAs) of an offensive INFO OPS capability could represent a
significant threat as the world becomes more dependent on information and
communications flows. Information-age technology can help terrorists conduct
three broad types of offensive INFO OPS. Firstly, it can aid them in their
perception management and propaganda activities, at which they are already
very adept. Next, such technology can be used to attack virtual targets for
disruptive purposes. Finally, IT can be used to cause physical destruction.*>*

147. Adversaries may seek to attack military capabilities through electronic
warfare (EW), psychological operations (PSYOPS), denial and deception, and
the use of new technologies such as Directed Energy Weapons (DEW) or
electromagnetic pulse (EMP) weapons. The primary purpose would be to deny
information superiority, to prevent weapons from working, and to undermine
countries domestic support for NATO actions. Adversaries also are likely to use
CNA to complicate force projection by seeking to disrupt military networks during
deployment operations 1 at the very time they are most vulnerable. Many
countries have programs to develop such technologies; but few have the
foresight or capability to fully integrate these various tools into a comprehensive
attack. They could, however, develop such capabilities over the next decade and
beyond.*®? Computer Network Exploitation (CNE)*** and the use of Open Source
Intelligence (OSINT) both present new opportunities to both NATO and potential
enemies to leverage an information advantage.

148. One of the traditional weaknesses of democratic countries and alliances in
the face of an agile and unscrupulous adversary is the ability of an adversary to
conduct a coherent Information Strategy against NATO/individual NATO
countries, well ahead of and during any physical activity. In doing so, and
without the discipline of sticking to the truth, the adversary sets the agenda and
shapes the battle space in the cognitive domain. NATQO's strategic centre of
gravity (COG) is usually the cohesion of the Alliance and the adversary can
undermine this well in advance and continually thereafter. None of this is new,
but it is perhaps more applicable than ever, as the news media is increasingly
able to broadcast worldwide and in near real time. The likelihood of NATO
finding itself in a hostile Info Environment will most likely increase markedly in the
future.

51 RAND Corporation, The Networking of Terror in the Information age, 1999, (Zannini, Michelle

and Sean J.A Edwards) page 41.

[http://www.rand.org/pubs/monograph reports/MR1382/MR1382.ch2.pdf]

52 NIC, Mapping the Global Future, 2020 Project, page .

153 Computer Network Exploitation (CNE): Actions to gain access to, and exploit, the information
hosted on information systems, and to make use of the system itself - AJP 3-10 INFO OPS.
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NATION STATE FAILURE
Increased numbers of states and factions

149. In 1914, the days of large European empires, there were 59 states. In
1950 there were 89. By 1995 there were 192, many of them tiny. Today 58
states have populations of less than 2.5 million and 35 have less than 500,000.
This fragmentation no doubt has benefits, but it creates some unviable
economies and a complicated political map. Moreover declining state
sovereignty and weaker government has left a vacuum into which have grown
factions within countries and trans-national actors, increasing the complexity of
international relations. Weak states, and even seemingly strong nation-states in
the developing world, fail with increasing frequency. The decade plus since the
end of the cold war has witnessed a cascading plethora of state failure and thus
a trend, mostly in Africa but also in Asia. In addition, more and more states are
at risk, exhibiting acute signs of weakness and/or the likelihood of outright
failure.**

Declining states - weak, failing and rogue nations

150. The most immediate threats to the interests and security of globalising
nations in the 21% Century do not come from each other or from rising powers.
They come from declining states, weak, failing, and rogue nations that have
become havens for terrorists and drug lords, seekers of WMD, incubators of
disease, nurturers of religious extremists, and demographic time bombs of
growing numbers of unemployed youth.**®

151. Weak States include an array of nation-states that may be inherently weak
because of geographical, physical or fundamental economic constraints; or are
situationally weak because of internal antagonisms, greed or despotism. Weak
states typically harbour ethnic, religious, linguistic or other tensions that may at
some near point be transformed into all -out conflict between contending
antagonisms.**®

152. Failed States progressively forfeit their role as the preferred national

suppliers of political goods to upstart warlords and other non-state actors. A

failed state is a hollow polity that is no longer willing or able to perform the

fundamental tasks of a nation-state in the modern world.*®" Failed states are

insecure. They cannot project power much beyond the capital city, or control

their national peripheries. Crime rates rise. Unable to establish an atmosphere

of security throughout the nation, the falte

154 Rotberg, Robert I., Nation-state failure: A recurring phenomenon?, 6 November 2003.

[http://www.dni.gov/nic/PDF_GIF 2020 Support/2003 11 06 papers/panel2 nov6.pdf]

™Garrett, Banning N. & -ShebmhnzeBDeBhaseb. PoéBbon Thre
YaleGlobal On line, 7 July 2003, Yale Center for the Study of Globalization. [www.
valeglobal.yale.edu/display.article?id=2032]

" Rotberg, Robert I., Nation-state failure: A recurring phenomenon?, épage 2.

57 bid, page 3.
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even before, or as, rebel groups and other contenders arm themselves, threaten

the residents of central cities, and overwhelm demoralized government

contingents, as in Liberia, Nepal®iInSierra Le
short failed states represent an opportunity to many potential adversaries and

opportunists. The result is not just an internal upheaval, but external

repercussions- intervention from neighbouring states, massive flow of refugees

and contagious instability- with the result that international peace and security

are, in turn, threatened.™®

153. Collapsed States are rare and extreme versions of a failed state. They
exhibit a vacuum of authority. Political goods are obtained through private or ad
hoc means. Security is the rule of the strong. Sub-state actors take over, and
parts of the collapsed state exist and function, if in an unrecognised and
disordered manner. Collapsed states can only return to being failed, and then
perhaps to being weak, if sufficient security is restored to rebuild the institutions
and strengthen the legitimacy of the resuscitated state.'®® (e.g. Somalia) Rogue
states are those whose policies represent an overt threat to its surrounding area
because it violates international treaties or humanitarian law, exerts a police
dictatorship or even sets about equipping itself with WMD.*%*

Spillover'®?

154. The relationship between state weakness and spillover is not linear: it

varies by threat. Proponents of a wider view of security point out that

unconventional threat may contribute to violence through harmful spillover,

including by destabilising states and regions.*®® These include not only

mal evol ent, purposive threats |ike transnat.
a t hr e anmabkgnaatifotces that emerge from the natural world (like global

pandemics) or as by-products of human activity (like pollution).*®*

1%8 Rotberg, Robert I., Nation-state failure: A recurring phenomenon?, page 4.

¥serge, Sur, OnCommentaiteeld Jas 20@5} Ghrss Jurner, Institut Francais du
Royaume Uni. [http://www.diplomatie.gouv.ft/fr/IMG/pdf/0502-SUR-GB.pdf]

189 Rotberg. Robert 1., Nation-state failure..., page 4.

®'suyr , Serge, On fAFailed stateso.

162 Spillover: a consequence or attendant side effect, in this paper we discuss spillover between
states.

183 Center for Global development (CGD), Weak states and global threats: assessing evidence of
fispi | |Workiegrpapér number 73, 03 January 2006, (by Stewart Patrick), page 11.
[http://www.cgdev.org/content/publications/detail/5539]

®* Treverton, Gregory F., Understanding the Links between Security and Development: Probing
the Connections, May 2005, RAND and Bergen, Peter & Garrett, Laurie, Report of the Working
Group in State Security and Transnational Threats, Princeton Project on U.S. National Security,
September 2005, cited in Center for Global development (CGD), Weak states and global threats:
assessing evi de nWoeingpaperfamber 73| 08 Yaauary 2006, (by Stewart
Patrick), page 13.
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155. One hypothesis is that those particular transnational threats - and the
manifestations of those threats - are likely to correlate with specific shortcomings
in state capacity. Weak states suffer from one or more of four functional gaps: in
their ability to provide physical security, legitimate political institutions, effective
economic management, and basic social welfare. It seems reasonable to
assume that the sort of transnational threats a weak state generates will depend
on the nature of its capacity gaps. Thus, one might expect low social welfare
investments, particularly in health, to be closely correlated with infectious disease
patterns. Assessing these relationships will require breaking down state capacity
into component parts and comparing lists of weak states with relevant
indicators.*®®

156. There is the presumption of a connection between weak and failing states,
on the one hand, and a variety of transnational threats, on the other. Indeed, it
has become conventional wisdom that poorly performing states generate multiple
cross-border spillover, including terrorism, weapons proliferation, organised
crime, regional instability, global pandemics, and energy insecurity. What is
striking is how little empirical evidence underpins such sweeping assertions. A
closer look suggests that the connection between state weakness and global
threats is less clear and more variable than typically assumed. Both the type and
extent of spillover depend in part on whether the weakness in question is a
function of state capacity, will to act, or a combination of the two. Moreover, a
preliminary review suggests that some trans-border threats are more likely to
emerge not from the weakest states but from stronger states (rogue states) that
possess narrower but critical gaps in capacity and will.**® The challenge is to
identify which threats are most likely to arise from which countries.

ARC OF CRISIS AND TERRORIST BLACK HOLES

157. Most of the risk discussed in the paragraphs above is linked to geography,

the AArc of Crisiso. During the Cold War, t
as an area stretching from the Indian subcontinent in the east to the Horn of

Africa in the west and that the Middle East constitutes its central core.*®” A

recent comprehensive study*®®*on A Ter r or i s% staBeb that, todayjo | e s 0

the arc must be expanded considerably as noted in the figure below.

¥ cebD,weak states and,padep28-2a9 threats &

% ceb,weak states and,paded.bal threats &

¥  enczowski , George, AThe ArForeignfAffaitsy spring 1879, |t s Centr al
retrieved 28 July 2006.

1%8 Clingendael Centre for Strategic Studies (CCSS), Terrorist Black Holes i A study into terrorist
sanctuaries and governmental weakness, November 2005, ISBN 90-5986-179-5. (By Korteweg,
Rem and Ehrhardt, David)

189 ¢SS defines Black Hole as: a geographic entity where, due to the absent or ineffective
exercise of state governance, criminal or terrorist elements can deploy activities in support of, or
otherwise directly relating to criminal or terrorist acts including the act itself. CCSS, Terrorist

Bl ack Hohge?35. ¢€.
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Antarctica

CCSS - Selected Black Holes in the World

158. The study found 41 terrorist black holes across the globe during the period
2000 to 2005.*° Some of the conclusions from the study state that there are five
categories of factors’* that contribute to the lack of government control in an
area and creation of a fAblack hol eo:

Societal tension

Legacy from civil conflict
Geography

Corruption and policy failure
External interference

159. The study identifies six factors'’? that constitute a comparative advantage

for that area to be inhabited by terrorists or armed non-state actors:

Religion and ethnicity
Legacy from civil conflict
Geography

Economic opportunities
Economic underdevelopment

170 ccss, Terrorist Black Holes i A study into terrorist sanctuaries and governmental weakness,

age 4.

ccss,Terr ori st Bl apagedHol es é.

2ccss,Terrori st BJjpage4 Hol es 6.
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¢ Regional stimuli

160. The study shows that the characteristics that render an area a potential
black hole have to have been in place for a substantial period of time, likely more
than five years. These factors and considerations, when used with others could
help facilitate the early identification of areas at risk of becoming black holes.*"®
Comparing the definition of the Arc of Crisis from the cold war era with the
current study by CCSS, shows that the arc have been expanded considerably
over the period. The conditions for creating a terrorist black hole, as described
above, will be discussed in detail later. However, it is safe to assume that the arc
will likely widen.

cess,Terrorist Bjpage4 Hol es 6.
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SECTION IV: GLOBAL SECURITY CONCERNS

"Change is the law of life. And those who look only to the past
or the present are certain to miss the future.”

John F. Kennedy, 25 June 1963.

Key Findings

e Climate change will have profound effects on the future global environment. Global
warming threatens water and food production on vast areas of the world.

e New epidemics are likely to spread faster since linked to grater connectivity
through global air travel.

e Energy will be a key driver of future global economy and energy security will
become an essential issue and the driver in transformation from oil to new
sustainable forms of energy.

e Immigration pressures could increase the risk of social disturbances.

SUMMARY

161. Climate change will have powerful effects on the future global
environment. Pollution and greenhouse emissions will have a negative effect
particularly in the Third World and developing nations, and some to accelerating
the global warming process could attribute this. Past and current emissions have
already ensured that there will be some degree of climate change during the
twenty-first century, with different incidence from one region to another,
increasing the risk of flooding, stronger, and catastrophic natural disasters. More
significant changes are expected beyond 2030.

162. Society will face new risks and pressures. Global food safety is unlikely to
be threatened, but some regions may experience food shortages and hunger. As
fish resources grow increasingly scarce, conflicts over allocation and sharing are
likely to become more frequent.

163. People and ecosystems will need to adapt to any future climate regime.
This could also result in altered behaviour and the development of infectious
diseases leading to new epidemics. Worldwide mobility will expand the risk of
spreading new pandemics. New medical advances and biotechnology may
mitigate some effects.

164. Although fossil fuels will remain as the dominant source of energy during
at least the next two decades, their influence on global warming will lead to new
policies (e.g. Kyoto Protocol) and the development of new sources of energy.

Meanwhile, MENA (Middle East and North Africa) countries and other important
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energy producers will become regions where stability and security will be of even

greater concern. The risk of terrorist attacks and sabotage against energy

infrastructure and transportation corridors will be high due to the quick

transmission and i mpact on the worl dds econo

165. By 2030 the world will be 8 billion people and half of this population will

account for six countries: China, India, Pakistan, Nigeria, Bangladesh and

Indonesia. While developed countries will face aging population, developing and

under-developed countries will show the opposite trend, with high rates of fertility,

unemployment and poverty that will fuel mass migration. Immigration pressures

in receiving countries could increase the risk of social disturbances. Internal

di splacement (I DP6s), mainly related to ethn
violations will continue to be a huge challenge, especially in Africa.

166. NATO nationso6 militaries wild/l have to inc
of the population that are of employable age and fit to bear arms whilst other

nations will see the reverse trend. The implications for NATO might be soldiers

of poor quality (i.e. technical skills, motivation, physical and mental stamina, etc.)

Nations that experience the opposite trend (for instance China and Iran) could

benefit from this trend.

167. To face these challenges, the developed world will have technological

solutions and the wealth to implementthem. Mor e of NATO nati onso6 we
likely to be directed at national well being, at protection from the effects, and less

at external assistance. Leaving the poorer countries to tackle the effects with

inadequate measures could widen any differences yet further and faster.

Maintaining supplies of water, food, energy, raw materials and goods, from

strategic necessity, could conceivably be the catalyst to armed conflict.

ENVIRONMENTAL AND PHYSICAL TRENDS
Climate Change

168. Climate change is a constant natural phenomenon with significant
variations occurring over geological time. The period since the last ice age has
been climatically favourable for human activity and has seen the emergence of
human civilisation.'™ There is an increasingly bi-polar debate emerging
concerning the reasons behind these apparent changes but it is not the intention
of this paper to advocate for either side, rather to investigate the trends.

1" Jbcc, Strategic Trends i 1% Ed., paragraph 1-5.
56
1% Edition



FSE 2025

Whatever the cause, there is persuasive evidence that global temperatures are
rising at an unusually high rate, at least since human records have been kept,
and that there is a link between temperature rise and physical effects.*”

169. Irrespective of the causes, with current trends, higher latitudes will warm
more quickly than lower ones, land areas will warm more quickly than oceans,
and polar sea ice will decrease more in the Artic than in the Antarctic. Global
mean precipitation and runoff is expected to increase about 1.5 to 3 % by 2030.
Increases are forecast to be greater in the higher latitudes and the equatorial
region with potentially serious decreases in the middle latitudes. Parts of Central
America, South Asia, northern and southern Africa and Europe may suffer
appreciable decreases in available water sources. There is likely to be an
increase in the frequency and intensity of relatively localised extreme events
including those associated with AEI Ni foo0,
cyclones and hailstorms.*®

170. The impact of global warming could be influenced by the degree to which
greenhouse gas emissions are limited globally. Stabilising atmospheric
concentrations of greenhouse gases will require a major effort. Continued
greenhouse gas emissions at or above current rates could cause further warming
and induce many changes in the global climate system during the 21 century.*”’
Based on current trends, the growth in emissions of carbon dioxide and other
greenhouse gases is expected to result in the equivalent of a doubling of pre-
industrial CO? concentration in the atmosphere by the end of the century. In the
absence of any breakthrough in commercially viable non-carbon based energy
sources, per capita emission will increase in both the developed and developing
world through increased prosperity and industrialisation respectively. There will
be an extra 3 billion people emitting by 2030. Developed countries are exploring
a wide range of policies and measures. Specific measures are being used for
most of the major economic sector (the largest source of emissions for many
countries) including switching to low- or non-carbon fuels, reforming market
regulations to spur competition, and removing subsidies on coal.*"®
Notwithstanding populist pressure, regulatory action is likely to be difficult to

5 According to the estimations of the Intergovernmental Panel on Climate Change (IPCC), the

increase in the global mean temperature by 2100 could range from 2,5 - 5,0°C or higher,
particularly in the polar areas of the globe and tropics. Some uncertainties arise regarding how
warming, in connection with growing evaporation and condensation of water, will affect cloud
formations and what this impact will be on the climatic system.

7 United Nations (UN), Food and Agricultural Organization (FAO), World and Agriculture:
Towards 2015/2030. An FAO perspective, 2003, Introduction and overview, page 27.

7 |ntergovernmental Panel on Climate Change (IPCC), Climate change 2007: The Physical
Science Basis, Summary for policymakers, 2007, retrieved 6 February 2007.
[http://www.ipcc.ch/SPM2feb07.pdf]

% 1bid.
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achieve as the Kyoto Protocol*’® has recently demonstrated in its failed attempt
to agree a 5 % reduction of global emissions by 2010.'%°

171. The magnitude of climatic events appears to be increasing, while the
period between major events decreases. When linked to global media
awareness grows the perception that radical climate change is happening. At
first glance, warming seems to be moderate. However, a prompt rise in
temperature could be disastrous. Moreover, such warming will cause the
thawing of mountain glaciers and polar ice and the thermal expansion of the
world's oceans.

172. The SE Asia Tsunami, the 2006 US Hurricane season and the Kashmiri
earthquake have been used by some as examples of increasing severity and
frequency. NATO rightly responded to these catastrophes and despite its
design, charter or intent, could well be perceived by the world as the only
institution that can respond and therefore who should respond and become the
global emergency response force of the future; a very different path to take in
force structures or even a new charter.

Pollution

173. Pollution today can be found across the globe, even in mid-ocean. In
developing and poorer countries with their greater drive for economic
improvement and fewer control mechanisms, industrial and urban pollution of air,
water and food will have a harmful effect on the population. Increasing
industrialisation in developing countries will pose accidental or indirect hazards to
people and the environment. In wealthier countries, with the means to control,
exposure will be to pollution that crosses boundaries and to self-generated
pollution, if they choose not to reduce or legislate.

Flooding

174. Among the effects of global warming, the sea levels are expected to rise,
flooding coastal areas. Some studies suggest that sea levels will rise by 5 cm (2
inches) by 2015 and 10 cm (4 inches) by 2030.'%" 182 Currently, many cities are
at or below sea level, and most centres of population are within 200 miles of the
coast,'® putting increasing numbers at risk of flooding, the consequent salination
of fresh water and agricultural land, and disruption of industry and commerce. In
poorer countries, without the aid of technology the only choice may be to

" The United Nations Framework Convention on Climate Change (UNFCCC), The Kyoto

Protocol on Climate Change, 16 February 2005.
[http://unfccc.int/resource/docs/convkp/kpeng.html]
%0 3pCc, Strategic Trends i 1* Edition, The Environment, paragraph 6.

i:i DCDC, Strategic Trends - 2" Edition, Global warming, paragraph 1-14.

EU Institute for Security Studies, Long Term Vision, page 1, provides a
sea levels are expected to rise only slightly (between 0.14 cm to 0.3 cm) and will not endanger
coastal areas by 20300
18 pcDc, Strategic Trends - 2™ Edition, Global warming, paragraph 1-14.
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abandon the coastal and low-lying areas leaving ports inoperable and air
infrastructure profoundly impacted. The possible loss of land due to flooding
could alter immigration patterns with follow-on effects on cultural diversity and
population distribution.

Damaged Agriculture, Fisheries and Forestry

175. Anupward trend in climate change and subsequent flooding will alter the
paradigm of traditional agriculture. Temperature and precipitation changes will
affect the amount of land that is suitable for growing crops. Suitable areas will
increase in higher latitudes because of milder and shorter winters, and will
decline in arid and semi-arid areas. Substantial reductions in the availability of
water are predicted for Australia, India, southern Africa, the near East/North
Africa, much of Latin America and parts of Europe. These shortages are forecast
to deepen after 2030, but there could be negative effects on irrigation in the
shorter term. The substantial rise forecast in average sea temperatures may
have serious effect on fisheries. It could disrupt breeding patterns, reduce
plankton growth or change its distribution, thereby lowering the food supply for
fish, and cause the migration of mid-latitude species to northern waters. This
could severely disrupt national and regional fishing industries and food
supplies.'® Offshore resources, Exclusive Economic Zones(EEZ6s) and | and
borders would have to be re-defined with the consequent expectation of
considerable international and local dispute perhaps manifested in violence.
Forests are valuable resources providing food, shelter, fuel and daily supplies
such as medicine ingredients and paper. The loss of forests would profoundly
affect local and national economies and international trade. Depletion of forest
resources, either through natural phenomenon such as fire or human activity
such as clear cutting, and land conversion will have the effect of compounding
any climate change trend. Depletion of forest resources will also have long-term
effects on climate, soil, soil conservation, biodiversity and sensitive hydrological
regimes.

Regional Food Shortages

176. Global food production, including genetically modified food, will continue to
increase faster than human numbers. However, while there will be enough food
for those who can afford to buy it, prospects for secure food supplies will be more
bleak for millions of poorer people. By 2010, one African in three will go hungry.
The environmental issues worsen the prospect of assured food supply for poorer
regions and physical trends (climate and people trends) described so far.
Developing countries will increasingly depend on food imported from the richer
countries. Changing diets due to rapid urbanisation in developing countries and
rising prosperity among some of their citizens are meanwhile putting further
pressure on supplies. The demand for meat is growing worldwide. This is
causing a sharp increase in the demand for corn and other cereals. Feed grain

'8 Food and Agricultural Organization of the United Nations (FAO), World and Agriculture:

Towards 2015/2030 - An FAO perspective, 2003, Introduction and overview, page 28.
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needs in the world's largest populations, in China and India, will grow by 3 % a
year up to 2020. However, advances in agricultural technologies will allow world
food grain production and stocks adequate to meet the need of a growing world
population for at least the next 10 next years. Despite the overall adequacy of
food, problems of distribution and availability will remain.*®°

177. The main impacts of climate change on global food production capacity
are not projected to occur until after 2030, but thereafter they could become
increasingly serious. Up to 2030 the impact may be broadly positive or neutral at
the global level. However the regional impacts will be very uneven.

Water Issues

178. Clean fresh water is fundamental for human health. Whilst 71 % of the

planet is covered by water, only 3 % is fresh and most of that is inaccessible in

the form of ice and snow or deep aquifers. Less than 1 % of that water (i.e. 0.03

% of the worldds water) is HiSeeemt |y avail abl

important water trends will be:*®’

e Although most of the world is not running out of freshwater, a number of
regions face chronic freshwater shortages

« In the future, water shortages are likely to spread due to increasing demands,
unsustainable withdrawal rates, difficulty in finding new supplies, pollution and
source water contamination, and changing climatic and precipitation patterns

o Water shortages impact regional security by causing human health problems
and population displacement, increasing conflicts between competing users,
and damaging ecosystem health

e While regulatory responses are becoming more stringent, watershed-based
management approaches are expanding.

179. Natural water distribution is uneven and global consumption is rising

qguickl y. One third of the worl ddos popul ati o
experiencing moderate to high water stress and the number could rise to two

thirds by 2030.1%® There are not only more people, but in the prosperous nations

each individual is using vastly more water than in poorer nations. Agriculture and

industry are the biggest global users of water. Withdrawals from groundwater

reserves are the only source of water for some countries. In most cases,

groundwater is replenished more slowly than it is extracted, which will lead to

scarcity. There is a growing disparity in water usage between richer and poorer

countries.

¥ NIC,Gl obal Tr erpdge2620156é,

1% JDcc, Strategic Trends 1 1% Edition, Physical Dimension, paragraph 21.

87 Global Environmental Management Initiative (GEMI), Water Trends, retrieved October 2006.
[http://www.gemi.org/water/watertrends.htm]

18 United Nations, Millennium Assembly report, 27 Jan 2000.
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180. Very few major water systems are contained within one political entity and
many trans-border water systems are in places where the politics are already
fractious, and where water resources are increasingly inadequate. Competition
for water could become violent or indeed the root cause of future tension/conflict.

181. Water scarcity and/or pollution in various regions of the world are reaching
crisis levels at a time when larger populations and industrial capacity has
increased demand. This is particularly true for several major water systems
including the Tigris-Euphrates basin,**® the Nile, La Plata, Lempa, Orange,
Incomati, Limpopo, Okavango, Zambazi, Kunene, Lake Chad, the Senegal basin,
the Jordan system, Kura-Araks, Ob, the Aral Sea, the Ganges - Brahmaputra -
Meghna, Mekong, Yellow River, Han and Tumen basin.**® Water conflicts exist
not only between states but also in some regions within them.

182. Human health can be affected by freshwater problems ranging from
contamination of municipal water supply sources to pollution of water bodies
used for fishing or recreation. Pathogens that cause acute illness and disease,
or carcinogenic chemicals in high concentrations, can affect drinking water
supplies. Non-industrial and developing nations face the most serious threats to
human health from inadequate freshwater supplies. Various sources estimate
that 1 to 1.5 billion people lack access to safe drinking water, 2 to 3 billion people
lack access to proper sanitation, and 14,000 to 30,000 people die each day from
water-borne illnesses.’®* These astonishing numbers will represent a significant
challenge for individuals, governments, and businesses in coming decades.

183. Inadequate water supply has many effects beyond human thirst. These
include animal deaths, agricultural shortfalls, and a heavy burden on the
transport system and reduced hydroelectric output. In turn, this contributes to
economic stagnation, which may lead to protest and revolt. Drought, freshwater
depletion, and floods contribute to population displacement.**? Environmental
degradation due to water shortage, and even conflict over water, is likely to
increase in the future.

Health and Altered Diseases

184. Changed climate, different flora, fauna, and new wetlands may alter the
behaviour and development of infectious disease leading to new epidemics.
When linked to greater connectivity through global air travel, a new epidemic is
likely to spread fast. The upward trend in the pace of epidemic distribution is
already profound.

18 Kaplan, Robert, The Coming Anarchy, 22 February 2000, Random House, ISBN: 0375503544,
?ages 361 37.
®Postel, Sandra L. and Wol f ,Foréign®olicyTSeptembeble hy dr at i ng C
October 2001, pages 60i 67.
191 World Resources Institute (WRI), EarthTrends i Environmental Information, retrieved June
2006. [http://earthtrends.wri.org/]
192 GEMI, Water trends, retrieved October 2006.
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185. According to the World Health Organisation (WHO), over 13 million people
die annually, 1,500 per hour, from infectious diseases.'*®> The diseases
accounting for the highest mortality include pneumonia, tuberculosis (TB),
diarrhoeal diseases, malaria, measles and HIV/AIDS. AIDS alone has created at
least 8 million orphans, most of them in the developing world. TB once
considered virtually eradicated, now kills over 1.5 million people per year and
could get far worse since nearly 2 billion people have latent TB infection.***
Many experts see Avian flu'®> and Pandemic Influenza as an emerging
challenge. The recent Severe Acute Respiratory Syndrome (SARS) crisis in
China and Canada, small in comparison to other pandemics, provides a useful
example, nonetheless, of the rapidity with which outbreaks of disease can
unfavourably affect economic activity.’*® In comparison, smallpox would require
weeks and months to spread 100 years ago.

186. Disparities in the state of health between developed and developing
countries will widen. Since 1973, thirty infectious diseases have emerged in poor
countries, where they wreak havoc: notably AIDS, Hepatitis C and Ebola. Old
diseases, including tuberculosis, cholera and malaria, have spread
geographically or emerged in new, drug-resistant forms. AIDS is a catastrophe
in Africa where nearly 30 million people have the disease. In the worst affected
states, urban elites are heavily infected, debilitating the group who would
otherwise be leading economic activity. In countries of Eastern and Southern
Africa, the percentage of the adult population infected with the disease varies
between 10 % and 26 % and these numbers continue to rise. But AIDS is
expected to develop into an even more serious problem in Asia, including
Russia, where the incidence of cases will overtake Africa by about 2010.%°’
AIDS and related infections, notably tuberculosis, are reducing life expectancies
in Africa dramatically, and damaging economies.

187. In developed countries, major inroads against a variety of maladies will be
achieved by 2015 as a result of generous health spending and major medical
advances. The revolution in biotechnology holds the promise of even more
dramatic improvements in health and lifespan. Non-infectious diseases will pose
greater challenges to health in developed countries than will infectious diseases.
Progress against infectious diseases, nevertheless, will encounter some
setbacks as a result of growing microbial resistance to antibiotics and the

198 United Nations (UN), World Health Organisation (WHO), Report on Infectious Diseases 1999,

1999. [http://www.who.int/infectious-disease-report/pages/textonly.html].

1% \WHO, Report on Infectious Diseases 1999.

195 Avian flu, also called "bird flu", "avian influenza" and "bird influenza", is "flu from viruses
adapted to birds".

1% Canadian Department of National Defence/Operational Research Division, Canada, Future
Security Environment 2025, September 2003, page 44.

197 United Kingdom, Ministry of Defence, Future Strategic Contexts for Defence, 2001, paragraph

19.
[http://www.mod.uk/Defencelnternet/AboutDefence/CorporatePublications/PolicyStrategyandPlan
ning/FutureStrategicContext2001.htm]
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accelerating pace of international movement of people and products that facilitate
the spread of infectious diseases. New diseases should be expected.

Energy Trends

188. World energy demand is growing at a rapid rate, and international
cooperation to find economic, secure and sustainable energy sources is of vital
importance for both industrial and developing nations. Energy demand will likely
double within the next twenty years.™®® The Eart hds energy resourc
than adequate to meet demand until 2030 and well beyond. Less certain is how
much it will cost to extract them and deliver them to consumers.*®® Asia will
replace North America as the leading energy consuming region, accounting for
more than half of the world's total increase in demand. China and India will see
especially dramatic increases in consumption.?°> By 2015, only one-tenth of
Persian Gulf oil will be directed to Western markets. More than two-thirds of the
growth in world energy use will come from the developing countries where
economic and population growth is highest.?®* Fossil fuels (oil, gas and coal) will
remain the dominant form of energy accounting for some 85 % of demand.?%?
The share of nuclear power will decline marginally, while that of hydropower
remains broadly constant. Other renewable energy sources, including
geothermal, solar and wind energy, will grow faster than any other energy
source, but still account for only 2 % of primary energy demand in 2030.7%°

189. The Organisation of the Petroleum Exporting Countries (OPEC) will
increase its share of world oil production to over 50 % by 2015, enhancing its
strategic leverage. Gas will become increasingly important, remain plentiful and
probably experience fewer price variations. Reserves of fossil fuels are not
expected to be nearing exhaustion by 2030 or for some time thereafter, but will
become more geographically concentrated. MENA countries will remain as the
biggest producers, while the Caspian basin, West Asia, Gulf of Guinea, Russia
and North Africa will increase their importance as producing regions and,
therefore, become regions where stability and security will be of even greater
concern. Energy security is becoming an issue of increasing importance as
some energy producers are showing a tendency to use oil and gas as a political
leverage.”® Unique coalitions, such as a gas coalition on the Caspian Sea, are
likely to form to exert leverage in areas where they can compete on military
terms. Their success will drive the trend. In the developing world, there is

198 program of Atlantic Security Studies (PASS), Energy and Security: Global Challenges-
Regional perspectives, Conference conclusions, Prague, October 2004, page 120.
[http://www.pssi.cz/files/documents/pass/energy-security-report.pdf]

%% International Energy Agency (IEA), World Energy Outlook 2004 Edition, 2004, page 29.
[http://www.iea.org/textbase/nppdf/free/2004/weo02004.pdf]
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2L 1EA, World Energy Outlook 2004, page 31.

292 |pid, page 31.

293 |bid, page 62.

2% Congressional Research Service (CRS), NATO and Energy Security, CRS Report for
Congress, 11 September 2006, (by Gallis, Paul), page 1.
[http://italy.usembassy.gov/pdf/other/RS22409.pdf]
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potential for aggressive competition for resources as nations seek to
industrialise, to cope with population growth and to meet expectations of an
improved standard of living. Natural resources will still continue to be discovered
such as those recently in the Gulf of Mexico and those already discovered more
economically feasible to exploit such as those found in Canada. Exploration and
technological development will continue to find and exploit new sources of
energy resources.

190. For under-developed areas, the most serious energy issue will be
affordabi l ity in a sellerds market. For energy
guestion will be one of stability of supply and security of supply lines. Offshore
energy fields are becoming increasingly important. The interruption of energy
supplies by storms, earthquakes, wars (including terrorist attacks and sabotage)
or other events have quickly and impressively demonstrated how dependent
NATO countries have become on the energy supply. Secretary General Jaap de
Hoop Scheffer recenhbhwnwgeai dornahNewANAd@OD Ce
believe that there are many more issues that we should consider bringing to the
NATO table, and one that leaps to mind is energy security. NATO's Strategic
Concept includes elements of the protection of vital supply lines as one area
critical to the security of Allies. Today, for reasons that are obvious - including
the potential of terrorists targeting our energy supplies - it makes sense to me
that the Allies should discuss this issue. [...] | want all Allies to engage in a frank
and open discussion, to anticipate future trends and to develop a common
perspective.”?°> An unprecedented effort will be required to protect infrastructure
and transportation corridors.?®® There is also likely to be an increasing use of
nuclear power globally as renewable energy sources fail to cope with demand for
energy as fossil fuel supplies dry up and concerns over global warming become
increasingly pressing. Paradoxically, the Middle East, currently rich in oil
reserves, will see increasing demand for nuclear power generation for
desalination plants to cope with the water demand of an increasing population.?®’

SOCIAL AND DEMOGRAPHIC TRENDS
Demographic Change

191. Several demographic trends may place significant burdens on

international stabil i ty i n the coming decades. 't took
population to grow from 1 billion to 2 billion people, but only 12 years to grow

from 4 billion to 5 billion. The world population reached 6 billion in 1999. At the

current rate, the world will have approximately 8 billion people in the year

2025.2%® The overwhelming share of world population growth will be in

295 NATO Forum on Energy Security, Fresh Changes for a New NATO, 22-24 February 2006,
Prague, retrieved 6 February 2007. [http://www.iags.org/natoforum.htm]
2% program of Atlantic Security Studies (PASS), Energy and Security: Global Challenges-
Regional perspectives, Conference conclusions, Prague, October 2004.
7 |bid, pages 34-35.
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developing countries (98.4 % in 2010-2020).?°° Six countries will account for half
of this projected population increase: India, China, Pakistan, Nigeria, Bangladesh
and Indonesia.?** In developed countries as a whole the fertility rate is currently
1.56 children per woman (compared to 2.12 between 1970-75) and is projected
to increase slowly to 1.84 children per woman in 2045-2050.>* Some countries
of the developing world also face an aging population where it is estimated that
the population over sixty-five years of age will outnumber those less than five
years ofage by 202022 I n addi t i olng o meéeres & barbegy approachi n
retirement age contributing to declines in workforce while placing greater
pressure on increasingly ambitious social security and health care programmes.
In other regions of the developing world and failing states, particularly parts of the
Middle East and Africa, the situation is reversed, with a disproportionate number
of youths, and unemployment - e.g., in Iran 70 % of the population is under thirty.
Population in the developed world in total will remain stable, but growth rates will
differ greatly between the US (+17.4 %), the EU (+2 %), Japan (-2.6 %) and
Russia (-10.8 %).2*

Regional Poverty and unemployment

192. Economies in the developed world show steady growth of per capita
income, which in the developing world, are increasing dramatically. In the
LDCs?* of the world there has been no growth. In at least 54 countries there
has been a slump, increasing the number of people in extreme poverty by more
than 100 million?*>. However, in many LDCs, there are small very wealthy
groups, linked to the world economy. For example in parts of Latin America the
income of the richest fifth of the population is 30 times that of the poorest fifth?*°,
creating great rifts and the seeds of dissent and violence.

193. Disorder, failing economies and deprivation will increase poverty in parts
of the world. Generally poor people do not themselves pose a direct threat, but
their plight often stirs others who are better able to attack those they hold
responsible. An effect of poverty can be susceptibility to the persuasion of
anyone who can offer a release from the situation. This includes forces such as

EyY/ISS,Long Term VisiomageStand One) é.
#9United Nations, UN Population Division report i the revision 2004, 2005, executive summary,
Egge_ XVii. _ )

Ibid, executive summary, page xvii.
%2 canadian Department of National Defence/Operational Research Division, Canada, Future
Security Environment 2025, September 2003, paragraph 51, pages 33-34.
Z3UN,UN Popul ati on D titediinsEU 6I8S, lroegprerm Yisioa (Stand One)é .

age 5. The projections are controversial.

* The development of a country is measured with statistical indexes such as income per capita
(Gross Domestic Product - GDP), the rate of illiteracy, and access to water. The UN puts forth a
compound indicator using these lists of statistics, to create, a "human development index" which
glié/es a sense of how developed countries are.

United Nations, A more secure world: Our shared responsibility. Report of the High-level
Panel on Threats, Challenges and Change, 2004, page 24.
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